Philosophy & Technology (2023) 36:39
https://doi.org/10.1007/s13347-023-00638-3

COMMENTARY

™

Check for
updates

Digital Civics and Algorithmic Citizenship in a Global
Scenario

Federico Tomasello'

Received: 21 April 2023 / Accepted: 24 April 2023
©The Author(s) 2023

Abstract

How should the notion of civics be rethought in the digital age and within the info-
sphere? The commentary addresses this question by focusing on two main issues.
The first part delves into the effects of the dynamics of “surveillance capitalism”
and datafication processes on the possible developments of the idea of civics in the
digital sphere. It stresses the need to set the issue of users’ data rights at the center of
digital civic initiatives. The second part explores the notions of political community
and membership that should underpin the idea of digital civics. It argues that the
diverse range of values and virtues which shape civics on a global scale should be
taken into consideration to define the spatial scope—or political geography—of the
community to which digital civic initiatives are addressed.
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Digital civics is an emerging notion aimed at describing the way in which the idea
of civics can be redefined in the digital age and within the infosphere. Despite its
potential significance, the theoretical and practical contents of this notion largely
remain to be developed. Estelle Clements’ article “Exploring Digital Civics” offers
an important contribution in this direction by identifying four foundational pillars
of digital civics and the scholarship informing them. These pillars correspond to the
philosophical, historical, ethical, and legal-political frameworks that should under-
pin the idea of civics in a digital world. The present commentary focuses on the
legal-political approach proposed by Clements and aims to single out two analytical
dimensions that should be incorporated into the proposed framework to enable a
more robust conception of digital civics. My leading assumption is that the notion of
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digital civics should display a crucial level of conceptual autonomy compared to the
mere application of the traditional concept of civics to the digital sphere. In order
to enhance this level of autonomy, it is necessary to focus on the challenges that
our digital present poses to the notion of “civics” developed throughout the Western
philosophical tradition in order to single out those elements of novelty and disconti-
nuity which define the specificity of “digital” civics. In other words, it is a matter of
defining a specific conceptual field for digital civics by assessing those dimensions
where the traditional conceptions of civics prove to be unable to grasp the legal-
political transformations produced by the “fourth revolution.”

In my view, one first element which stands out from this perspective is the fact that
nowadays most of the tools to enact citizenship and civics in the digital sphere are
owned by Big Tech companies and commercial platforms. Such companies have taken
on a role with regard to the implementation of civics that was traditionally the purview
of political authorities and public institutions. For example, privately owned social
media algorithms are the primary factors determining what behaviors are possible or
not possible when we engage in online civic participation. How does this affect the
idea of civics in the digital environment? Clements rightly mentions the seminal work
by Shoshana Zuboff; it would be crucial, then, to describe how the notion of digital
civics is affected by the dynamics of “surveillance capitalism” as a pervasive business
model based on the monetization of users’ data that shapes current developments in
the infosphere. As a result of the “colonization” of the digital space by private corpo-
rations, the standards for the exercise of digital civic initiatives must conform to those
set by algorithms owned by Big Tech. Such algorithms are often opaque, prioritize
profit, and favor those behaviors that increase online presence and attention—includ-
ing forms of polarization and radicalization which partly conflict with the very idea
of civics prevalent in many countries. Insofar as private algorithms determine and
regulate the possible forms of online civic engagement, a radical asymmetry of power
emerges between public authorities and private corporations, which raises important
questions about the legitimacy of private actors in shaping digital civic initiatives. The
ways in which power and inequality operate in the digital age reveal major disconti-
nuities compared to the scenarios of the past: this corresponds to a crucial conceptual
space that digital civics as an autonomous notion should frame and cover.

A robust concept of digital civics should rest on a critical understanding of this
specific scenario, which also points to a pervasive process of datafication of our
existence and identity as digital citizens. Our experience in the digital sphere is
entirely mediated by data, which has a profound influence on the digital manifesta-
tions of citizenship and civics. Everything we do in cyberspace leaves data traces
which are amassed and analyzed through data-matching and data-mining algorithms
to construct personal profiles and digital personae. The latter ultimately embodies
our identity as digital citizens. Notions such as “datafied citizenship” and “algo-
rithmic citizenship” have been coined to describe this reality in which identities are
assigned through continuous data processing. This has significant implications for
digital civics because it means that our engagement with political issues and institu-
tions is also mediated by data. Hence, digital civics should promote a critical under-
standing of the role of data and datafication in shaping our civic experience in the
digital sphere. This involves designing initiatives that empower citizens to control
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and use their data in a meaningful way, as well as developing regulatory frameworks
that ensure the protection of citizens’ data rights. The European Union has emerged
as a “regulatory superpower” in this realm, and the General Data Protection Reg-
ulation (2018) has inspired similar regulations in many countries. Therefore, the
EU digital legislation of recent years could fruitfully be incorporated as a relevant
source for the development of the legal framework for digital civics when it comes
to datafication processes.

Ultimately, digital civics should be built upon the complex and multifaceted
interplay between digital users’ data, private and public powers, and the diverse
forms of citizenship participation in the digital age. Digital civic initiatives have to
be designed with the goal of mitigating the asymmetries between citizens and Big
Tech that are growing within the current architectures of cyberspace. They should
pay particular attention to the present condition of digital users as data subjects and
data suppliers, in order to indicate how they could become digital citizens bearing
actual rights even in the domain of the data they produce and supply to private cor-
porations. This could involve, for example, the establishment of new forms of demo-
cratic oversight and participation in the design and implementation of private algo-
rithms that govern online civic engagement, in order to prioritize users’ autonomy
and control over the data they create.

Besides datafication, the second aspect I believe should be addressed to achieve
a robust concept of digital civics concerns its scale and scope. Citizenship and civ-
ics are both closely related to those of political community and membership. Indeed,
Clements argues that civics concerns each person’s experience “as a member (or
citizen) of a community” and the “governance” of the latter: hence the need to
define the scale and scope of the community on which the concept of digital civics
should rest and be built upon. Defining such a community is necessary to frame the
very figure of the “digital citizen,” which is the basic unit for the development of
digital civic initiatives. Therefore, a fundamental question to address is what is the
main idea of community that underpins the notion of digital civics? Several argu-
ments in Clements’ article—including those involving the Universal Declaration
of Human Rights as a “globally pertinent legal framework,” as well as the notions
of “global village” and “global information ethics”—seem to indicate that its idea
of digital civics primarily refers to a global community, consistently with the very
extension of the infosphere. In my view, this point should both be made explicit and
problematized.

First, it is important to acknowledge and address our “positionality,” which
tends to lead us to a Western idea of a global community. The article’s emphasis
on human rights as the legal cornerstone of digital civics, on the primacy of the
rule of law, and on the centrality of the Universal Declaration of Human Rights
as a general legal framework seems to reflect this kind of perspective. Such
an emphasis might reflect a set of values and principles that are only prevalent
in Western societies and a Western understanding of the concept of rights that
may not be universally applicable. The definition and prioritization of rights vary
across different cultures and societies. For instance, the concepts of privacy and
the right to privacy—which should be particularly relevant in the development
of digital civic initiatives—are perceived differently in different cultures across
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the globe. The Chinese development of a “social credit system” provides a clear
example of a profound social and cultural difference in this domain—i.e., in what
is considered acceptable or not in the realm of privacy and digital citizenship
governance. Hence, any legal-political approach that is—implicitly or explic-
itly—based on Western individualism and Enlightenment principles should be
discussed and problematized. Furthermore, the idea of civics is closely related to
that of civic virtue, which is a profoundly cultural notion. A more individualistic
or holistic approach to society implies different ways of understanding the mani-
festations of civic virtue. The diversity of values and virtues that shape civics on
a global scale should be considered to define the spatial scope—or political geog-
raphy—of the community that underpins the idea of digital civics. Finally, when
thinking on the global scale, we should bear in mind that millions of humans are
still denied the very right to access the digital sphere, and this fact embodies a
major source of digital inequality across the globe.

How should the concept of digital civics—and related initiatives—deal with,
incorporate, or harmonize these differences? I see two possible ways of refining the
notion of digital civics in relation to these issues.

In the first case, we may argue that, given the inherently supranational nature of
the infosphere, we need an idea of digital civics that refers to a global community of
digital citizens. This option implies that we pay particular attention to the different
political, cultural, and economic factors that shape the way people interact with digi-
tal technology. Hence, we acknowledge that (a) Western standards and paradigms
cannot be considered the norm, (b) the values and virtues underlying digital civics
vary significantly and cannot be reduced to a single international source, and (c) a
rights-based approach may be too narrow. Hence the challenging task of developing
an inclusive and nuanced framework for digital civics that reflects the diversity of
the global community of digital citizens. This implies that we (a) pluralize the legal
sources and political framework defining the concept of digital civics in order to
“provincialize” the Western approach, which only represents a minority of digital
users/citizens on a global scale, and (b) make explicit our positionality as Western
scholars that are carrying on the legacy of Enlightenment culture in favoring indi-
vidual rights as a pillar for the development of a legal-political framework for civics.
This implies that we need the contribution of non-Western thinkers and/or sources to
develop a notion of digital civics that is truly global.

In the second case, we may stress that the idea of civics rests on a relevant cul-
tural basis, insofar as it refers to notions such as civic virtue and common good/
interest. Therefore, we assume that a universal approach to civics risks overlooking
how the cultural context defines the fundamental notions underpinning digital civ-
ics—starting from the concept of rights and its political significance. On this basis,
we should then develop a concept of digital civics that is explicitly based on the
Western philosophical tradition, on the legal-political framework of liberal democra-
cies, and on the principles rooted in Enlightenment culture. The unsettling landscape
of our present—marked by an armed conflict that also points to the role of the West
in the world order—sadly expresses the relevance of concerns of this kind when
assessing a broad range of legal-political issues. This second option would be sup-
ported by the fact that the very idea of the infosphere as a global dimension has been
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challenged by many phenomena and events, especially in recent years. Clements’
article rightly mentions this tendency, which has important consequences for the
definition of digital civics.

Political modernity has strongly connected the main form of political member-
ship with the idea of a nation and the territorial borders of the state. Since the end
of the past century, globalization processes have challenged this scenario by increas-
ing the relevance of supranational forms of community governance and member-
ship. At the same time, the “fourth revolution” has deployed technologies that pro-
duce cyberspace as a new spatiality and dimension of human existence, which is
able to determine an unprecedented decoupling between territory and community.
Cyberspace embodies a form of political spatiality that is inherently supranational
and enables the existence of entirely deterritorialized forms of political membership.
Clements rightly indicates that already in the past we can find political communities
that transcended national and territorial borders—such as the universal citizenship
granted by Christianity in the City of God or, from another perspective, membership
in an indigenous community that is not formally recognized. Yet, nowadays a sharp
definition of the underlying ideas of community and membership seems to represent
the major obstacle—or conundrum—we need to overcome in order to achieve fully
enforceable notions of civics and citizenship in the digital sphere.
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