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 A B S T R A C T

With the growing integration of biometric recognition systems into high-security and large-scale deployment 
scenarios, it is becoming increasingly important to ensure their robustness under realistic operational con-
straints. This implies designing solutions able to withstand potential adversarial threats that could affect their 
integrity and accountability, and also taking into account requirements of real-world operating systems such 
as limited availability of bandwidth and memory for data transmission and storage. Hence, the proposed study 
deals with presentation attack detection (PAD) for iris recognition, evaluating the effectiveness of Transformer-
based frameworks at detecting spoofing attacks relying on fabricated or artificial biometric evidences. More 
specifically, we focus on the effects of image compression on the quality of iris images and on the resulting 
PAD performance, considering both traditional techniques such as JPEG as well as next-generation learning-
based image codecs such as JPEG AI. We then examine the feasibility of mitigating compression-induced 
performance degradation by fine-tuning the adopted models on compressed images, achieving improvements 
in terms of half total error rate between 5% and 10% for images compressed at the worst JPEG and JPEG 
AI qualities. We also evaluate the generalizability of the developed solutions by testing them on learning-
based codecs not considered during training, to check whether similar PAD-relevant artifacts are introduced 
by different compressions. Furthermore, we investigate the redundancy within the embeddings generated by 
the employed detectors, and demonstrated it is possible to significantly compress them while preserving the 
achievable PAD performance. Overall, the study provides a systematic analysis of iris PAD under compression 
constraints, offering insights into model adaptation, cross-codec robustness, and representation efficiency in 
scenarios where visual data coding plays a central role.
1. Introduction

Biometric recognition has increasingly established itself as one of 
the most reliable and versatile approaches to automated identity ver-
ification. By exploiting intrinsic physical or behavioral characteristics, 
such as fingerprints or speech, biometric systems provide security and 
usability that surpass those of traditional authentication paradigms 
based on knowledge (passwords, PIN codes) or tokens (ID cards, phys-
ical keys). The widespread adoption of biometric technologies across 
diverse fields, including border control, access regulation in critical 
facilities, digital financial services, and forensic applications, further 
underscores their strategic role in modern security and identification 
infrastructure [1].

I This article is part of a Special issue entitled: ‘IMAGE_Visual Data Coding’ published in Signal Processing: Image Communication.
∗ Corresponding author.
E-mail address: emanuele.maiorana@uniroma3.it (E. Maiorana).

Despite the clear advantages, the deployment of biometric systems 
does not eliminate potential vulnerabilities. In fact, each stage of a 
biometric pipeline can become a target for malicious interference. 
Components such as the sensing device, the feature extraction and 
matching modules, the storage infrastructure, and even the commu-
nication links between these elements, remain exposed to a broad 
spectrum of attacks designed to undermine system accuracy, integrity, 
or the privacy of enrolled users [1]. A notable example is the attack 
on biometric databases, often referred to as a template attack, in 
which adversaries attempt to intercept, replace, or reconstruct stored 
templates. These actions threaten the confidentiality of biometric data 
and may lead to identity fraud and privacy concerns. To counter 
them, the adoption of biometric template protection (BTP) mecha-
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nisms that ensure irreversibility, revocability, and unlinkability is es-
sential [2].

A distinct and particularly insidious class of threats affects the 
acquisition stage: sensor-level attacks, also known as presentation or 
spoofing attacks. In this scenario, the adversary presents an artificial or 
manipulated biometric sample to the sensor in order to impersonate an 
enrolled individual. Unlike template attacks, spoofing does not require 
explicit knowledge of a recognition system’s internal functioning. Bio-
metric traits exposed in everyday contexts, such as face, fingerprint,1 
and even iris, can be covertly captured using high-resolution imaging 
devices [3]. The acquired data can then be reproduced as realistic forg-
eries that can deceive the recognition process and grant unauthorized 
access [3]. Because of the relative simplicity of executing such attacks 
and the potentially severe consequences of successful spoofing, robust 
mechanisms for presentation attack detection (PAD), also known as 
liveness detection, have become a crucial component of any operational 
biometric system.

PAD mechanisms aim to differentiate bona fide samples from fake 
or manipulated inputs, and their design is now considered as essential 
as improving raw recognition accuracy. Within this framework, the 
present work focuses on PAD in the context of iris biometrics, one of 
the most accurate and stable modalities for high-security and large-
scale deployments. Although historically associated with applications 
such as automated border control or secure access to restricted environ-
ments, recent technological advances have encouraged the integration 
of iris recognition into everyday consumer devices. Actually, such an 
authentication approach is increasingly considered as a complementary 
or alternative solution in smartphones [4], incorporated into virtual 
and mixed reality headsets to ensure secure binding between the user 
and their digital avatar [5–7], and even evaluated as a potential mech-
anism for identity management in recently-introduced cryptocurrency 
ecosystems [8].

Building on this evolving scenario, the present study extends the 
authors’ previous investigations in [9,10], where Transformer-based 
architectures have been used to discriminate between genuine and 
spoofed iris samples, by performing a detailed analysis on the ef-
fectiveness of iris PAD under compression constraints. This aspect is 
particularly relevant in practical biometric systems, where images are 
routinely compressed for storage and transmission, potentially altering 
the fine-grained texture information on which PAD algorithms rely, 
thereby affecting their reliability and raising important questions about 
the robustness of PAD solutions in real-world deployment scenarios. 
More in detail, the novel contributions of the current work include:

• a comprehensive evaluation on the effects of compression on iris 
image quality, considering both traditional techniques such as 
JPEG [11] and emerging learning-based codecs such as JPEG 
AI [12], and specifically analyzing to which extent iris PAD 
performance is affected by image compression;

• a strategy for mitigating the effects of compression-induced dis-
tortions by fine-tuning Transformer-based PAD models on datasets
compressed at different rates, with the goal of maintaining high 
discrimination capability under varying compression conditions;

• an investigation of cross-compression generalizability, assess-
ing whether PAD models trained on samples compressed with 
learning-based algorithms can successfully operate on images 
processed by alternative compression schemes not seen during 
training;

• an exploration of representational redundancy within the feature 
embeddings generated by the employed PAD models, with one of 
the main novelties of this work consisting in a targeted analysis 
aimed at understanding whether compact templates can be ex-
ploited for iris PAD without degrading the detectors’ performance.

1 https://www.bbc.com/news/technology-30623611
2 
The rest of the paper is structured as follows: Section 2 presents 
a concise survey on iris PAD and reviews representative techniques 
proposed in the literature, as well as the Transformer-based archi-
tectures first proposed for iris PAD in our previous works [9,10]. 
Section 3 outlines the compression methods analyzed in this study, 
and summarizes prior work addressing the influence of compression 
on biometric recognition.  Section 4 introduces a novel approach 
for iris PAD, where the used iris representations are derived from 
Transformer-based embeddings by retaining only the most relevant 
information, with the aim of designing a simple yet effective detector 
relying on compact templates. Section 5 then details the experimental 
setup and the obtained results, with discussions regarding the effects 
of compression on iris images and on iris PAD, the possibility of 
mitigating compression-induced performance degradation by means 
of fine-tuning, the effectiveness of the proposed simplified detector 
relying on compact templates, and the generalizability of the devel-
oped solutions on learning-based codecs not available during training. 
Finally, Section 6 summarizes the main contributions of this work and
discusses its limitations, proposing possible directions for future re-
search.

2. Iris PAD

As the adoption of iris recognition continues to grow, driven by 
its exceptional accuracy, long-term stability, and robustness against 
environmental fluctuations, systems relying on such a trait are also 
becoming increasingly attractive for malicious subjects trying to exploit 
it, or adversarial attempts aimed at breaking their security, particularly 
at the sensor interface where the biometric trait is first captured. 
Among these threats, presentation attacks (PAs) occupy a central role: 
by introducing counterfeit or altered biometric samples, adversaries can 
directly manipulate the input of the recognition pipeline and bypass 
the underlying security mechanisms. Numerous strategies for fabricat-
ing such spoofed iris samples have been documented in the litera-
ture [13], including printed iris images produced with high-resolution 
printers [14], textured cosmetic contact lenses engineered to simulate 
realistic iris patterns while worn by the attacker [15], digital display-
based attacks using high-quality screens to project synthetic irises [16], 
prosthetic ocular models designed to closely resemble a living eye [17], 
and even samples obtained from cadavers during the early post-mortem 
interval [18].

Among these possibilities, attacks based on textured contact lenses 
are generally regarded as the most practical and alarming ones. Their 
attractiveness stems from several factors: they require minimal techni-
cal expertise, involve limited financial investment, and allow attackers 
to approach the sensor in a seemingly natural manner without arousing 
suspicion. For these reasons, textured lenses pose a realistic, high-
impact threat in operational scenarios and must be prioritized in the 
design of robust iris PAD mechanisms [15].

Historically, iris PAD research focused on developing handcrafted 
descriptors tailored to capture subtle differences between bona fide and 
spoofed images [19]. These methods often relied on carefully designed 
texture operators, frequency-domain analysis, or features that model 
the physical properties of eye tissues. While such approaches provided 
meaningful insights and paved the way for standardized evaluations, 
the emergence of large-scale datasets and deep learning technologies 
has shifted the field toward data-driven solutions [20]. Contemporary 
methods increasingly exploit neural architectures that can discover 
intricate and discriminative patterns directly from raw data, yielding 
substantial performance improvements over traditional techniques [21,
22].

Within this paradigm shift, attention mechanisms have emerged as 
a powerful tool for enhancing the representational capacity of neural 
networks. By enabling models to dynamically weight salient regions 
or features, attention facilitates a more structured understanding of 
visual content and improves the ability to capture fine-grained artifacts 
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associated with presentation attacks [23]. In the context of iris PAD, 
several studies have integrated attention modules into convolutional 
neural network (CNN) architectures. For instance, [24] employs an 
attention-guided CNN to provide interpretable visual justifications for 
classification decisions. A pixel-level attention mechanism is proposed 
in [25] to highlight fine-grained spoofing cues, whereas [26] incorpo-
rates attention in the final CNN stages to refine the decision-making 
process. These recent contributions collectively demonstrate the poten-
tial of attention to improve the robustness and transparency of PAD 
systems.

Nevertheless, attention in these works is treated as an auxiliary 
component rather than the core computational principle. The possibil-
ity of using attention as the sole architectural foundation, following 
the pure Transformer paradigm introduced in [27], remained largely 
unexplored for PAD until the authors’ preliminary studies in [9,10]. 
In these earlier works, we investigated the suitability of vision Trans-
formers (ViTs) [28] and shifted-window (Swin) Transformers [29] for 
iris PAD, motivated by their remarkable success on a wide range of 
computer vision tasks. Such architectures rely exclusively on attention 
mechanisms to model spatial relationships, offering a fundamentally 
different representational framework compared to CNNs.

Several additional issues and challenges have also been recently 
considered to advance the field of iris PAD [30]. For instance, the 
capabilities of innovative sensors and their configurations have been 
analyzed in [31], where the usefulness of exploiting 3D information 
collected by stereo cameras has been evaluated. A noteworthy topic, 
especially for data-driven models, is cross-domain performance anal-
ysis, in which classifiers trained on data collected with a sensor are 
applied to samples collected by other devices [32,33]. Furthermore, 
the influence of many additional factors on iris PAD remains under 
investigation, with studies on image segmentation [34], demographic 
aspects of the subjects [35], and their gender [36].

Following this line of research, this work examines the impact of 
image compression on data-driven iris PAD and investigates strategies 
to account for compression requirements when developing effective iris 
PAD systems. As discussed in Section 3, compression is increasingly 
relevant to the design of large-scale biometric systems and communica-
tion pipelines, motivating research into its effects on both the treated 
biometric data and the associated performance of recognition systems. 
Here, we adopt the Transformer-based architectures first proposed 
in [9,10] and summarized in Section 2.1 for iris PAD. Furthermore, 
we deepen our investigation with respect to our previous contributions 
by verifying the feasibility of improving the achievable iris PAD per-
formance through fine-tuning, by examining the generalizability of the 
adopted models to cross-compression scenarios, testing them on data 
coded with schemes not available during training, and by characteriz-
ing the structure and redundancy of the embeddings extracted from the 
adopted Transformer-based architectures to design novel, effective and 
compact iris PA detectors.

2.1. Adopted Transformer-based iris PAD approaches

To investigate iris PAD under compression constraints, we adopt 
two state-of-the-art attention-based architectures, i.e., ViT [28] and 
Swin Transformers [29]. Both architectures rely exclusively on self-
attention mechanisms to model spatial dependencies, providing a fun-
damentally different representational paradigm compared to convolu-
tional neural networks (CNNs) [27]. They have been applied to iris 
PAD in our previous studies [9,10], with the aim of exploiting the 
capability of attention mechanisms at modeling long-range spatial rela-
tionships, which are crucial for detecting subtle spoofing artifacts, and 
of supporting the interpretability of PAD systems. The most relevant 
characteristics of their architectures are summarized as follows.
3 
2.1.1. Vision Transformer (ViT)
Inspired by the use of attention-based models in natural language 

processing (NLP), a ViT processes an input image by partitioning it into 
a grid of non-overlapping patches of fixed spatial resolution (16 × 16 
pixels in our configuration). Each patch is flattened and linearly pro-
jected into a latent embedding space, generating a sequence of patch 
tokens. To preserve spatial ordering information lost during patch 
flattening, learnable positional embeddings are added to the token 
sequence. The resulting sequence is fed into a stack of Transformer 
encoder blocks, each consisting of:

• a multi-head self-attention (MHSA) module, which computes pair-
wise interactions between all tokens to achieve a global receptive 
field at every layer;

• a position-wise feed-forward network (FFN);
• residual connections and layer normalization.
In our implementation, 12 attention heads are employed, allowing 

the model to learn complementary spatial interaction patterns across 
different representation subspaces. The global self-attention mechanism 
allows ViT to capture well non-local texture inconsistencies and fine-
grained structural irregularities [37] that may characterize presentation 
attacks, particularly textured contact lenses and print-based artifacts. 
For the PAD task, the final classification token is processed by a 
lightweight task-specific head composed of two fully connected layers 
with dropout regularization.

2.1.2. Swin Transformer
While ViT applies global self-attention  over all image patches, 

the Swin Transformer introduces a more computationally-efficient ar-
chitecture by restricting self-attention to local windows. Specifically, 
the input image is partitioned into non-overlapping windows  of fixed 
size, and multi-head self-attention is computed independently within 
each window.  To enable interaction across neighboring regions, the 
Swin architecture employs a shifted-window mechanism: in alternating 
Transformer blocks, the window partitioning is shifted by half the 
window size along both spatial dimensions, allowing tokens that were 
previously located in different windows to be jointly processed in 
subsequent layers, thus facilitating cross-window information exchange 
without significantly increasing the required computational cost.

Another distinctive characteristic of Swin is its hierarchical architec-
ture: the network is organized into multiple stages, and a patch-merging 
operation is performed between stages. This operation reduces spa-
tial resolution while increasing the channel dimensionality, producing 
multi-scale feature representations able to simultaneously capture both 
fine-grained local texture details and more global structural patterns. 
In the context of iris PAD, this combination of localized attention and 
hierarchical feature aggregation is particularly relevant: local window 
attention may focus on subtle texture irregularities introduced by pre-
sentation attacks, while the shifted-window mechanism and multi-stage 
structure support the modeling of broader spatial inconsistencies.

2.1.3. Relevance in the performed analysis
A notable benefit of using attention-based models in data-driven ap-

proaches lies in their natural support for explainability, a property that 
has become increasingly important as deep learning systems are en-
trusted with safety-critical decisions.  Although data-driven approaches 
often outperform traditional handcrafted methods in recognition tasks, 
their limited interpretability raises concerns regarding reliability, trust, 
and fairness [38].

Self-attention mechanisms inherently produce attention weights 
that can be leveraged for model interpretability. In a Transformer 
layer, attention is computed through scaled dot-product operations 
between query and key projections of the input tokens, followed by a 
softmax normalization. The resulting attention matrix encodes pairwise 
interaction strengths between tokens, and indicates how much each 
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token contributes to the updated representation of the others. These 
normalized weights therefore provide a principled basis for identifying 
which image regions influence the final decision.

In our ViT-based iris PAD framework,  the input image is divided 
into patches, which are embedded into token representations. Each 
attention layer produces multiple attention matrices (one per head), 
indicating how strongly each patch attends to every other one. To 
obtain spatial attention maps, we focus on the attention weights asso-
ciated with the class token, which aggregates global information for 
classification. The attention vectors corresponding to this token are 
extracted and averaged across heads (and optionally across selected 
layers) to produce a single importance score per patch. These patch-
level scores are then reshaped to the original patch grid and upsampled 
to the input resolution, yielding a heatmap that highlights the regions 
that contribute most to the bona fide/spoof decision. This procedure 
enables direct visualization of discriminative regions and facilitates 
analysis of how modifications to the original inputs, such as those 
introduced by compression, may shift or attenuate attention toward 
specific regions.

Swin Transformers also generate interpretable attention patterns, 
although their structure differs due to the local-window constraint.  In 
each layer, attention is computed independently within fixed-size win-
dows, resulting in block-diagonal attention matrices rather than fully 
global ones. To obtain image-level attention maps, attention weights 
from all windows are first aggregated within each layer, then mapped 
back to their corresponding spatial locations. Because successive layers 
adopt shifted window partitions, tokens that belong to different win-
dows in one layer interact in the next, allowing attention information 
to propagate across the image. When visualized cumulatively across 
layers, the resulting maps may reveal fine-grained local cues, such as 
micro-textural irregularities introduced by presentation attacks, while 
also capturing broader spatial structures that emerge progressively 
through the hierarchical and shifting mechanisms.

Illustrative examples of attention maps generated from both archi-
tectures are presented in Section 5, where they are used to analyze the 
response of our detectors under different compression schemes and at-
tack scenarios.  Overall, these visualization procedures provide insights 
into the internal decision process of the considered Transformer-based 
detectors, allowing to assess whether distinct attention mechanisms 
exhibit different sensitivities in the considered iris PAD scenarios, as 
well as to analyze whether compression alters the spatial distribu-
tion of discriminative cues, thereby supporting a compression-aware 
interpretation of the model behavior.

3. Iris compression

Image compression serves the fundamental purpose of representing 
visual data in a compact form while retaining as much perceptual 
quality as possible. It plays a central role in virtually every modern 
digital imaging pipeline, from multimedia storage to real-time video 
streaming, mobile acquisition, and large-scale data archiving. As im-
age volumes continue to grow and applications increasingly operate 
under stringent bandwidth and storage constraints, effective compres-
sion becomes essential to ensure both system scalability and user 
accessibility.

Practical implementations of biometric recognition systems are not 
an exception to this rule, with applications and effects of image com-
pression on biometric traits being extensively studied [39], particularly 
for widely used modalities such as fingerprint [40], face [41], and 
iris [42]. These efforts typically aim to quantify how compression 
artifacts such as blur, blocking, quantization noise, and color distortions 
affect feature extraction and matching accuracy,  with the aim of identi-
fying which compression levels preserve the discriminative information 
necessary for recognition, enabling efficient transmission or storage of 
biometric samples without sacrificing system performance [43].
4 
In this work, to analyze the interaction between compression and 
iris PAD performance, we consider both traditional transform-based 
coding and learning-based image coding. This dual choice allows us 
to investigate how different distortion models affect Transformer-based 
detectors.

JPEG [11] is the most widely adopted image compression standard 
and is therefore commonly used as a natural baseline for evaluating 
compression robustness. It operates by dividing the image into 8 × 8 
blocks, applying a discrete cosine transform (DCT) to each block, then 
quantizing and entropy coding. The quantization stage is responsible 
for most of the information loss and typically introduces blocking arti-
facts, ringing effects, and attenuation of high-frequency components. 
Compression levels are controlled by the quality factor (QF), which 
yields progressively stronger distortions as QF decreases. Regarding iris 
biometrics, the effects of traditional compression algorithms on  the 
achievable recognition performance have been addressed in several 
research papers.  In particular, the authors in [44,45] evaluated the 
effects of different compression rates on the obtainable Iriscode tem-
plates, and assessed performance using fractional Hamming distances 
between the templates of original and decoded images. Similar stud-
ies considering traditional codecs have been published, for instance, 
in [46–48].

Unlike transform-based codecs, learning-based approaches rely on 
neural autoencoders trained end-to-end for rate–distortion optimiza-
tion. Such an encoder maps an input image into a compact latent 
representation, which is quantized and entropy-coded, while the de-
coder reconstructs the image from the compressed latent code [49]. 
Because these models learn non-linear analysis and synthesis trans-
forms, the resulting distortions significantly differ from those produced 
by block-based DCT coding. Rather than the structured blocking ar-
tifacts of conventional compression, learning-based compression may 
introduce smoother, spatially adaptive distortions. However, optimiza-
tion is typically driven by pixel-level distortion metrics, which are not 
necessarily aligned with the preservation of biometric discriminative 
features. In the context of iris recognition, learning-based compression 
schemes have been considered in [50], where the authors analyzed the 
dependence of the achievable recognition performance on the applied 
rate–distortion trade-off. In this paper, we primarily focus on JPEG 
AI [12], a learning-based codec, to investigate whether neural com-
pression better preserves spoofing-related cues. This algorithm is the 
international standard for learning-based compression and relies on an 
end-to-end-optimized neural architecture, typically comprising a con-
volutional analysis transform, latent-space quantization with learned 
entropy modeling, and a corresponding synthesis transform for re-
construction. The rate–distortion trade-off is controlled by a target 
compression rate (TR) parameter, which is used in the optimization 
process during training.

Since different learning-based codecs can be defined exploiting 
different architectures, besides testing the performance of the proposed 
Transformer-based architectures on JPEG-AI-compressed images, and 
investigating whether their effectiveness can be improved through 
fine-tuning, we also investigated the generalizability of the attainable 
performance by checking whether the artifacts introduced by JPEG AI 
are similar, and thus manageable by the detector, to those introduced 
by other learning-based codecs.

4. Reduced-Feature Classifier for iris PAD

The Transformer-based detectors described in Section 2.1 produce 
very large embeddings: the ViT architecture generates 768-dimensional 
vectors, while Swin Transformers output feature maps of size 49 × 768. 
While these representations carry rich discriminative information, their 
high dimensionality can pose challenges for computational cost, storage 
requirements, and interpretability, particularly in resource-constrained 
or distributed deployment scenarios.
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Motivated by these observations, we propose a Reduced-Feature 
Classifier (RFC) for iris PAD that operates on a compact subset of 
features extracted from Transformer embeddings. The RFC framework 
comprises two stages: a supervised feature selection procedure that 
identifies a small set of highly discriminative features, and a lightweight 
classification strategy that combines threshold-based rules with normal-
ized distance measures. The following subsections describe each stage 
in detail. 

4.1. Feature selection via inter-class separability

The proposed feature selection adopts a supervised, filter-based 
approach that operates exclusively on the original (uncompressed) 
training images of each considered dataset. For each embedding dimen-
sion 𝑓 , feature values 𝑥(𝑓 )𝑖  are first partitioned by ground-truth class 
labels, and class-specific statistics are computed, namely the median 𝜇̃, 
standard deviation 𝜎, minimum, and maximum. The use of the median, 
rather than the mean, as the central tendency measure is motivated 
by its robustness to outliers, which makes the selection process more 
stable. Features are then evaluated based on an inter-class separability 
criterion. Specifically, considering a general scenario in which iris PA 
detection is performed as a 𝐾-ary classification task, a feature 𝑓 is 
considered discriminative for class 𝐶𝑘, 𝑘 ∈ [0, 𝐾 − 1], if it satisfies at 
least one of the following two conditions:

• Lower Separation Condition (LSC): the median of feature 𝑓
computed over class 𝐶𝑘 is strictly smaller than the minimum value 
of 𝑓 observed across all other classes, i.e., 

𝜇̃(𝑓 )
𝑘 < min

𝑗≠𝑘

(

min
𝑖∈𝐶𝑗

𝑥(𝑓 )𝑖

)

; (1)

• Upper Separation Condition (USC): the median of feature 𝑓
computed over class 𝐶𝑘 is strictly larger than the maximum value 
of 𝑓 observed across all other classes, i.e., 

𝜇̃(𝑓 )
𝑘 > max

𝑗≠𝑘

(

max
𝑖∈𝐶𝑗

𝑥(𝑓 )𝑖

)

. (2)

According to the definition of the median, a feature satisfying either 
LSC or USC guarantees that at least 50% of the training samples of 
class 𝐶𝑘 can be unambiguously assigned to that class based on that 
single feature alone. This property provides a natural lower bound on 
the classification coverage achievable through the selected features.

In practice, multiple features may satisfy LSC or USC for the same 
class. To resolve such ambiguities, we select the feature exhibiting the 
smallest intra-class standard deviation 𝜎(𝑓 )𝑘  among those satisfying the 
corresponding condition. This criterion is motivated by the observation 
that features with lower variability within a class are more likely to 
yield stable, reliable separation boundaries. Moreover, such features 
are expected to remain robust under perturbations introduced by image 
compression, since low intra-class variance implies that the feature 
values are tightly concentrated around their median and are thus less 
susceptible to compression-induced shifts. Following this procedure, at 
most two features are retained per class: one satisfying LSC and one 
satisfying USC. The resulting feature sets are thus remarkably compact. 
Formally, for each class 𝐶𝑘, we denote by 𝑙𝑘 the index of the feature 
satisfying LSC and by 𝑢𝑘 the index of the feature satisfying USC. The 
corresponding class-specific statistics, 𝜇̃𝑙𝑘 , 𝜎𝑙𝑘 , 𝜇̃𝑢𝑘 , and 𝜎𝑢𝑘 , computed 
from the training data, are stored and used by the classification stage 
described next. 

4.2. Classification strategy

Given the selected feature indices and their associated statistics, the 
RFC employs a two-stage classification strategy that combines deter-
ministic threshold-based rules with a distance-based fallback mecha-
nism. Algorithm 1 provides a concise summary of the complete RFC 
pipeline, encompassing both the feature selection and the classification 
stages.
5 
Algorithm 1 Reduced-Feature Classifier (RFC) for Iris PAD
Feature Selection (Training Phase)
Input: Training embeddings 𝐗train, class labels {𝐶𝑘}𝐾−1

𝑘=0
Output: Feature indices {𝑙𝑘, 𝑢𝑘}, statistics {𝜇̃𝑙𝑘 , 𝜎𝑙𝑘 , 𝜇̃𝑢𝑘 , 𝜎𝑢𝑘} for each class

1. For each class 𝐶𝑘 and each feature 𝑓 , compute 𝜇̃(𝑓 )
𝑘 , 𝜎(𝑓 )

𝑘 , min(𝑓 )𝑘 , max(𝑓 )𝑘 .

2. Identify features satisfying LSC (Eq. (1)) and USC (Eq. (2)).
3. Among LSC-satisfying features, select 𝑙𝑘 = argmin𝑓 𝜎

(𝑓 )
𝑘 .

4. Among USC-satisfying features, select 𝑢𝑘 = argmin𝑓 𝜎
(𝑓 )
𝑘 .

5. Store {𝑙𝑘, 𝑢𝑘, 𝜇̃𝑙𝑘 , 𝜎𝑙𝑘 , 𝜇̃𝑢𝑘 , 𝜎𝑢𝑘} for each class.

Classification (Test Phase)
Input: Test embedding 𝐱, stored indices and statistics
Output: Predicted class (bona fide or attack)

1. Evaluate DSC (Eq. (3)) for each class 𝐶𝑘.
2. If exactly one class satisfies DSC → assign sample to that class (direct 

classification).
3. Otherwise, compute 𝑑𝑘 (Eq. (4)) for candidate classes and assign to 

argmin𝑘 𝑑𝑘.
4. Map to binary PAD decision: 𝐶0 → bona fide, 𝐶𝑘 (𝑘 > 0) → attack.

4.2.1. Stage 1: Direct separation
Let 𝐱 = {𝑥𝑖} denote the full embedding vector associated with a 

test sample. In the first stage, the classifier evaluates whether the test 
sample can be directly assigned to a single class based on the selected 
features. Specifically, class 𝐶𝑘 is considered a candidate if the following
direct separation condition (DSC) is satisfied: 
𝑥𝑙𝑘 < 𝜇̃𝑙𝑘 or 𝑥𝑢𝑘 > 𝜇̃𝑢𝑘 . (3)

If exactly one class satisfies the DSC, the sample is assigned directly 
to it. This rule exploits the separability guarantees provided by the LSC 
and USC conditions identified during feature selection: when DSC holds 
for a unique class, the sample lies in a region of the feature space that 
is exclusively associated with that class in the training data.

4.2.2. Stage 2: Distance-based resolution
If no class satisfies the DSC, or if multiple classes simultaneously 

satisfy it, the classifier resorts to a distance-based decision. For each 
candidate class 𝐶𝑘 (or all classes, if no candidate was identified), a 
normalized Euclidean distance is computed using the two selected 
features: 

𝑑𝑘 =

√

√

√

√

√

(

𝑥𝑙𝑘 − 𝜇̃𝑙𝑘
𝜎𝑙𝑘

)2

+

(

𝑥𝑢𝑘 − 𝜇̃𝑢𝑘
𝜎𝑢𝑘

)2

. (4)

The sample is then assigned to the class with the smallest distance 
𝑑𝑘. It is worth noting that the normalization by the class-specific stan-
dard deviations ensures that each feature contributes proportionally to 
its discriminative power, preventing features with larger absolute scales 
from dominating the distance computation.

This two-stage design ensures that the classifier is both efficient 
and robust: deterministic DSC rules are applied whenever possible, 
providing fast and confident decisions, while the distance-based fall-
back guarantees that a decision is always reached, even in ambiguous 
regions of the feature space.

It is worth emphasizing that, despite its simplicity, the RFC frame-
work retains a direct connection to the Transformer-based representa-
tions from which the features are derived. The Transformer backbones, 
in fact, remain essential for generating the high-dimensional embed-
dings from which the discriminative features are selected. The RFC 
thus operates as a lightweight, interpretable decision layer on top 
of the learned representations, offering a favorable trade-off between 
computational efficiency and classification performance.
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5. Experimental tests

An extensive set of experimental tests was first conducted to evalu-
ate the effectiveness of a Transformer-based iris PAD and to assess the 
effects of image compression on iris image quality and on the associated 
achievable PAD performance. Then, the feasibility of improving results 
on compressed images, the applicability of the developed models to 
images processed with unseen codecs, and the possibility of leveraging 
simplified representations derived from the created attention-based 
embeddings were also investigated.

The results obtained in these experimental activities are reported 
in the following sections, after a brief description of the databases 
involved in the performed tests, the employed learning strategies, and 
the adopted performance metrics.

5.1. Iris databases

The iris images used in our experimental tests are drawn from 
two main sources: the Notre Dame Contact Lenses Dataset 2015 (ND-
CLD2015) [51], and the three publicly available subsets of the LivDet-
Iris 2017 benchmark [52], namely the Notre Dame, Clarkson, and 
IIITD-WVU datasets (the Warsaw subset, originally part of the competi-
tion, is no longer distributed). These collections have been extensively 
used in the literature to assess the performance of several iris PAD 
strategies, as they provide a diverse set of acquisition conditions, sensor 
types, and presentation attack instruments.

The NDCLD2015 dataset contains 7300 iris images acquired in 
controlled indoor environments with uniform illumination and a stable 
imaging setup. It was specifically created to study the effect of contact 
lenses on iris recognition performance. The dataset comprises three 
balanced categories: bona fide irises without lenses, bona fide irises 
wearing soft, transparent lenses, and presentation attacks produced 
with textured contact lenses. Authentic samples correspond to subjects 
either not wearing any lenses or wearing standard, cosmetic-free soft 
lenses, whereas attack samples are generated by impostors using com-
mercially available textured lenses from various brands and patterns. 
Images were captured during multiple acquisition sessions to introduce 
natural variability in pupil size, alignment, and eye appearance.

The LivDet-Iris 2017 database was designed to support rigorous 
evaluation under cross-PA and cross-dataset conditions. It consists of 
three independent subsets collected by different research groups using 
different sensors and environmental settings:

• the Notre Dame subset comprises 4800 images depicting both 
authentic irises and textured-lens attacks. The training partition 
includes 1200 samples (600 bona fide and 600 attacks), while 
the remaining 3600 images form the test set. Importantly, the 
test set includes both known attacks, produced using lens brands 
also present in the training data, and unknown attacks generated 
with different manufacturers and patterns not seen during train-
ing, thus allowing us to assess generalization capabilities across 
unseen PA categories;

• the IIITD-WVU subset was constructed explicitly to study cross-
sensor and cross-environment generalization. The training set 
contains 6250 images, including bona fide samples, textured-lens 
attacks, printed irises, and lens-printouts, i.e., printed iris images 
photographed through contact lenses, all captured in controlled 
indoor settings. The test set consists of 4209 images collected 
from a disjoint subject pool, acquired with different sensors and 
under both controlled (indoor) and unconstrained (outdoor) con-
ditions, thereby inducing variability in lighting, motion blur, and 
imaging distance;

• the Clarkson subset includes 4937 images in the training set and 
3158 in the testing set. The training portion comprises bona fide 
images, irises wearing textured contact lenses, and printed iris 
attacks. Similarly to the Notre Dame subset, it mainly emphasizes 
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cross-PA evaluation, including attacks in the test set samples 
generated using materials, printers, or printing resolutions that 
differ from those used for training, thus allowing for evaluating 
resilience to previously unseen print-based attacks. Acquisition 
conditions cover multiple illumination levels and slight variations 
in subject positioning.

Together, these datasets offer a broad spectrum of acquisition con-
ditions, sensor technologies, and presentation attack methods. This 
variability enables a comprehensive assessment of PAD methods in 
realistic cross-PA and cross-dataset scenarios.

5.2. Training setup and evaluation metrics

The iris PAD classifiers employed in this study are built upon ViT 
and Swin Transformer backbones, both initialized using ImageNet-
1K pre-trained weights to leverage strong general-purpose visual rep-
resentations. The adopted implementations are available in the Py-
Torch Image Models (timm) library.2 To enhance regularization and 
reduce overfitting in the downstream PAD task, we replaced each 
architecture’s original final linear projection with a lightweight clas-
sification head comprising two fully connected layers separated by a 
dropout operation. This modification enables models to better adapt to 
dataset-specific cues while maintaining a controlled model capacity.

For each dataset, an independent model was trained, resulting in 
four ViT-based and four Swin-based classifiers. For NDCLD2015, we 
followed common practice in the literature and used 6000 images 
for training and the remaining samples for testing. For the LivDet-Iris 
2017 subsets, we adhered to the official data partitions to preserve 
comparability with prior works and ensure a fair evaluation under 
cross-PA and cross-dataset conditions. All models were trained using 
cross-entropy as loss function and optimized with stochastic gradient 
descent (SGD) and momentum set at 0.9. A batch size of 128 was 
adopted to have a good trade-off between convergence stability and 
training speed across all networks. Early stopping was applied when 
no significant improvement in validation performance was observed 
for 10 consecutive epochs. To improve model robustness, a set of 
lightweight data-augmentation operations was applied during training. 
These included random horizontal flips, small in-plane rotations, and 
controlled variations of image brightness and contrast. No additional 
preprocessing or enhancement techniques, such as iris segmentation 
refinement, contrast equalization, or specular highlight suppression, 
were applied, so that the classifiers operate directly on the input images 
provided by each dataset. All tests were performed on an 4 × NVIDIA®
Tesla V100 GPUs with 5120 CUDA cores and 32 GB GPU memory, on 
a personal computing platform with an Intel® Xeon® Gold 5218 CPU 
@ 2.30 GHz CPU using Ubuntu 18.04.6 LTS.

An aspect worth emphasizing concerns the label-space configuration 
used during training: empirically, we found that a three-class formu-
lation led to improved discrimination for the NDCLD2015 (live, soft 
lens, textured lens) and Clarkson (live, textured lens, printout) datasets, 
likely because it allows the models to explicitly separate bona fide 
categories from different PA types. For the Notre Dame and IIITD-
WVU subsets, however, the conventional binary classification scheme 
(bona fide vs. attack) yielded comparable or superior performance, and 
was therefore adopted. During evaluation, all systems were assessed 
under standard binary PAD metrics, with transparent-lens images cat-
egorized as bona fide to align with common PAD reporting protocols. 
Performance is quantified using the attack presentation classification 
error rate (APCER), the bona fide presentation classification error rate 
(BPCER), and their arithmetic mean, i.e., the average classification 
error rate (ACER) [13]. This latter metric has been employed during 
training to select the hyperparameter configurations giving the lowest 
ACER.

2 https://github.com/huggingface/pytorch-image-model

https://github.com/huggingface/pytorch-image-model
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Table 1
Iris PAD performance of the proposed methods, and comparison with literature algorithms. Bold values indicate the lowest ACERs for each iris database.
 Database Metric D-NetPAD [53] PBS [25] A-PBS [25] d-CBAM [26] DFCANet [54] ELF [33] FAM [55] AA-PAD [56] ViT Swin  
 
NDCLD2015

BPCER – 0.00% 0.06% 0.60% 21.35%  -  -  - 0.00% 0.00%  
 APCER – 1.09% 0.08% 0.80% 7.16%  -  -  - 0.00% 0.00%  
 ACER – 0.54% 0.07% 0.70% 13.13% 0.04%  -  - 0.00% 0.00%  
 
Notre Dame

BPCER 3.32% 1.06% 0.00% 4.37% –  -  0.00%  0.10% 0.61% 0.00%  
 APCER 10.38% 8.89% 7.88% 11.67% –  -  8.06%  12.20% 17.38% 6.42%  
 ACER 6.81% 4.97% 3.94% 8.02% – 3.75%  4.03%  6.15% 9.00% 3.21%  
 
IIITD-WVU

BPCER 10.12% 8.26% 4.13% – 6.75%  -  12.68%  0.10% 21.51% 11.41% 
 APCER 36.41% 5.76% 8.86% – 16.80%  -  1.00%  32.00% 24.07% 13.39% 
 ACER 23.27% 7.01% 6.50% – 11.78% 3.54%  6.84%  16.05% 22.79% 12.40% 
 
Clarkson

BPCER 0.94% 0.00% 0.81% 0.87% 5.08%  -  0.81%  0.10% 0.35% 0.40%  
 APCER 5.78% 8.97% 6.16% 5.79% 1.81%  -  6.10%  8.90% 9.10% 4.02%  
 ACER 3.36% 4.48% 3.48% 3.33% 3.44%  -  3.45%  4.50% 4.72% 2.21%  
Fig. 1. Attention maps generated by ViT and Swin models for bona fide and spoofing test images from the databases considered, with the corresponding colormap 
used to display attention values superimposed to the original images.
5.3. Iris PAD on original images

Table  1 reports the results obtained when applying the adopted 
ViT- and Swin-based classifiers to the considered iris databases, as 
well as the performance obtained in state-of-the-art approaches re-
lying on attention modules in convolutional architectures. More in 
detail, the approaches considered for comparison include  both stan-
dard CNN-based approaches such as early–late fusion (ELF) [33] and 
adversarially-augmented PAD (AA-PAD) [56], as well as methods ex-
ploiting attention-based strategies as in D-NetPAD [53], pixel-wise 
binary supervision (PBS) and attention-based deep PBS (A-PBS) [25], 
dense convolutional block attention module (d-CBAM) [26], frequency-
based attention module (FAM) [55], and dense feature calibration 
attention-assisted network (DFCANet) [54].

It can be seen that ViTs generally achieve good performance, 
whereas the Swin framework achieves the best results among the 
considered methods, except for the IIITD-WVU iris database, for which 
results align with state-of-the-art methods. Thus, both ViT and Swin 
models demonstrate strong performance on samples with visual char-
acteristics encountered during training, as reflected by the results on 
NDCLD2015. At the same time, the Swin framework exhibits greater 
generalization, adapting better to the heterogeneous scenarios of the 
Notre Dame and Clarkson subsets. Its limitations appear when applied 
to the IIITD-WVU dataset, where substantial discrepancies between 
training and testing conditions, including different sensors, acquisition 
settings, and subject populations, pose a significantly more demanding 
challenge.

It is worth remarking that, as mentioned in Section 2.1, besides 
exploring the recognition performance achievable by the considered 
approaches, it would be also relevant to investigate their capabilities 
in providing interpretable results, describing in intelligible ways which 
aspects are mostly exploited to reach specific decisions.

To this aim, Fig.  1 illustrates the attention maps produced by the ViT 
and Swin models when processing both bona fide and spoofing samples 
taken from all the considered datasets. From the depicted maps, a 
consistent observation is that the two classes tend to activate different 
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regions of interest, reflecting each model’s attempt to isolate discrim-
inative texture cues. It can be seen that ViTs generally provide more 
spatially coherent and fine-grained attention patterns, thanks to their 
global self-attention mechanism, which evaluates relationships across 
the entire image. In contrast, the Swin Transformer, which achieves 
computational efficiency and scalability through shifted-window-based 
attention mechanisms, yields more fragmented and localized activation 
maps. These smaller, window-based patches may contain useful cues 
but are harder to interpret visually and capture less of the global iris 
structure, making them less preferable than ViT for explainability. In 
particular, the attention patterns of ViTs associated with bona fide and 
attack samples appear remarkably stable across datasets. Such behavior 
indicates that, for explainability purposes, ViT models are more infor-
mative and appealing than Swin frameworks, although the latter may 
achieve better PAD performance, and both approaches warrant further 
investigation.

It has to be also observed that, despite the noticed consistency 
across datasets, each collection’s unique visual properties, such as 
sensor-induced texture variations, imaging noise, or presentation attack 
differences, still have a systematic impact on performance. This result 
reinforces the importance of conducting dataset-specific evaluations in 
PAD research. It also highlights that, while Transformer-based mod-
els can learn generalizable cues, their robustness and interpretability 
remain tightly linked to the diversity and representativeness of the 
training data.

5.4. Quality of compressed iris images

Several experimental tests were conducted to investigate the effects 
of compression on iris images and the consequences on iris PAD. More 
in detail, we applied both JPEG and JPEG AI codecs to the iris images 
in the considered databases. Quality factors (QFs) belonging to the set 
{75, 50, 25, 15, 10, 5} were used for increasing JPEG compression, and 
target rates (TRs) equal to {1.00, 0.75, 0.50, 0.25, 0.12} bit-per-pixel (bpp) 
were selected when running the JPEG AI reference software [57]. While 
JPEG QFs deterministically control the quantization table (Q-table) 
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Fig. 2. Scatterplots showing CE vs PRD behaviors when applying JPEG and 
JPEG AI compression on the considered iris databases.

used in the standard, JPEG AI TRs specify a desired compression level, 
determined using different pre-trained fixed-rate encoding models, thus 
implementing a stochastic compression process.

Fig.  2 depicts the scatterplots associated with the average values 
of percentage root-mean-square difference (PRD) and compression ef-
ficiency (CE) on the considered iris datasets for the evaluated codecs. 
Here, CE is defined as CE = 100⋅(1−𝑆𝑐∕𝑆𝑜), with 𝑆𝑜 and 𝑆𝑐 representing 
the sizes (in bytes) of the original and compressed images, respectively. 
The PRD measures the distortion between original and compressed 
images as a percentage [58]. From the reported results, it can be seen 
that very similar behaviors are observed for the NDCLD15, Notre Dame, 
and IIITD-WVU datasets, whereas notable differences are observed for 
the Clarkson datasets, because this latter dataset contains images na-
tively JPEG-compressed with QF = 75. However, as expected, JPEG AI 
outperforms JPEG across all considered scenarios, enabling higher CE 
values at the same PRD level. Note that the default fixed-rate encoding 
configuration [57] was used for JPEG AI since it is computationally 
faster, yet it does not fully implement rate control. As a result, the 
actual rate may differ slightly from the nominal target for individual 
images, and thus the average rate across the dataset is used to compute 
the CE.

The performed analysis on the effects of compression on iris images 
shows that similar results in terms of PRD/CE values are generally 
achieved for images compressed with (JPEG, JPEG AI) settings given by 
(QF = 75, TR = 0.75), (QF = 50, TR = 0.50), (QF = 25, TR = 0.25), and 
(QF = 10, TR = 0.12) pairs. To provide a fair comparison of the effects 
of JPEG and JPEG AI compression on iris PAD, the results reported in 
the following sections will be limited to scenarios obtained with the 
aforementioned parameters for the employed codecs.

A deeper investigation on the effects of the distortions introduced 
by JPEG and JPEG AI on iris images was conducted by specifically 
considering aspects associated with the use of iris as a biometric trait 
in automatic recognition systems. To this aim, we have considered the 
metrics commonly employed to evaluate iris image quality, as defined 
by the ISO/IEC 29794-6:2015 standard [60,61]. More in detail, the 
parameters summarized in Table  2 were computed for the iris images in 
the considered databases using BIQTIris [59], an open-source reference 
library designed for determining statistics on iris image quality.

Then, the correlation between the PRD values of the compressed 
images and each of the tested quality metrics was evaluated across 
increasing JPEG and JPEG AI compression levels, and the results are 
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Fig. 3. Correlation between PRD and BIQT iris quality metrics, for JPEG 
compression.

Fig. 4. Correlation between PRD and BIQT iris quality metrics, for JPEG AI 
compression.

reported in Figs.  3 and 4, respectively. As can be observed, the Notre 
Dame and NDCLD15 datasets exhibit similar trends. In particular, an 
absolute correlation coefficient greater than 50% is observed for three 
ISO/IEC 29794-6 metrics when considering both JPEG- and JPEG AI-
compressed images, namely MT7 (ISO greyscale utilization), MT9 (ISO 
iris–pupil contrast), and MT15 (ISO sharpness). Also, for the IIITD-WVU 
dataset, MT9 and MT15 remain strongly correlated with the PRD dis-
tortion. For the Clarkson dataset, MT7 remains highly correlated with 
the PRD distortion, while MT9 also exhibits a good level of correlation. 
However, unlike the other datasets, under both JPEG and JPEG AI 
compression, high correlation values are observed for MT4 (contrast) 
and MT17 (normalized contrast). The different behavior observed for 
the Clarkson dataset can be explained by the fact that its images are 
originally stored in JPEG format, whereas the other datasets consist of 
uncompressed images.



R. Albano et al. Signal Processing: Image Communication 148 (2026) 117636 
Table 2
BIQTIris iris quality metrics [59].
 ID Feature ID Feature ID Feature  
 MT1 iris diameter MT12 iso margin adequacy MT23 normalized iso iris-pupil concentricity 
 MT2 pupil diameter MT13 iso overall quality MT24 normalized iso iris-pupil contrast  
 MT3 pupil radius MT14 iso pupil boundary circularity MT25 normalized iso iris-pupil ratio  
 MT4 contrast MT15 iso sharpness MT26 normalized iso iris-sclera contrast  
 MT5 iris-pupil greyscale MT16 iso usable iris area MT27 normalized iso margin adequacy  
 MT6 iris- sclera greyscale MT17 normalized contrast MT28 normalized iso sharpness  
 MT7 iso greyscale utilization MT18 normalized iris diameter MT29 normalized iso usable iris area  
 MT8 iso iris-pupil concentricity MT19 normalized iris-pupil grayscale MT30 normalized sharpness  
 MT9 iso iris-pupil contrast MT20 normalized iris-sclera grayscale MT31 pupil circularity average deviation  
 MT10 iris-pupil ratio MT21 normalized iso greyscale utilization MT32 quality  
 MT11 iso iris-sclera contrast MT22 normalized iso iris diameter MT33 sharpness  
Fig. 5. Iris PAD performance for increasing JPEG compression levels.

Fig. 6. Iris PAD performance for increasing JPEG AI compression levels.
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5.5. Iris PAD on compressed images

We have then investigated the effects of image compression on 
the achievable PAD performance. Figs.  5 and 6 depict the behavior 
observed when applying detectors trained on original, uncompressed 
samples to iris images compressed with JPEG and JPEG AI, respec-
tively, across different compression levels of the used encoders. The 
results obtained on the considered datasets indicate that compression 
mainly affects the APCER, i.e., the capability to detect spoofing attacks, 
especially for low-quality images. The loss of details in the processed 
images prevents the adopted detectors from recognizing the typical 
patterns of fake irises observed and learned during training.

Fig.  7 shows the attention maps  for the same iris images considered 
in Fig.  1, yet compressed at low quality, i.e., with a QF = 10 for 
JPEG and TR = 0.12 bpp for JPEG AI. ViTs are adopted for such 
analysis given their greater explainability capabilities, as discussed in 
Section 5.3. While global attention is still preserved to some extent, 
compression artifacts reduce sharpness and contrast, as observed in 
Section 5.4, particularly for spoofing samples, yielding maps similar 
to those obtained for bona fide samples.  Specific examples leading to 
misclassifications are depicted in Fig.  8, where the maps generated by 
ViT models for bona fide and spoofing samples from the NDCLD2015 
database are reported, considering images both uncompressed and 
compressed at different JPEG and JPEG AI qualities. It can be seen that 
the distortions introduced by the strongest compressions significantly 
alter the structures of the produced attention maps, whereas medium-
level compressions affect them only slightly. The notable modifications 
of the detectors’ interpretations lead to failures, with errors returned 
for JPEG and JPEG AI compressions at minimum rates.

The relations between the distortions introduced by compression 
and the consequent modifications in the created attention maps were 
further analyzed through a quantitative evaluation of the correlation 
between these two aspects. In detail, different metrics were used to 
compute the (dis)similarity between maps of uncompressed and com-
pressed images, and the Pearson correlation between these measure-
ments and the PRD between the uncompressed and compressed images 
was then estimated. For images compressed with (JPEG; JPEG AI), cor-
relation values at (−0.81; −0.83) were obtained when using structural 
similarity index (SSIM) as attention map similarity measure, (0.72; 
0.77) for PRD between maps, (−0.68; −0.62) for cosine similarity, 
and (−0.72, −0.73) for Spearman rank correlation between average 
attention on 16 × 16 blocks. All the considered tests confirm a strong 
connection between the distortions induced in the processed images 
and the modifications in the attention maps generated by the employed 
detectors.

Fig.  9 depicts the scatter plots of the SSIM vs PRD measures for the 
considered databases, with JPEG and JPEG AI compression, indicating a 
strong correlation between compression-induced image distortions and 
changes in the visual structure of the generated attention maps. It is 
worth observing that strong correlations were also observed between 
the considered similarity metrics for attention maps and the iris quality 
metrics most closely related to image PRD, that is, ISO sharpness and 
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Fig. 7. ViT attention maps for JPEG and JPEG AI compressed images, for bona fide and spoof images from the databases considered.
Fig. 8. Attention maps generated by ViT models for bona fide and spoofing samples from the NDCLD2015 database, for images uncompressed and compressed at 
different JPEG and JPEG AI levels. The depicted samples are correctly classified in their uncompressed and medium-quality compressed versions, and incorrectly 
classified in their low-quality compressed versions. In these latter cases, the introduced distortions alter the detectors’ interpretation, leading to failures.
Fig. 9. Scatterplots of SSIM between attention maps derived from original and compressed images vs PRD between original and compressed images. A significant 
correlation between compression-induced distortions and modifications on the generated attention maps is observed.
contrast as shown in Section 5.4, with SSIM having Pearson correlation 
at 0.78 and 0.76 with the two iris quality metrics, respectively.

Furthermore, the trade-off between compression-induced image dis-
tortions and biometric recognition capabilities was also assessed by 
focusing on the relationship between the PRD and both the cumulative 
BPCER (BPCERC) and the cumulative APCER (APCERC). Specifically, 
here BPCERC(𝑥) indicates the percentage of genuine samples with PRD 
< 𝑥 that are incorrectly rejected, thus expressing the system’s ability 
to correctly recognize legitimate users under a given maximum level 
of distortion 𝑥. Conversely, APCERC(𝑥) denotes the percentage of fake 
samples with PRD > 𝑥 that are incorrectly accepted as genuine.

The performance obtained when applying the ViT- and Swin-based 
detectors trained on uncompressed images on samples compressed with 
JPEG and JPEG AI are reported in logarithmic scale in Figs.  10 and
11. It is worth noting that the reported values of BPCERC and APCERC
were computed over all the available compressed images, regardless the 
specific TR for JPEG AI, or QF for JPEG, used during the compression.

As already shown in Section 5.3, Swin models generally outperform 
ViTs, achieving in most cases lower error rates (especially BPCERC) at 
the same PRD level for both JPEG- and JPEG-AI-compressed images. 
10 
The plots in Figs.  10 and 11 allow determining, for each dataset and 
model, the PRD value corresponding to the equal error rate (EER), 
identified as the operating condition at which the APCERC equals the 
BPCERC.

5.5.1. Fine-tuning for improved iris PAD on compressed images
Having observed the considerable effects of compression on PAD 

performance, we investigated whether countermeasures can be de-
signed to improve results on low-quality iris images. To this end, 
we evaluated whether fine-tuning models trained on uncompressed 
images, using samples compressed at increasing compression levels, 
may improve the attainable behavior. A learning rate (10−4) approx-
imately one order of magnitude lower than that used at the end of 
the initial training on uncompressed images was adopted, together with 
a cosine decay schedule, to enable stable adaptation while preserving 
the pretrained representations. Training was conducted by fine-tuning 
the whole networks (no backbone freezing) with stochastic gradient de-
scent (SGD) with momentum set at 0.9 and batch size of 64 samples for 
a maximum of 1000 epochs and monitored on a validation subset, with 
early stopping applied when no significant improvement in validation 
performance was observed for 10 consecutive iterations.
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Fig. 10. BPCERC(𝑥) and APCERC(𝑥) curves for JPEG-compressed images.

Fig. 11. BPCERC(𝑥) and APCERC(𝑥) curves for JPEG-AI-compressed images.

The results obtained for ViT models are reported in Figs.  12 and
13, respectively for JPEG and JPEG AI compressions. The observed be-
haviors suggest that fine-tuning the original models, exploiting samples 
compressed at a given quality, consistently improves PAD results for 
that compression level and typically also yields beneficial effects for 
less severe compressions. For instance, across the considered databases, 
an average improvement of 10.8% in terms of the half total error rate 
(HTER), compared to models trained only on uncompressed images, 
is observed for images compressed at the lowest JPEG quality, and 
an improvement in HTER of 5.9% is achieved for the lowest-quality 
JPEG-AI-compressed images.

The performance on uncompressed images are generally only slightly
affected (average modifications lower than 0.5%), thus overall achiev-
ing more stable behaviors across different compression levels, with 
respect to what can be accomplished without fine-tuning, as shown by 
comparing the obtained results with those in Figs.  5 and 6.

An analogous behavior is observed when considering Swin Trans-
formers: for reasons of compactness and readability, these results are 
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Fig. 12. Iris PAD performance for ViT models fine-tuned with images JPEG-
compressed at different QFs, at increasing JPEG compression levels.

Fig. 13. Iris PAD performance for ViT models fine-tuned with images JPEG-
AI-compressed at different TRs, at increasing JPEG AI compression levels.

reported in Tables  3 and 4 for models trained on the original images 
as well as for those fine-tuned using the images with the largest 
considered compression factors for JPEG and JPEG AI, i.e., QF = 10 
for JPEG and TR = 0.12 for JPEG AI. An average HTER improvement 
of 9.80% is here obtained for images compressed at the lowest JPEG 
quality, with an HTER improvement of 7.33% for the lowest-quality 
JPEG-AI-compressed images.

5.5.2. Generalizability of iris PAD for learning-based compression
To further assess the robustness of the proposed PAD solutions 

under learning-based compression, we investigate how well models 
fine-tuned on JPEG AI-compressed images generalize to iris samples 
encoded with a different learning-based image codec. In particular, we 
consider the ELIC (Efficient Learned Image Compression) codec [62], a 
state-of-the-art neural compression framework that differs from JPEG 
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Table 3
Iris PAD performance at different compression levels for Swin models trained on uncompressed images and fine-tuned with images 
compressed with JPEG @ QF = 10.
 Metric QF NDCLD15 Notre Dame IITD-WVU Clarkson

 Original Fine-tuned Original Fine-tuned Original Fine-tuned Original Fine-tuned 
 

BPCER

uncompressed 0.00% 0.00% 0.00% 0.00% 11.41% 28.04% 0.40% 1.91%  
 75 1.22% 0.37% 0.31% 0.00% 11.17% 28.04% 0.65% 2.86%  
 50 1.29% 0.37% 0.23% 0.00% 10.43% 26.06% 2.23% 4.95%  
 25 8.22% 0.37% 0.00% 0.00% 8.76% 26.60% 1.78% 2.72%  
 10 35.41% 0.12% 0.00% 0.00% 8.22% 24.19% 2.31% 1.18%  
 

APCER

uncompressed 0.00% 0.00% 6.42% 9.12% 13.39% 7.22% 4.02% 2.91%  
 75 0.00% 0.00% 7.12% 11.11% 14.43% 8.80% 4.12% 3.64%  
 50 0.00% 0.00% 7.74% 11.33% 15.21% 8.80% 3.38% 3.20%  
 25 2.05% 0.00% 14.95% 14.15% 19.25% 8.86% 4.38% 3.90%  
 10 28.51% 0.00% 39.58% 26.94% 27.73% 11.85% 4.81% 4.10%  
Table 4
Iris PAD performance at different compression levels for Swin models trained on uncompressed images and fine-tuned with images 
compressed with JPEG AI @ TR = 0.12.
 Metric TR NDCLD15 Notre Dame IITD-WVU Clarkson

 Original Fine-tuned Original Fine-tuned Original Fine-tuned Original Fine-tuned 
 

BPCER

uncompressed 0.00% 0.00% 0.00% 0.00% 11.41% 26.51% 0.40% 9.16%  
 0.75 2.90% 0.62% 0.66% 0.70% 10.78% 30.74% 1.18% 10.90%  
 0.50 2.90% 0.52% 0.66% 1.11% 10.53% 30.74% 1.46% 10.90%  
 0.25 3.83% 0.52% 0.32% 1.94% 9.34% 31.41% 1.97% 9.17%  
 0.12 13.51% 0.00% 0.12% 0.00% 6.07% 15.90% 7.56% 6.89%  
 

APCER

uncompressed 0.00% 0.00% 6.42% 3.24% 13.39% 5.67% 4.02% 1.20%  
 0.75 0.00% 0.00% 7.33% 4.23% 14.41% 8.23% 4.08% 1.91%  
 0.50 0.00% 0.00% 7.33% 4.38% 14.41% 8.15% 4.08% 1.91%  
 0.25 0.00% 0.00% 9.12% 4.83% 17.34% 8.04% 3.75% 2.31%  
 0.12 22.91% 0.00% 35.91% 23.70% 30.83% 18.10% 7.12% 0.59%  
Table 5
Iris PAD performance for ViT and Swin models trained on uncompressed images and fine-tuned with images compressed with JPEG AI 
@ TR = 0.12, when applied to images compressed with JPEG AI @ TR = 0.12 and images compressed with ELIC at a comparable rate.
 Model Metric Test NDCLD15 Notre Dame IITD-WVU Clarkson

 Original Fine-tuned Original Fine-tuned Original Fine-tuned Original Fine-tuned 
 
ViT

BPCER JPEG AI 17.75% 0.75% 0.83% 1.16% 33.04% 21.08% 2.15% 4.21%  
 ELIC 0.00% 0.00% 0.66% 0.44% 31.48% 23.81% 9.22% 8.00%  
 APCER JPEG AI 17.50% 0.00% 26.61% 24.28% 28.85% 30.11% 10.70% 8.01%  
 ELIC 36.25% 12.25% 34.70% 33.64% 30.76% 32.77% 7.94% 6.99%  
 
Swin

BPCER JPEG AI 13.51% 0.00% 0.12% 0.00% 6.07% 15.90% 7.56% 6.89%  
 ELIC 0.00% 0.00% 0.00% 0.00% 21.79% 19.37% 0.88% 1.68%  
 APCER JPEG AI 22.91% 0.00% 35.91% 23.70% 30.83% 18.10% 7.12% 0.59%  
 ELIC 74.00% 21.75% 47.23% 33.81% 27.93% 29.21% 11.35% 9.74%  
AI in several fundamental aspects. While JPEG AI employs a standard-
ized architecture featuring a single-level hyperprior, context modeling, 
and dedicated tools for both human- and machine-centric reconstruc-
tion, ELIC adopts a lighter encoder–decoder structure with a hierar-
chical latent representation and a hybrid entropy model that combines 
hyperpriors with partially autoregressive components. These design 
choices allow ELIC to achieve competitive rate–distortion performance 
with lower computational complexity, while also producing compres-
sion artifacts whose statistical characteristics differ from those of JPEG 
AI. As a result, ELIC provides an appropriate test case to evaluate 
whether PAD models fine-tuned on JPEG AI artifacts can generalize to 
unseen neural compression schemes.

In this analysis, all ViT- and Swin-based PAD models are first trained 
on uncompressed images and subsequently fine-tuned using JPEG AI 
at TR = 0.12 bpp. The resulting networks are then evaluated on 
uncompressed images, and on images compressed with both JPEG AI 
at TR = 0.12 bpp and ELIC at a rate comparable to TR = 0.12 bpp. The 
corresponding results are summarized in Table  5.
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When tested on JPEG-AI–compressed images, both ViT and Swin 
architectures exhibit the benefits of fine-tuning already discussed in 
Section 5.5.1: for most datasets, BPCER values remain low or decrease 
after fine-tuning, while APCER is significantly reduced, confirming 
that codec-specific adaptation can effectively mitigate the distortions 
introduced by JPEG AI. For ELIC-compressed images, the performance 
attained when applying the detectors trained on uncompressed images 
is typically worse (in terms of ACER) than that obtained for JPEG AI 
images, which suggests that ELIC likely introduces more distortions 
than JPEG AI at comparable compression rates. It can be yet observed 
that adopting detectors fine-tuned on images severely compressed with 
JPEG AI partially relieves the issues associated with ELIC. This means 
that some of the introduced artifacts are common to those produced 
by JPEG AI, and thus manageable by a network that had experiences 
with samples characterized by a similar kind of compression noise. It 
can also be observed that Swin-based detectors, which generally out-
perform ViTs in matched-codec conditions, tend to be more sensitive to 
learning-based codec mismatch, especially in terms of APCER, whereas 



R. Albano et al. Signal Processing: Image Communication 148 (2026) 117636 
Table 6
Classification accuracy on JPEG-compressed images at different compression levels, for detectors based on ViT and RFC. Values of average 
differences and paired t-test p-values (in columns for databases, in rows for compression levels) are also reported. The overall average 
difference across all the obtained results is −0.17%, with a 𝑝-value of 0.898.
 QF NDCLD15 Notre Dame IITD-WVU Clarkson Avg. diff. p-value 
 ViT RFC ViT RFC ViT RFC ViT RFC  
 75 95.92% 95.50% 99.67% 99.44% 76.72% 82.18% 94.78% 94.65% +1.17% 0.473  
 50 94.92% 94.92% 99.67% 99.50% 77.05% 82.18% 94.84% 94.49% +1.15% 0.449  
 25 89.00% 89.92% 99.61% 99.56% 76.50% 81.14% 94.11% 93.63% +1.25% 0.359  
 10 59.25% 61.67% 97.06% 97.22% 80.64% 79.23% 94.17% 75.93% −4.26% 0.433  
 Avg. diff. +0.73% −0.07% +3.45% −4.77%
 p-value 0.330 0.461 0.124 0.363
Table 7
Classification accuracy on JPEG-AI-compressed images at different compression levels, for detectors based on ViT and RFC. Values of 
average differences and paired t-test p-values (in columns for databases, in rows for compression levels) are also reported. The overall 
average difference across all the obtained results is 0.86%, with a 𝑝-value of 0.225.
 TR NDCLD15 Notre Dame IITD-WVU Clarkson Avg. diff. p-value 
 ViT RFC ViT RFC ViT RFC ViT RFC  
 0.75 99.31% 99.03% 99.61% 99.39% 75.93% 81.28% 94.65% 94.58% +1.19% 0.452  
 0.50 98.54% 98.47% 99.61% 99.56% 76.00% 81.61% 94.77% 94.55% +1.31% 0.425  
 0.25 98.54% 97.78% 99.61% 99.50% 74.27% 78.88% 93.98% 94.01% +0.94% 0.500  
 0.12 86.39% 86.88% 99.33% 99.22% 70.44% 74.86% 93.31% 88.56% +0.01% 0.995  
 Avg. diff. −0.15% −0.12% +5.00% −1.25%
 p-value 0.592 0.410 0.040 0.362
ViTs exhibit slightly more stable behavior across codecs at the cost of 
somewhat higher error rates in some scenarios.

The obtained results thus imply that cross-codec generalization 
represents an interesting aspect to be investigated, with the performed 
analysis representing the first attempt in the literature regarding this 
aspect. Codec-specific adaptation should be analyzed to further im-
prove the performance achievable in applications involving cross-
compression scenarios.

5.6. Experimental evaluation of the reduced-feature classifier

Having described the RFC methodology in Section 4, we here evalu-
ate its effectiveness across all considered datasets and compression con-
ditions. The analysis comprises classification accuracy (Section 5.6.1), 
a detailed breakdown of PAD metrics (Section 5.6.2), and an evalu-
ation of the direct separation mechanism’s efficiency (Section 5.6.3). 
Unless otherwise stated, the reported results are obtained using ViT-
based embeddings. Regarding the size of the templates adopted in the 
proposed RFC detectors, as detailed in Section 4, at most two features 
are retained per class. This means that four features are selected from 
Transformer-based architectures trained on two classes (bona fide vs. 
attack) for the Notre Dame and IIITD-WVU datasets, while six features 
are extracted from detectors trained on three classes to better character-
ize the attacks for the NDCLD15 and Clarkson datasets. These numbers 
represent a reduction of approximately 128× to 192× relative to the 
original 768-dimensional ViT embeddings.

5.6.1. Classification accuracy
Tables  6 and 7 report the binary classification accuracy of the pro-

posed RFC compared to the original ViT-based models under JPEG and 
JPEG AI compression, respectively. For each dataset, pairs of values are 
reported for different quality factors (QF) or target compression rates 
(TR) for both the original ViT model and the proposed RFC. The tables 
also include the average differences in accuracy between ViT- and RFC-
based detectors (positive values indicate an average improvement of 
RFC over ViT), for each considered database and compression level, as 
well as the p-values obtained from paired-sample t-tests on the means 
of the accuracy differences. Typically, high p-values are obtained in the 
performed tests, testifying that it is not possible to reject the null hy-
pothesis of having the same mean values for the performance obtained 
13 
with the two distinct approaches, thus clearly demonstrating that the 
proposed RFC allows for preserving the achievable PAD performance 
while relying on extremely compact image representations. 

More in detail, the RFC model performs on par with or even better 
than the full 768-dimensional ViT embeddings for the NDCLD15 and 
Notre Dame datasets, despite relying on only four or six features. 
In the IITD-WVU dataset, RFC shows a clear average improvement 
over ViT of approximately +5% for JPEG AI (only scenario with a 
statistically significant difference, given the low accuracies achieved 
for this database) and around +3.5% for JPEG. The RFC achieves lower 
accuracy than ViT only on the Clarkson dataset under high-distortion 
settings (QF = 10 and TR = 0.12). This behavior is likely attributable 
to the fact that the original images in the Clarkson dataset, on which 
the model was trained and the features were selected, are already 
JPEG-compressed.

We also applied the proposed selection process to Swin embeddings 
and compared RFC with the original Swin-based detectors for the 
considered datasets. Although full quantitative results are omitted for 
brevity, RFC achieved performance comparable to Swin across most 
compression settings, confirming its competitiveness despite relying on 
only 4 or 6 features rather than the original 49 × 768-dimensional 
embeddings. As a reference, for the NDCLD15 dataset, the average ac-
curacy difference between RFC and the Swin-based classifier is −0.79%
under JPEG compression and −1.41% under JPEG AI. This latter result 
is entirely driven by the highest-distortion setting, i.e., TR = 0.12, 
whereas for all higher TR values the difference was at most 0.2% in 
absolute value.

5.6.2. APCER, BPCER, and ACER analysis
To provide a more detailed characterization of the RFC behavior and 

enable direct comparison with the PAD metrics reported throughout 
this work, Tables  8 and 9 report the APCER, BPCER, and ACER values 
achieved by the RFC under JPEG and JPEG AI compression, respec-
tively, alongside the corresponding values obtained by the ViT-based 
detector.

The results show that RFC performance degrades more rapidly than 
ViT under strong compression (QF = 10, TR = 0.12), especially on IITD-
WVU and Clarkson, where both BPCER and ACER increase significantly. 
At moderate compression (QF≥25, TR≥0.25), the difference between 
the two methods reduces, with both detectors achieving consistently 
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Table 8
APCER, BPCER, and ACER for ViT and RFC on JPEG-compressed images at different quality factors.
 Metric QF NDCLD15 Notre Dame IITD-WVU Clarkson

 RFC ViT RFC ViT RFC ViT RFC ViT  
 
BPCER

75 7.75% 4.75% 0.78% 0.33% 39.17% 20.37% 1.21% 0.67%  
 50 5.50% 2.75% 0.67% 0.33% 37.75% 20.23% 2.22% 1.75%  
 25 2.50% 1.25% 0.33% 0.11% 36.04% 19.52% 0.67% 0.47%  
 10 3.75% 0.75% 0.22% 0.00% 69.52% 42.02% 41.55% 1.82%  
 
APCER

75 2.88% 3.75% 0.33% 0.33% 13.54% 23.87% 9.03% 9.26%  
 50 4.88% 6.25% 0.33% 0.33% 13.83% 23.50% 8.43% 8.19%  
 25 13.88% 15.88% 0.56% 0.67% 15.43% 24.29% 11.24% 10.70% 
 10 55.63% 60.75% 5.33% 5.89% 11.01% 14.83% 8.55% 9.38%  
 
ACER

75 5.31% 4.25% 0.56% 0.33% 26.27% 22.12% 5.12% 4.97%  
 50 5.19% 4.50% 0.50% 0.33% 25.79% 21.86% 5.33% 4.97%  
 25 8.19% 8.56% 0.44% 0.39% 25.73% 21.90% 5.96% 5.59%  
 10 29.69% 30.75% 2.78% 2.94% 40.26% 28.43% 25.05% 5.60%  
Table 9
APCER, BPCER, and ACER for ViT and RFC on JPEG-AI-compressed images at different target rates.
 Metric TR NDCLD15 Notre Dame IITD-WVU Clarkson

 RFC ViT RFC ViT RFC ViT RFC ViT  
 
BPCER

0.75 2.08% 0.83% 0.89% 0.44% 37.61% 20.37% 0.74% 0.54%  
 0.50 1.88% 1.46% 0.56% 0.44% 37.32% 19.66% 0.94% 0.47%  
 0.25 5.63% 3.12% 0.67% 0.44% 37.18% 19.23% 0.67% 0.20%  
 0.12 10.21% 7.08% 0.89% 0.78% 61.40% 33.05% 15.09% 2.16%  
 
APCER

0.75 0.42% 0.62% 0.33% 0.33% 14.94% 24.81% 9.57% 9.63%  
 0.50 1.35% 1.46% 0.33% 0.33% 14.60% 24.86% 9.45% 9.45%  
 0.25 0.52% 0.62% 0.33% 0.33% 17.91% 27.03% 10.71% 11.18% 
 0.12 14.58% 16.88% 0.67% 0.56% 17.88% 28.86% 8.19% 10.71% 
 
ACER

0.75 1.25% 0.73% 0.61% 0.39% 26.27% 22.59% 5.16% 5.08%  
 0.50 1.61% 1.46% 0.44% 0.39% 25.96% 22.26% 5.20% 4.96%  
 0.25 3.07% 1.88% 0.50% 0.39% 27.54% 23.13% 5.69% 5.69%  
 0.12 12.40% 11.98% 0.78% 0.67% 39.64% 30.95% 11.64% 6.43%  
Table 10
Percentage of test samples classified via direct separation (DSC%) and corresponding RFC accuracy, for each dataset under JPEG 
and JPEG AI compression.
 Codec Level NDCLD15 Notre Dame IITD-WVU Clarkson

 DSC% Acc. DSC% Acc. DSC% Acc. DSC% Acc.  
 
JPEG

QF = 75 69.25% 99.33% 73.17% 99.44% 70.11% 94.65% 69.39% 94.58% 
 QF = 50 66.58% 98.92% 73.44% 99.50% 72.70% 94.49% 68.82% 94.55% 
 QF = 25 50.92% 95.00% 71.61% 99.56% 67.92% 93.73% 68.16% 94.01% 
 QF = 10 34.08% 59.17% 45.39% 97.22% 38.51% 75.93% 60.65% 88.56% 
 
JPEG AI

TR = 0.75 73.13% 99.03% 74.17% 99.39% 22.832% 81.278% 69.39% 94.58% 
 TR = 0.50 72.01% 98.47% 73.39% 99.56% 22.571% 81.611% 68.82% 94.55% 
 TR = 0.25 70.97% 97.78% 76.28% 99.50% 25.731% 78.879% 68.16% 94.01% 
 TR = 0.12 59.72% 86.88% 77.11% 99.22% 28.748% 74.863% 60.65% 88.56% 
low error rates on NDCLD15 and Notredame. Under mild compression 
(QF = 75, TR = 0.75), RFC and ViT show similar performance across 
most datasets. These trends indicate that RFC is more sensitive to 
compression artifacts, but remains competitive when the compressed 
images preserve sufficient discriminative detail. 

5.6.3. Analysis of direct separation classifications
A distinctive feature of the RFC is its ability to classify a subset of 

test samples through the direct separation condition (DSC), without 
resorting to the distance-based fallback. The proportion of samples 
classified via DSC, denoted DSC%, provides a meaningful indicator of 
classifier confidence: higher DSC% values indicate that a larger fraction 
of samples lie in well-separated regions of the feature space, where 
classification can be performed with high certainty based on a single 
feature comparison.

Table  10 reports the DSC% values obtained for each dataset under 
different compression levels for both JPEG and JPEG AI codecs. These 
values are computed on the test sets using the feature indices and 
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thresholds determined during training. Overall, the DSC% values mirror 
the behavior observed in APCER, BPCER, and ACER: strong compres-
sion sharply reduces the proportion of samples classified through the 
RFC’s high-certainty DSC mechanism, especially on IITD-WVU and 
Clarkson. Conversely, moderate to mild compression preserves a higher 
DSC% on NDCLD15 and Notre Dame, indicating that the separabil-
ity structure learned during training remains largely stable for these 
datasets. JPEG AI consistently maintains slightly higher DSC% than 
JPEG, confirming that it preserves discriminative information more 
effectively under comparable compression levels. 

5.6.4. Summary of RFC results
The experimental results presented in this subsection demonstrate 

that the proposed RFC achieves classification performance competitive 
with, and in some cases superior to, the full-dimensional Transformer-
based detectors, despite operating on only 4 to 6 features extracted 
from the original 768-dimensional embeddings. The RFC exhibits par-
ticular strengths on the IITD-WVU dataset, where it consistently outper-
forms the ViT baseline, and on the NDCLD15 and Notre Dame datasets, 
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where performance is closely matched. The analysis of DSC% provides 
additional insight into the classifier’s operating regime, confirming that 
the feature selection criterion based on inter-class separability and min-
imum intra-class variance identifies features that remain discriminative 
under moderate compression levels.

These results support the viability of the RFC as a lightweight, 
interpretable alternative to full Transformer-based classification for iris 
PAD, particularly in scenarios where computational resources, storage 
capacity, or bandwidth are limited, or where model interpretability is 
a priority. 

6. Conclusions

This work has investigated presentation attack detection (PAD) 
for iris recognition  under compression constraints. Pure-attention-
based architectures, namely ViTs and Swin Transformers,  have been 
used as detectors, with experimental results confirming their suitabil-
ity for iris PAD under standard and cross-PA settings, with expected 
limitations under severe cross-dataset shifts. ViTs benefit from global 
self-attention, yielding more interpretable and coherent attention pat-
terns, while Swin Transformers  achieve even better accuracy, at the 
cost of a reduced interpretability, due to their hierarchical, window-
based design.  Properly addressing this trade-off between detection 
performance and interpretability is relevant for security-critical ap-
plications such as PAD, where guaranteeing high detection accuracy 
remains a priority, yet interpretability can support system auditing and 
analysis of potential failure cases, besides contributing to an increased 
user acceptability thanks to the possibility of providing hints about the 
models’ behavior.

The analysis about the effects of compression on iris PAD has 
revealed that both traditional JPEG and learning-based JPEG AI codecs 
introduce artifacts that may affect the quality of iris images, and no-
tably influence PAD accuracy, particularly at high compression levels. 
To deal with such issues, fine-tuning on compressed data has been 
adopted to improve PAD robustness against compression and achieve 
stable behaviors across different quality levels.

The generalizability of such approach to different learning-based 
compression schemes has been also investigated, noticing that relying 
on detectors fine-tuned on compressed images may help even when 
applying them to images compressed with codecs other than those con-
sidered during training, showing that different learning-based codecs 
may introduce similar artifacts. Yet, such scenario may represent a 
notable challenge when significantly-different distortions are intro-
duced, suggesting that, in practical deployments, the performance of 
PAD systems may depend on the compression pipeline used in the 
acquisition or transmission process. Thus, models should ideally be 
validated or adapted for the specific compression scheme(s) expected in 
the operational environment, adopting for instance strategies involving 
training or fine-tuning on data compressed with a mixture of codecs to 
learn more compression-invariant features, motivating further research 
in cross-codec scenarios.

Furthermore, we have also explored the feasibility of significantly 
compressing the learned iris representations for PAD purposes,  propos-
ing a detection strategy relying on extremely-compact templates de-
rived from the original embeddings, able to guarantee approximately 
the same detection performance while also showing robustness against 
compression schemes, a result particularly relevant for resource-
constrained or distributed biometric systems.
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