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Abstract

The present PhD thesis deepens Cloud Computing’s known issues proposing different
solutions in order to overcome them. The proposed solutions in the thesis exploit Edge
Computing, in some cases, in combination with Cloud Infrastructure realizing a Cloud-Edge
Continuum Infrastructure. The thesis has delved into critical aspects of Cloud Computing,
specifically focusing on the distribution of computation and security. In addressing these
challenges, the perspectives of both user data and the computational processes applied to
them were carefully considered. For Data management the realized work describes different
solutions related to the use of Edge Computing combined with Homomorphic Encryption
and the distribution among different entities of the Identity and Access Manager Component.
For the Computation of Data, the work proposes different solutions related to the execution
of complex processes in Edge Computing infrastructure. Throughout the thesis, various
solutions have been proposed to effectively address the identified limitations. Furthermore,

the research includes multiple experimental evaluations to validate the proposed solutions.

Keywords: Cloud Computing, Edge Computing, Cloud-Edge Continuum, Edge Intelligence
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CHAPTER 1

Introduction

Cloud Computing was one of the most disruptive innovations introduced during the
last decades. It changed the approach to any kind of computational resources introducing
many advantages related to the latter’s management. This transformative innovation has
completely reshaped the landscape of Information and Communication service delivery,
introducing a level of transparency that enables end-users to effortlessly access a multitude
of resources through a simple internet connection all while leveraging the cost-effective
pay-per-use model. Indeed, the introduction of Cloud Computing involves a paradigm
shift that undeniably offers tremendous business advantages while simultaneously raising
well-documented concerns. It allows final users to access several services only with an
Internet connection making transparent every kind of configuration and maintenance of
those services.

Although, as said, this new paradigm brings several advantages to final users, it's impos-
sible to ignore that the strong abstraction provided by Cloud Computing introduces some

known issues [8] that can be briefly summarized in three points:

* Security of end users’ data that is hypothetically threatened by Cloud providers access
[9].

¢ Utilization of needed bandwidth for remote service access [10]. Indeed, as specified,

Cloud Services are mainly accessed through an Internet connection.

¢ Centralized approach that impacts real-time services’ class requirements introducing
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an overhead and a hypothetical single point of failure [11].

In the next chapters, different solutions are provided in order to overcome the depicted
weaknesses by exploiting the Edge Computing approach and Cloud-Edge Continuum envi-
ronment.

In particular, the provided solutions presented in the thesis aim to solve two main classes

of problems, above introduced, which are referred to, in the thesis, with two terms:
* Security. It concerns the security issues in Cloud Computing

* Distribution. It concerns the centralization approach issues.

‘ / .\\\ ,/". \
{ Computation
| User-data | l. and da?a .l
\ elaboration /

\_ 4

security ' N7

RQ3

Figure 1.1: Research Questions Topic Organization

Figure 1.1 depicts how the research questions are organized exploiting the two terms
introduced in our taxonomy and distinguishing three distinct categories: Security, Distribution,
and the interplay between them. The categorized research questions, as shown, treat one of

two aspects:
¢ The aspect related to data management, that the figure depicts with the circle User-data.

¢ The aspect related to computation management, that the figure depicts with the circle

Computation and data elaboration.
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Security issues in Cloud Computing

* Question 1: How Data can be stored and managed safely in a Cloud-Edge Continuum

context?
* Question 2: How Data can be elaborated in Cloud Computing to protect the privacy of
data owners?
Distribution of Cloud Computing centralized approach
* Question 3: How can complex computation like Machine Learning be figured out in
the post-Cloud Computing era?
Distribution and Security intersected issues

* Question 4: How can User Identity Management be safely managed in Cloud Comput-
ing ?
* Question 5: How can Edge Computing and the decentralized approach improve User

Identity Management?

* Question 6: How can the computation overcome the Cloud centralized approach to

satisfy current applications?

1.1 Scientific contributions

This Section summarises the scientific contributions provided by this thesis, referencing

the research questions already introduced.

Security issues in Cloud Computing

Question 1: How the Data can be stored and managed safely in a Cloud-Edge Continuum

context?

Contribution 1: The security of data storage in Cloud Computing has consistently ranked
as a paramount concern, as extensively documented in prior research [12]. While Cloud
Computing offers compelling advantages in scalability, accessibility, and cost-efficiency, it

presents inherent challenges that can potentially compromise the confidentiality and integrity
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of sensitive information. A primary concern revolves around the risk of unauthorized ac-
cess to stored data. Cloud service providers manage data on remote servers, leading to a
relinquishment of control over physical access. This situation raises apprehensions regarding
the sufficiency of security measures implemented by these providers and the potential for
data breaches. In this context, our thesis explores this critical aspect. Specifically, a solution
is designed to address the security weaknesses associated with Cloud Computing, as previ-
ously outlined. The proposed architecture leverages Edge Computing and Transparent Data
Encryption to bolster the security of stored data, effectively mitigating the vulnerabilities

inherent in conventional Cloud computing management practices.

Question 2: How the Data can be elaborated in Cloud Computing to protect the privacy of

data owners?

Contribution 2: The management of data in Cloud Computing is intricately linked to the
approach used for data processing. Encryption alone may not suffice when data undergoes
various forms of processing. In the conventional approach, where computation is centralized
within Cloud Infrastructure, data encrypted using traditional methods must be decrypted for
processing, creating a temporal window during which they become accessible to the Cloud
Infrastructure and the Cloud provider. This challenge has been addressed by embracing the
Edge Computing approach and implementing Homomorphic Encryption. These measures
aim to ensure secure data processing across different use cases, decoupling the data processing
from reliance on specific Cloud Infrastructures and enhancing user data security. Through
the combined application of these techniques, Edge Computing retains access to plaintext
data while Homomorphic Encryption enables secure data processing within the Cloud, all

while the data remains encrypted.

Distribution of Cloud Computing centralized approach

Question 3: How can complex computation like Machine Learning be figured out in the

post-Cloud Computing era?

Contribution 3: In recent years, ICT research has increasingly focused on the decentraliza-
tion of complex processes, moving away from the confines of traditional Cloud Computing
Infrastructure. This shift is primarily motivated by the limitations inherent in the Cloud

paradigm, which can compromise both security and computational efficiency. As a response

4
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to these limitations, alternative approaches that, in various ways, complement or replace
Edge Computing have been introduced. Particularly noteworthy is the extensive research
conducted by numerous scholars who have explored solutions for the deployment and
management of intricate processes within the realm of Edge Computing. This emerging
approach has gained significant momentum, driven by the remarkable growth in compu-
tational resources offered by Edge Computing Devices in recent times. The advantages of
this approach are manifold. It allows for the efficient utilization of bandwidth, ensures faster
response times due to the proximity of raw data collection, enhances scalability possibilities,
and bolsters the privacy and security of managed data. The proposed contribution aims to
investigate an efficient alternative concerning the current literature. In particular, according to
our approach, Machine Learning which, in current literature, has found a home within Edge
Computing paradigms, can perform harmoniously between Cloud and Edge performing

efficiently specific inference tasks.

Distribution and Security intersected issues

Question 4: How can User Identity Management be safely managed in Cloud Computing?

Contribution 4: Digital Identity plays a key role in modern ICT user services and even more
secure approaches have been introduced in recent years. Indeed, each final Information and
Communication Technology (ICT) service provided to a set of final users involves processes
of Authentication, Authorization and Accounting (AAA) to ensure the authentication of the
user, the management of roles and permission and the tracking of each activity performed
by the final authenticated user. In order to enhance authentication, for example, Two-Factor
Authentication (2FA) has been introduced in order to avoid the exchange of people adding a
new form of identification concerning the classical single approach (password). This solution
is usually solved using a one-time password (OTP). In Cloud Computing, privacy is not
ensured; for this reason, it is correct to analyze the OTP management in a centralized Cloud
Computing approach. In the following chapters of the thesis, a concrete solution for the safe
management of 2FA via Cloud Computing and Microservices paradigm is investigated. The
results show us a secure solution for managing OTP and mitigating the weaknesses of 2FA

current implementations showing interesting time execution of the proposed protocol.

Question 5: How can Edge Computing and the decentralized approach improve User

Identity Management?
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Contribution 5: The question of Identity Management has long been explored in the context
of a centralized approach, as evidenced by the literature. Historically, Cloud Computing and
centralized architectures have been utilized to implement Identity and Access Management
(IAM) [13]. While this approach offers advantages, it introduces limitations associated with a
single point of failure and accessibility challenges when network resources are constrained.
Indeed, centralized identity management can pose significant issues, particularly in rural
areas where global network connectivity may be unreliable or limited. To address these
challenges, an innovative decentralized approach has emerged. This novel paradigm lever-
ages Edge Computing to facilitate the replication and distribution of Identity Management,
thus enabling decentralized authentication and authorization. This approach ensures the

protection of distributed resources, even in areas with network constraints.

Question 6: How can the computation overcome the Cloud centralized approach to satisfy

the security and distribution constraints of current applications?

Contribution 6: The evolution of computation, including Machine Learning, is driven by
two main factors: security and the elimination of the single point of failure in traditional Cloud
Computing. This shift towards decentralization leverages Edge Computing, distributing
computation across devices and servers. Edge Computing reduces data transit, enhances
data privacy, and increases network resilience. It optimizes resource usage and enables real-
time processing, mitigating the risks associated with centralized models. In essence, this
revolution prioritizes security, efficiency, and reliability, shaping the future of computation in
an interconnected world. For this reason, different techniques for secure data elaboration are
investigated like Federated Learning. Several studies are deep in the thesis related to this new
approach both in a centralized and decentralized fashion. The contribution introduced in
our work tries to optimize Federated Learning techniques through a clusterization approach

among Federated Learning clients improving the local computation of each involved device.

1.2 Structure of the Thesis

In Chapter 2 the basic concepts exploited in the rest of the thesis are described. In Chapter
3 and 4 the Security issues in Cloud Computing are seen in detail and different solutions for
data management in security are proposed. In particular, these chapters propose a solution

to manage securely data storage and elaboration in Cloud Computing thanks to the use of
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the Edge Computing paradigm. In both cases, Edge Computing is considered the property of
final users ensuring the data are never in plaintext within Cloud Computing Infrastructure.
In Chapter 5 the Centralization of Computation is studied and a solution for the Artificial
Intelligence inference in the Cloud-Edge continuum is proposed. In particular, exploit the
Cloud-Edge Continuum Infrastructure and the Workflow concept, a distributed inference
is designed and implemented. The proposed solution uses Pegasus WMS[14] to implement
a Workflow that performs a distributed inference between Cloud and Edge infrastructure.
Chapter 6, 7 and 8 will deep the third research questions group, about the Security and
Distribution issues of Cloud Computing, investigating both the data side and computation
side, as already specified in the previous section. Chapter 9 concludes the thesis with a recap

of the problems and the solutions provided focusing also on future research works.



CHAPTER 2

Background

This chapter provides background information about technologies used as the basis of

this thesis, in particular the Computing Paradigms involved in the thesis.

2.1 Cloud Computing

Cloud Computing is a paradigm of service delivery offered on demand by a provider
to an end customer via the Internet, from a set of remotely available resources in the form
of a distributed architecture. The strength of the Cloud is the fact that it resides on remote
infrastructure (the Internet); users can access it from anywhere with a connection and a
browser. Cloud services tend to mask the details of the underlying infrastructure from users,
providing a simple graphical interface or API. Users do not need to be aware of internal
system changes or configurations.

Cloud computing is based on two fundamental phenomena:

1. Pay-per-use model: Users pay according to the services they use and/or the time of

use; the service adapts to the user’s needs.
2. On-demand services: Services are always available and provided when needed.

When discussing Cloud Computing, it is essential to distinguish between the Public

Cloud and the Private Cloud:
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¢ Public Cloud: In this model, an external company, a.k.a. service provider, offers services
to organizations. Examples of Public Clouds include, among others, Windows Azure,

Google App Engine, and Amazon Web Services.

e Private Cloud: Here, the entity creating the Cloud service is the same one using it. A
company can utilize its infrastructure to virtualize resources and provide them within
the organization. However, this approach sacrifices some of the transparency, as it
involves managing hardware and virtualization. On the plus side, it offers optimal
and personalized resource management and improved service confinement, which

enhances security. This solution is suitable for organizations prioritizing user privacy.

¢ Hybrid Cloud is a mixed solution in which the services are provided combining Public

Cloud and Private.

The commonly implemented solutions are "hybrid” models, where organizations combine
private and public clouds into a single Hybrid Cloud. This approach offers consistent services,
making the boundary between private and public services transparent to users. Another
hybrid approach is the concept of a cloud federation or InterCloud, where multiple providers
collaborate to offer a package of services. Users can choose a provider based on their needs,
with agreements that may include mutual resource support among providers. Unlike the
hybrid cloud, where a single provider combines its cloud with other public clouds, cloud
federation relies on cloud solutions distributed across multiple providers.

The common denominator across these models is the delivery of features “as a Service,’
which aligns with the pay-per-use model and on-demand service.

Services in Cloud Computing are typically categorized into three levels:

* (SaaS) Software as a Service: Applications are offered as services, and end-users are
the customers. Users no longer need to manage the software on their infrastructure,
including updates and maintenance. They can simply use a browser as the computation

is shifted to the server. An example of Saa$S is Google Docs.

¢ (PaaS) Platform as a Service: This layer includes distributed systems installed within
virtual machines. The systems are elastic, leveraging the underlying IAAS layer. PaaS
provides high-level Application Program Interfaces (APIs) for developers to build
cloud web applications on these infrastructures. Key characteristics of PaaS include
deployment on virtual machines, provision of APIs for application development at a

higher software layer, and an execution environment for applications.

9
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* (IaaS) Infrastructure as a Service: This level refers to the use of virtualized resources,
including hardware components such as storage services and processing nodes like
virtual machines. Virtualization technology is employed, considering multiple inter-
connected physical servers with virtualization software installed. The hallmark of a
cloud service is the complete abstraction of physical hardware, entirely managed by
the cloud provider. An example of IaaS is a storage service like Amazon EC2 service

which is the Amazon service that provides remote virtual machines.

In the context of Cloud Computing, it’s essential to consider a configurable pool of
computational resources. This refers to on-demand services accessible via the Internet and
services provided by providers such as Google. As a result, applications can be provided by
traditional computers or applications that utilize storage services and databases. Real servers
can be interconnected with storage systems or computers linked together. The key distinction
is that these components are virtualized, allowing services to be implemented by optimizing

the real resources through the virtualization technique that is the heart of Cloud Computing.

2.2 Edge Computing

Edge Computing is a transformative paradigm in the realm of information technology
and network architecture. It has emerged as a powerful response to the evolving demands of
the digital age, characterized by the exponential growth of data, the proliferation of Internet
of Things (IoT) devices, and the increasing need for low-latency, real-time processing.

Traditionally, the cloud has served as the hub for data storage and processing, with
data travelling from devices or sensors to centralized datacenter. While this architecture has
proven effective for numerous applications, it comes with inherent limitations, particularly
in scenarios that require rapid decision-making, such as autonomous vehicles, industrial
automation, and augmented reality applications.

The Edge Computing approach tries to overcome Cloud Computing limitations by of-
floading computation and data storage closer to the place where data are collected, typically
at the network’s edge or on IoT devices themselves. By doing so, Edge Computing reduces
the time it takes for data to travel to a centralized Cloud infrastructure and return with a
response. This reduction in latency is very important for applications where split-second
decisions are critical, such as self-driving cars avoiding obstacles or industrial machines

responding to safety concerns.

10
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Moreover, Edge Computing enhances privacy and security. Since data processing can
occur locally or near the data source, sensitive information can remain closer to the point
of origin, reducing the risk of data exposure during transit to the cloud. This is particu-
larly important in fields like healthcare and finance, where data security and privacy are
paramount.

The Edge Computing landscape continues to evolve rapidly, driven by advancements in
hardware, networking, and software technologies. It involves an ecosystem of edge devices,
gateways, fog computing, and cloud integration, each playing a specific role in optimizing
data processing and management. Edge Computing is increasingly influencing a wide range
of industries, including healthcare, manufacturing, smart cities, and agriculture.

As Edge Computing continues to gain traction, researchers and industry experts are
exploring innovative use cases, developing standards and protocols, and addressing the
associated challenges, such as device heterogeneity, resource constraints, and security. The
convergence of Edge Computing with emerging technologies like 5G, artificial intelligence,
and blockchain promises to unlock new possibilities and revolutionize how data is processed,

creating a more responsive, efficient, and secure digital environment.

221 Cloud-Edge Continuum

The cloud-edge continuum is a distributed computing paradigm that spans from central-
ized cloud datacenters to edge devices, such as IoT sensors and actuators. It enables data
processing and application execution to be distributed across the continuum, based on factors
such as latency, bandwidth, and security requirements.

The cloud-edge continuum is becoming increasingly important as the world becomes
more interconnected and data-driven. It is essential for enabling emerging applications such

as artificial intelligence, machine learning, and real-time analytics.

2.2.2 Benefits of the Cloud-Edge Continuum
The key benefits of the cloud-edge continuum include:

* Reduced latency: By processing data closer to the source, the cloud-edge continuum

can reduce latency and improve performance for latency-sensitive applications.

¢ Improved scalability: The cloud-edge continuum can be scaled to meet the needs of

even the most demanding applications.

11
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¢ Enhanced security: The cloud-edge continuum can help to improve security by pro-
cessing and storing sensitive data closer to the source. Reduced costs: The cloud-edge
continuum can help to reduce costs by offloading processing tasks from edge devices

to the cloud.

2.2.3 Challenges of the Cloud-Edge Continuum

The cloud-edge continuum is still in its early stages of development, but it is rapidly
evolving. Several research projects and industry initiatives are underway to develop new
technologies and standards to support the cloud-edge continuum.

One of the key challenges facing the cloud-edge continuum is the need for efficient and
scalable data management. Data needs to be able to be moved seamlessly between the cloud
and the edge, without sacrificing performance or security.

Another challenge is the need for effective application orchestration. Applications need
to be able to be deployed and managed across the cloud-edge continuum in a coordinated
manner.

The main challenges just described Cloud-Edge Continuum are deep in the thesis, as we’ll
see in detail, in order to understand how can make this new approach efficient in particular
we’ll see different solutions that will exploit it to improve the Cloud classical approach.
Indeed, in Chapter 4, as we’ll see in detail, we try to improve the security of the Cloud by
exploiting a Cloud-Edge infrastructure and considering it a secure environment. In that case,
a particular problem could be represented by data management between cloud and edge. In
that case, data are encrypted and their management could represent one of the considered

challenges in the Cloud-Edge continuum.

2.3 Homomorphic Encryption

The classical cryptographic systems have a notable weakness: encrypted data must be
decrypted for practical use. While it’s possible to store data in the cloud encrypted using
secret keys, any operations requiring data manipulation, such as editing a text document or
searching a database, necessitate decryption, potentially making the data vulnerable.

To address this challenge, modern cryptography has introduced a groundbreaking con-
cept known as Homomorphic Encryption. Homomorphic Encryption is a cryptographic
technique that allows the manipulation of encrypted data. It enables operations on encrypted

data without the need for decryption. For instance, given two numbers A and B, both en-

12
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crypted using the same homomorphic algorithm, it is possible to compute the encryption
of their sum directly, without the requirement to decrypt the data. This approach ensures
data remains protected and confidential even during computational processes in potentially
insecure or untrusted environments, such as the public cloud. Homomorphic encryption is

divided into two primary families:

¢ Partially Homomorphic Encryption (PHE): This type of encryption can process only
one type of operation, typically addition or multiplication. Partially homomorphic
encryption supports a select number of mathematical operations, allowing unlimited

execution of either addition or multiplication on ciphertexts.

¢ Fully Homomorphic Encryption (FHE): FHE can process all essential operations,
including arithmetic operations and Boolean functions like AND, OR, and NOT. Fully
homomorphic encryption supports both multiplication and addition an unlimited
number of times. This type is highly sought after as it ensures a high level of privacy. It
permits the use of encrypted data for useful operations without the need for decryption.

One of the most promising applications is enhancing the security of Cloud Computing.

The fundamental distinction between "Standard" Encryption and Homomorphic Encryp-
tion lies in the necessity to first encrypt and then decrypt data using a cryptographic key for
analysis in the former. If the cryptographic key is compromised, the data becomes decipher-
able. In contrast, Homomorphic Encryption offers superior data protection and privacy. It
enables data analysis without decryption.

Homomorphic cryptography derives its name from the mathematical concept of "algebraic
homomorphism.” In abstract algebra, a homomorphism is a mapping between two algebraic
structures of the same type that preserves the operations defined within them.

This groundbreaking technique was conceived in 2009 by the American computer scientist
Craig Gentry. It represents a form of encryption that permits data analysis without requiring
access to the secret encryption key. In essence, homomorphism denotes a transformation
applied to a data structure that generates a new one while preserving the relationship between
elements in both sets. The ability to work with encrypted data rather than decrypted data
offers a significant advantage, allowing data analysis and manipulation without exposing it
to unauthorized parties.

Homomorphic Encryption is a promising avenue in the realm of data security, paving the

way for a future where privacy and usability coexist seamlessly.
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2.3.1 Homomorphism

In abstract algebra, the Homomorphism is defined as an "association" between two
algebraic structures. An example of algebraic structure is the group.

A group consists of a set A along with an operation associated that we can indicate with
the symbol "+’ (called the group law of A) that joins any two components x and y to frame
another component, named x + y.

According to linear algebra, to define the ensemble of set and operation named (A,+) like

group, they have to satisfy the following requirements:

¢ Closure: For any x and y taken from A, the result of the operation x + y belongs to group

A

* Associativity: For any x, y, z belonging to group A we have:

(x+y)+z=x+(y+2) (2.3.1)

¢ Identity element: In the group A, we mandatory have an identity element e such that

for each element x in the group A, the following relation is true:

x+e=e+x=x (2.3.2)

* Inverse element: In the group A, for each x element, there exists a y element such that:

x+ty=y+x=e (2.3.3)
where ¢ is the identity element aforementioned.

The identity element inside a group is often indicated with 1. An important consideration
to mention is related to the commutative property of the operation "+". This is not obvious in
a group. Indeed a group, in which the group law’s commutative property is valid for any
element of the set, is named abelian group.

Given two groups (A,+) and (B,*), we can define a group homomorphism from (A,+) to (B,*)
like a function

f:A—>B (2.3.4)
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such that for each a and a’ that belong to G we have:

fla+a)=f(a)*f(a") (2.3.5)

In this definition, we can already see the basic principle of Homomorphic Encryption. Indeed,
the definition describes an equation in which the image of a function of an elaborated value
is equal to the elaboration of individual images. This equality could be easily translated into
the Cryptography environment.

If we consider an Encryption Scheme where P and C are respectively the Plaintext and the
Ciphertext spaces and if we imagine that P and C are groups, defined as (P, +) and (C, *)
we can say that Homomorphic Encryption algorithm is a function E from P to C by which for

all a and b in P the following equality is true:
E(a)+ E(b) = E(ax*D). (2.3.6)

Paillier Algorithm

One of the Algorithm exploited in this work is the Pailler Algorithm. The Pailler Algorithm
is a very famous Homomorphic Encryption Algorithm formulated, for the first time, by
Pascal Paillier. It is a probabilistic public-key algorithm and it’s based on the problem of
computing n-th residue classes, and in particular, when the module is n = 2, that is considered
computationally difficult. The algorithm was firstly described on [15].

If we consider a prime number p, a generic number a € Z is defined a module p n-th residue

if the following algebraic congruence has a solution:
¥"=a modyp (2.3.7)

One of the novelties of the algorithm designed by Pailler is that in this specific problem the

module used is a square number and in particular it's n?. Hence, the congruence is defined:
z=y" mod n* (2.3.8)

In this case, if y exists and if it belongs to Z, zis described as a n-th residue modulo 72.

The author proves that checking if an element is an n-th residue is, as we have already said, a
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difficult problem. Starting from this congruence, Paillier has designed a function named e,:
Zy X2y — 75, (2.3.9)

(x,y) — ¢“*y" mod n? (2.3.10)

with ¢ that is a random element of Z7,.
As we'll see deeply, the function €, will represent the encryption function within Paillier
scheme.

Moreover, Paillier defines in his work the function L in the subgroup

Sp={u<n*lu=1 mod n} (2.3.11)
defined as
Vu e S, (2.3.12)
-1
L(u) =" . (2.3.13)

At this point, we are going to see, in detail, the steps involved in the key-generation:

Select two large prime numbers p and g such that gcd(pg, (p — 1), (¢ — 1)).

Compute n = p * g and compute the Carmichael function that in the specific case is:

A=lem(p—1,q—1)

Select a random number ¢ € Z7,. It's the number already introduced in the function €,

The public key and the private key are respectively (n,g) e (p,9)

At this point, exploring the key we can see the encryption and decryption algorithm. Let
m be a message to be encrypted where 0 < m < n. Select random r where 0 < r < n and
ged(r,n) = 1.

Compute ciphertext as:

c=g"-r" (mod n?)

Let ¢ be the ciphertext to decrypt, where ¢ € Z7,.

Compute the plaintext message as:

m= (L(cA (mod n?)) -y) (mod n)
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2.4 Federated Learning

Federated Learning is a novel paradigm that shifts the traditional model of centralized
data processing to a more collaborative and privacy-aware framework. Unlike conventional
machine learning, where data is centralized and aggregated for model training, Federated
Learning enables model training across decentralized and distributed data sources.

This innovative technique allows devices, edge nodes, or even different organizations
to collaboratively train machine learning models without the need to share sensitive data.
By maintaining data on local devices and only sharing model updates, Federated Learning
provides a crucial solution for preserving user privacy and data sovereignty.

The applications of Federated Learning are diverse and impactful, ranging from person-
alized recommendation systems and predictive text input on mobile devices to healthcare
analytics and industrial IoT. In this introduction, we will delve into the key principles, bene-
fits, and real-world use cases of Federated Learning, highlighting how it is shaping the future
of Al by combining the power of collaboration and data protection.

Federated Learning was introduced by Google with the paper [16] in which the first
aggregation algorithm was introduced: Federated Averaging.

The paper starts from the algorithm of Federated Stochastic Gradient Descent (FedSGD)
that is used as a benchmark in Fed Avg comparison. Fed Avg is born starting from FedSGD but
considering more than one epoch on the local client e considering an average of the trained
weights in a Parameter Server.

In literature, two kinds of Federated Learning are mainly distinguished according to the

topology used in the aggregation phase:

¢ Centralized Federated Learning that represents the traditional approach in which a
central server, also named aggregation server, aggregates all the weights trained in local

clients

* Decentralized Federated Learning represents an innovative approach in which a central
server is not present and the aggregation of weights is performed through direct
communication among the involved clients. This kind of approach is studied and
several solutions are involved in this category. Indeed, very different solutions could be
considered if a central server is not present [17]. The current state of the art, for example,

considers two possible decentralized topologies:

— A total decentralized approach in which the aggregation is performed in a dis-
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tributed way.

- A semi-decentralized approach in which the aggregator server is eligible among

the distributed clients.
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Security Issues in Cloud Computing
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CHAPTER 3

Data Storage Protection in Cloud-Edge Environment

Edge systems are increasingly popular for data collection and processing. Typically, due to
their limited storage capacity, pieces of data are continuously exchanged with Cloud systems
which store them in distributed DataBase Management System (DBMS). This scenario, known
as Cloud/Edge Continuum, is critical from a data security point of view as it is exposed
to many risks. Transparent Data Encryption (TDE) is proposed as a possible solution for
encrypting database files. However, current solutions do not suit the Cloud /Edge continuum
requirements. In this chapter, we aim at fulfilling this gap by proposing a solution to encrypt
the data locally at the Edge and transfer them to a distributed database over the Cloud. Our
approach allows us to perform queries directly on encrypted data over the Cloud and to
retrieve them on the Edge for decryption. Experiments performed on different NoSQL DBMS

solutions demonstrate the feasibility of our approach.

3.1 Problem Statement

Cloud Computing has been an innovative and widely used paradigm due to its consider-
able advantages. As described in previous chapters, Cloud Computing allows the end-user
to efficiently manage Information and Communication Technology (ICT) resources in an
easier way abstracting and providing them as Infrastructure, Platform, and Software services.
The use of this approach was disruptive, but the abstraction provided to the end user has

introduced all the discussed weaknesses in Chapter 1. The Edge computing paradigm has
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3 — Data Storage Protection in Cloud-Edge Environment

emerged to partially mitigate the aforementioned Cloud issues. This innovative approach
involves the use of tiny devices (e.g., microcontrollers and /or microprocessors) to process
data closer to the place where it is generated and collected with the purpose to change the
typical centralised Cloud approach. However, the Edge is not conceived to perform Big Data
processing that, sometimes, has to be moved to the Cloud. Therefore, according to the specific
system requirements, micro-services could be moved from the Edge to the Cloud and vice
versa. This paradigm is referred as Cloud/Edge Continuum [18]. In this research work, we
consider a Cloud/Edge continuum system scenario able to manage sensor logging Big Data
in a secure fashion as shown in Figure 3.1. For this reason, a peer-to-peer, NoSQL document-
oriented, and Transparent Data Encryption (TDE) enabled DataBase Management System
(DBMS) is strongly required. Specifically, a DBMS for a Cloud /Edge Continuum environment
must be: peer-to-peer because it has to be executed in both the Cloud and unreliable Edge
devices; NoSQL document-oriented to simplify the management of sensor logging Big Data
according to a schema-free approach; and TDE-enabled to store the file system in a secure
fashion. Nevertheless, at the time of writing this thesis, a DBMS providing all these features
does not exist. For example, by analysing the major NoSQL DBMS solutions, Cassandra
is peer-to-peer and provides TDE, but it is column-oriented instead of document-oriented;
MongoDB is document-oriented and provides TDE, but it adopts a master-slave instead of

a peer-to-peer architecture; etc. To overcome all the aforementioned DBMS requirements,

Cloud Layer
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Figure 3.1: TDE Application: Reference Scenario.

in this chapter, we start with CouchDB, i.e., a NoSQL document-oriented DBMS adopting
a peer-to-peer data distribution approach in which all the cluster nodes are synchronized
even though they are not always up and ready. Specifically, it is easy to be deployed in a
cluster in which it is not required the continuous connection of nodes that own a part of the
whole data and that are synchronized when they are up and reachable. This approach is in

contrast to other alternative NoSQL document-oriented databases such as MongoDB in which
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the distribution of data is implemented through the master-slave approach. Nevertheless,
CouchDB does not support TDE. Therefore, this chapter aims at overcoming such a gap. The
remainder of the chapter is organized as follows. Section 3.2 presents the literature about TDE
and in general about the security of data management at the Edge. Section 3.3 describes the
high-level architecture of the proposed solution. A system prototype is described in Section
3.4. Experimental results are shown and described in Section 3.5. In the end, conclusions and

future works are summarised in Section 3.6.

3.2 Related Work

Nowadays, the number of Cloud/Edge continuum scenarios (e.g., in smart cities, health-
care, finance, etc.) is continuously increasing. Data security is one of the most crucial aspects
to focus on when developing Cloud/Edge systems. In particular, considering Edge comput-
ing, data vulnerability is ever greater [19]. Various aspects concerning the security of Edge
and/or Internet of Things (IoT) devices have been addressed in the literature [20], referring
to complex certification processes [21] from various points of view. Sometimes, especially
for large-scale deployments, expensive solutions in terms of technology and/or business
are not feasible for companies [22]. It is necessary to implement actions that allow secure
data collection and exchange in Cloud /Edge systems even in the case of large deployments
how, for example, in a smart city where thousands of Edge devices are scattered around it
and they exchange data with each other ones and with Cloud systems [23]. In this case, it
is possible to think about encrypting the data stored in such systems. In [24], the authors
focus on the positive aspects of using TDE on a standard database by assessing how good
security performance degrades system performance. The TDE is often used to improve the
security of relational DBMS(s) [25]. In [26] the authors remark that using this technique the
database will hit a CPU and storage performance overhead. However, on Cloud systems, this
situation can be managed. The authors demonstrate that the impact of managing security
aspects can be optimized by considering CPU, I/O, and RAM performance. The purpose of
our paper is to use this technology in a Cloud/Edge continuum scenario by evaluating its
performance. With the spread of Big Data, security has become the major issue. In addition
to concerning the acquisition systems [27], it is a problem of archiving software. In [28] an
analysis is done to evaluate how the open-source Hadoop Distributed File System (HDFS) is
used to store huge amounts of data with high throughput and fault tolerance. However, the

security model was not designed and has become the main drawback of Hadoop. In terms of
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storage, metadata and data security is a problem for HDFS. The authors in their work explain
the importance of this issue by explaining how companies are showing only a few layers of
security in Hadoop such as Kerberos and TDE which is, therefore, a technology also used in
the corporate world. These problems are now common also in Edge computing and, for this
reason, we want to investigate the use of TDE in Cloud /Edge continuum environments.

In [29] the authors focus on how relational databases provide built-in security controls and
mechanisms. The problem, which is most evident in Edge environments, is that information
residing in the data store is at great risk. In their work, the authors try to introduce a new
level of security. The used approach consists of segregating information based on its level of
sensitivity and dynamically creating referential integrity constraints during the execution.
For example, the primary keys of the restructured tables and the attributes of the most
critical information were protected using the TDE utility provided by Oracle to prohibit
the illegitimate use of information. The authors measured the querying performance of this
approach. Our work aims at improving performance even while maintaining a solution of the
same type. In [30] the authors note that the solutions for TDE provided by the major DBMS
solutions are limited to protecting data at rest only and appear to be useless if the adversary
has physical access to the server, which is a likely risk during the hosting at the Cloud or at
the Edge. The authors propose an alternative approach to TDE based on an abstract model.
This model takes into account the specific risks of the Cloud and extends the encryption to
cover data in use and partial data in motion. Our research work, instead, aims at managing
data in motion in a secure way.

The data security issue is addressed in [31], where the authors analyse and compare two
current approaches: Oracle’s TDE and the standard encryption provided by MySQL. Also
interesting is the assessment that is made considering both single-server and distributed
configurations. We intend to go beyond the approach of using TDE for MySQL databases
and try to understand which technology is more functional in Edge/Cloud scenarios.

In fact, the work proposed in this paper aims at introducing an innovative solution that uses
the AES algorithms [32] to encrypt data without degrading system performance even in Edge

environments [33, 34].

3.3 System Architecture

Figure 3.2 shows the system architecture designed for secure storage of sensor logging

Big Data through TDE mechanisms in a Cloud/Edge continuum context. The architecture
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is divided into three macro-layers to allow a more detailed analysis of each element and its

features.
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Figure 3.2: System Architecture.
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The Sensor layer is characterized by sensors that detect and collect data from the environ-
ment in which they are installed. Every single sensor generates hundreds of logging data
that are managed by the Edge layer.

The Edge layer includes microprocessor and /or microcontroller devices able to acquire and
process the data generated by the sensors acting in the Sensor Layer. Inside the Edge layer,

there are different software modules:
* Data Collector is responsible to collect and process pieces of data coming from sensors.

e Edge TDE is responsible to start the TDE mechanism to encrypt the data acquired by
the Data Collector;

* DBMS acts as an interface between the acquisition and storage system. The data ac-
quired by the sensors are encrypted within the Edge Layer and transmitted to the Cloud
system. Every single Edge device is equipped with a symmetric key used to encrypt

the acquired data, and a Local database.

The Cloud Layer refers to all the software components running in the Cloud, which enable
communication with the Edge devices of the Edge Layer. The Cloud only serves as a storage
for encrypted data. In this way, any malicious user who attacks Cloud Storage systems can
only recover the encrypted values and not obtain information on the adopted data model.
Particular attention has been paid to the design of TDE mechanisms for the secure
archiving of logging sensor data in a Cloud/Edge Continuum context based on a NoSQL
Database. The main idea is to memorize all the logging sensor data collected at the Edge into a
Cloud storage system by adopting a TDE approach. As previously stated a NoSQL document-
oriented, schema-free and peer-to-peer DBMS solution supporting TDE currently does not
exist. For this reason, we focused on the design of TDE mechanism for a distributed database
in a Cloud/Edge continuum environment. In the following, we describe how our TDE works.
Every single sensor sends the plain data to the Edge device where the data encryption
mechanism is started. The TDE uses the symmetric key encryption approach based on the
AES protocol to encrypt data related to both field names and contents. Nevertheless, we had
to face an issue paradoxically caused by the robustness of the AES protocol: if the same piece
of data is encrypted twice with the same key, the result is different due to the presence of
a random factor that allows increasing the security of data encryption. This means that if

we encrypt a new field name in the Edge device and we store it in the distributed database
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deployed over the Cloud and if we subsequently try to compose and execute at runtime
a query on the Edge device, we obtain an error because the two encrypted fields names
corresponding to the same plain field (the one encrypted at the time of data storage over the
Cloud and the one encrypted subsequently at the time of query composition and execution
at the Edge) are different. This prevents the execution of queries. To solve this problem it
was decided to create a simple mapping system for encrypted field names using an index
table stored in the local database of the Edge device including the list of plain fields and their
corresponding encrypted data.

In this way, the data model for the acquired logging sensor data can be dynamically built
according to a NoSQL document-oriented and schema-free approach within the Edge Layer
and the actual encrypted data can be transmitted to the distributed database deployed over
the Cloud. In the Cloud database, the data (both field names and contents) is saved encrypted
and no decryption mechanism can be foreseen. In this way, a malicious user can only acquire
meaningless encrypted data in the absence of a decryption key. In case the end-user wants to
obtain the data stored in the Cloud distributed database, it is necessary to compose queries
using the encrypted field names stored in the Edge device’s local database. This mechanism
enables the development of a robust Cloud /Edge continuum ecosystem in terms of security

that can prevent the classic attacks made on the storage systems.

3.4 Implementation

In this Section, we describe in detail the implementation of the TDE mechanism for data
encryption on the Edge and its storage on a NoSQL DBMS deployed in a Cloud system.
We have focused our work on two fundamental phases: 1) Data acquisition, encryption and

memorization and 2) Data retrieval and decryption.

3.4.1 Data Acquisition, Encryption and Memorization

As a NoSQL database, the choice fell to CouchDB, a NoSQL document-oriented, schema-
free and peer-to-peer solution. The main problem with using CouchDB is the lack of an
integrated TDE mechanism: our objective is to fulfill such a gap. The logging pieces of data
that are acquired by sensors are sent from the sensor layer to the Data Collector software
module acting at the Edge Layer (Figure 3.3 - Steps: 1 - 2)). The Data Collector allows the
Edge layer to acquire plain logging sensor data and send it the Edge TDE module (Figure 3.3
- Step 3), which implements the TDE mechanisms. Within the Edge TDE module, the plain
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Figure 3.3: Data storage flow.

logging sensor data is encrypted using the AES 256 symmetric encryption algorithm and sent
to the Local DB (Figure 3.3 - Step 4)). To solve the problem due to the random factor of this
algorithm, it was necessary to create an index table (Figure 3.3 - Step 5) that is used to map
the correspondence between the plain fields names and the corresponding encrypted data.
The index table is created in the local database present within each single Edge Device. The
encrypted data is transmitted to the Cloud Interface module acting at the Cloud Layer (Figure
3.3 - Step 6). This software module has been implemented to allow communications between
the Cloud Layer and the Edge Layer, specifically allow the sending of encrypted data to
Couch DB. To store the encrypted data on Couch DB it is necessary to create a Content Table
containing both the encrypted fields names and also content data, i.e. the encrypted sensor
logging data (Figure 3.3 - Step 7). By creating this table it is possible to save the encrypted
sensor data on the Cloud (Figure 3.3 - Step 8).

This design choice was made to allow that sensor logging data can be saved in CouchDB in
encrypted mode over the Cloud. As a consequence, in the event of an attack, the malicious
user can access encrypted data. The mapping between plain fields name and corresponding
encrypted data is contained within the Edge, therefore both encryption and decryption

operations can be performed only at the Edge layer.
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3.4.2 Data Retrieval and Decryption

For data retrieval and decryption, a query-based mechanism has been implemented at
the Edge layer allowing secure data extraction from the Cloud. This design choice was made

to allow an high level of security and reliability of the data. The authorized user can access
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Figure 3.4: Data Decryption flow.

the Edge device and retrieve the data stored in CouchDB over the Cloud. The user interacts
with the Edge Layer to start the data retrieval and decryption process (Figure 3.4 - Step 1).
The Edge layer of Couch DB requests the local Database to extract encrypted fields name
contained in the index table, (Figure 3.4 - Step 2). The encrypted fields names are returned to
the Edge TDE software module where the data decryption processes take place. (Figure 3.4 -
Step 3).

From the Edge TDE, a query is build considering encrypted fields names that is submitted to
CouchDB acting at the Cloud Layer to extract the encrypted content data (Figure 3.4 - Step
4). In the Cloud layer, the Cloud Interface software module manages all the queries that are
made from the Edge device to CouchDB. The Cloud Interface carries out the query on the
CouchDB database which replies with the requested encrypted content data (Figure 3.4 -
Steps: 5 - 6). At this point, having found the data requested by the user, the Cloud Interface
sends the encrypted content data to the Edge TDE module running in the Edge device (Figure

3.4 - Step 7). The Edge TDE module contains the decryption symmetric key to decrypt the
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content data that are returned to the user (Figure 3.4 - Step 8).

3.5 Experimental results

The experiments presented in this Section demonstrates the goodness of the described
solution. In particular, a dataset containing logging sensor data, i.e., temperature, humidity,
and ping times, was used. The dataset contains 130.338 records. Specifically, the dataset
was divided into four parts of increasing size. A summary of the size breakdown of the

considered dataset is reported in Table 3.1. The data has been encrypted and a dataset with

Dataset Dimension Number of Records

25% 32.584
50% 65.169
75% 97.753
100% 130.338

Table 3.1: Experiments Dataset Partition

encrypted field names has been created. For performance evaluation, projection queries
were made. Three queries of increasing complexity were considered allowing us to compare
the performance of the system using three of the major NoSQL DBMS, that are Cassandra,
MongoDB, and CouchDB:

e first query: returns all documents that have the ping value equal to 17.28 seconds;

¢ second query: returns all documents that have the ping value equal to 17.28 seconds

and a recorded temperature value greater than or equal to 22.00 degrees Celsius;

¢ third query: returns all documents which have ping value equal to 17.28 seconds,
recorded temperature value greater than - equal to 22.00 degrees Celsius, and humidity

value greater than 35%;

For the sake of clarity, we underline that the traditional relational DBMS (RDBMS) termi-
nology changes with the considered NoSQL DBMS solutions: the concept of record or tuple
typical of an RDBMS turns into a row (considering Cassandra) or document (considering
MongoDB and CouchDB). The concept of a table changes into a collection considering Mon-
goDB and CouchDB and so on. Furthermore, the performance of a mechanism that allows
regenerating the database containing the encrypted field names has been evaluated. The tests

were carried out on a Virtual Machine (VM) with the following hardware characteristics:
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* Microprocessor: AMD® Ryzen 7 3700U, 4 cores;
e RAM: 8 GB;
¢ Hard drive type and capacity: NVMe SSD 128GB

Linux Ubuntu 20.04.03 LTS was installed on the VM along with:

* MongoDB: enterprise edition, version 5.0.6;
¢ DataStax Enterprise (Cassandra): Version 6.8.20;

¢ CouchDB: Version 3.2.1.

The software modules have been developed using Python 3.8.10.

3.5.1 Querying Time Performance

The querying response times allow us to understand if the proposed system can be used
in real Cloud/Edge Continuum scenarios. Three tests were performed with increasing query

complexity. In Figure 3.5 the results of the first query are reported, it is evident that MongoDB
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Figure 3.5: First Query - Medium Processing Time.

is the most efficient in terms of querying response times. In Figure 3.6 the results of the
second query are reported. Also, in this case, MongoDB is the most efficient solution in terms
of querying times. In Figure 3.8 the results of the third query are reported. Even in this case,
MongoDB is the most efficient solution in terms of querying times. As highlighted, the results
show MongoDB as the best-performing solution. It is equally evident that for the Edge context,
the other solutions are also usable. However, the only solution that supports the described
requirements (document-oriented schema-free data model, peer-to-peer architecture and
TDE support) is CouchDB. The experiments, therefore, allow us to evaluate the price to
pay for having a database solution fitting all the requirements of a Cloud /Edge continuum

ecosystem which guarantees a high level of security through the TDE.

30



3 — Data Storage Protection in Cloud-Edge Environment

100000
. ) - -
g 10000 _
r = MangoDB
£ W Cassandra
B 1000 CouchDB
=]
T
£ 100
a
E
10
32.584 £5.169 97.753 130.338
Records
Figure 3.6: Second Query - Medium Processing Time.
100000 —
£ 10000 =
b
g 1000 ® MongoDB
E ® Cassandra
= CouchDB
K 100
5
£
o 10
E
=
1

32.564 65.168 97.7he3 130.338

Racords
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3.5.2 Table Regeneration Time

The case study considered poses the problem of data availability. Edge devices are not
only prone to attack scenarios but also prone to failure. If the index table is lost on the Edge
device, it is necessary to regenerate it and update the content data collection in CouchDB over
the Cloud. This is necessary due to the previously described behaviour of the AES algorithm.

Such a procedure makes it possible to keep the system as a whole always operational. The
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Figure 3.8: Time Keys Regeneration - Medium Processing Time.

experiments show that the time required for encrypted data regeneration, and therefore for

the recovery of the system after an attack or a hardware failure in the Edge device, grows
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linearly as the dataset grows. This result shows the efficiency of the implemented solution in

terms of performance and therefore usability.

3.6 Remarks

The work described in this chapter allowed us to study, design and develop a system
that would allow us to guarantee data security in a Cloud/Edge continuum system. The
developed database system meets the requirements of the document-oriented schema-free
data model, peer-to-peer architecture, and TDE support. This objective has been achieved with
the use of CouchDB into which the TDE has been integrated. From performed experiments
emerged that the TDE solution based on CouchDB is slower in terms of computational times
than the other tested solutions. However, this result is compensated by the higher degree
of fault tolerance that our solution manages to give to distributed Edge/Cloud continuum
systems. We think that our solution can fit different application scenarios such as healthcare
and financial ones in which security and privacy are crucial aspects. In future works, we plan

to optimise our solution in terms of flexibility and processing time.
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cHAPTER 4

Secure Elaboration in Cloud Computing via Homomorphic Encryption

For years, one of the major issues against the adoption of Cloud computing has been
security. Typically, with traditional symmetric and asymmetric encryption schemes, data
can be encrypted and sent into Cloud data centers, but this approach presents a great
weakness: data must be transferred to the client-side to be deciphered and then processed.
Nevertheless, such an approach is not feasible for a large amount of data. In this chapter, we
address such an issue through the adoption of homomorphic encryption in a Cloud/Edge
continuum environment. Specifically, pieces of data are encrypted in the Edge and transferred
into the Cloud for storage and processing without the need to decode them. Experiments
performed on different homomorphic encryption schemes in a Cloud/Edge testbed highlight

the goodness of our approach.

4.1 Problem Statement

As mentioned in the previous sections, the Cloud Computing paradigm brings with
it some known issues that can definitely compromise the security of managed data and
consequently the privacy of end-users. The innovation and the business advantages are
indisputable and we can say that Cloud Computing has totally changed the mindset by
which Information and Communication services are provided. The transparency through
which the resource is provided thanks to Cloud Computing allows end-user to easily access

many services simply by using an Internet connection and a web browser exploiting the
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pay-per-use paradigm. This approach is fundamental in the Cloud service delivery model
named Software as a Service (SaaS). According to such an approach, the software is provided
like a typical home utility and the end-user no need to worry about the update of the SaaS, the
environment in which it is deployed, and how it is managed. The final user can simply utilize
the SaaS just with an Internet connection and, usually, with a web browser. Moreover, with the
advent of Internet of Things (IoT) an increasing amount of sensor data has been transferred
and processed into the Cloud [35]. All these advantages have concrete consequences. The
management of data is up to the Cloud Provider. However, the Cloud provider itself can
represent a threat to the user’s data. Typically, with traditional symmetric and asymmetric
encryption scheme, data can be encrypted and sent into Cloud data centers, but this approach
presents a great weakness: data must be transferred to the client side to be deciphered and
then processed. Nevertheless, such an approach is not feasible for a large amount of data.
In this chapter, we address such an issue through the adoption Homomorphic Encryption
(HE) in a Cloud/Edge continuum environment. Recently, Edge computing has emerged as a
new distributed computing paradigm that allows moving data storage and processing closer
to the source of that data to reduce the latency in data transmission of Cloud providers.
However, this is not always possible because some services needs to be decoupled in a
Cloud/Edge Continuum environment. This is the case of secure massive data storage and
processing. According to such an approach, pieces of data can be encrypted in the Edge and
transferred into the Cloud for storage and processing without the need to a-priori decode
them. Hence, According to our scenario, each tenant (e.g., government, hospital, bank, etc.)
accesses the service through its trusted Edge layer in order to perform operation on its
sensitive data. This is the only place in which plain text data are temporary stored. Once
encrypted with an homomorphic scheme, data is sent to the Cloud provider for massive
storage and processing. In the end, the result of processed encrypted data is sent back to the
Edge layer. This advantage of our approach is twofold: a) no data is disclosed over the Cloud;
b) it overcomes the psychical limits of the Edge layer about data storage and processing
especially for the onerous computation task due to HE.
Furthermore, in order to study the impact of homomorphic encryption in encrypting data in
the Edge and perform aggregation operation queries on encrypted data in the Cloud, in our
experiments, we tested different libraries and different algorithms in order to evaluate the
overhead introduced by Homomorphic Encription within the whole process. In particular
we’ll consider two libraries, both implemented in Python programming language. The

first one implements the Pailler algorithm [15]. The second one exploits BFV algorithm
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[36] and CCKS [37]. The remainder of this chapter is organized as follows. An overview
about the current solutions regarding the secure elaboration of encrypted data according
to Homomorphic approach is provided in Section 4.2. The designed system architecture
is presented in Section 4.3. A prototype implementation considering different alternative
HE libraries is discussed in Section 4.4. Experiments performed in a Cloud/Edge testbed
highlighting the goodness of our approach and current limits are discussed in Section. 4.5.

Section 4.6 concludes the chapter also providing light on possible solution improvement.

4.2 Related Work

The first Encryption Scheme is the RSA [38] and, for the first time, its homomorphic
property is described in [39].
Over the years, several Homomorphic Encryption Schemes were designed and realized in
order to make even more sophisticated, secure and efficient this new approach. The survey
[40], starting from RSA, describes all the most important Homomorphic Encryption algo-
rithms designed. It shows the advantages and the disadvantages of each algorithm presented,
in particular, referring to its efficient implementation. In the Cloud era, the Homomorphic
approach is the solution for a concrete problem about data security and end-user privacy. For
this reason, many studies tried to find a solution exploiting the Homomorphic Encryption
main features. For example, in [41] the authors try to explain the problem, and, in particular, it
describes how Homomorphic Encryption can solve the problem presenting several use-cases
and several approaches.
The research presented in [42] provides a solution through which manage the data in security
is possible. In particular the paper provides a layer on MongoDB Server transparent for
end-user. Even in this case the solution makes use of Homomorphic Encryption in order
to perform some computation on encrypted data. The work is interesting and provide a
real solution for a NoSQL Database like MongoDB, widely used in Cloud Computing but,
unlike our solution, the architecture is not designed for providing Cloud Services. Indeed,
the database is exposed directly to end-user and there is no SaaS services provided. A sim-
ilar situation is presented in [43]. In this work, a searching scheme in privacy condition is
realized and tested. The research exploits Homomorphic Encryption in order to carry out
data research and query without having to decrypt the data stored. Even in this case the
Database considered is MongoDB. The work is interesting and it could represent a solution

for the encrypted data querying problem. The architecture is pretty simple and it is not
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really innovative and, even in this case, unlike our work, the solution is not provided to the
end-user according Cloud "rules".

An interesting work about Cloud Data management is carried out in [44]. Here, the authors
have designed a system to share reserved data in security exploiting the Homomoprhic
Encryption to realize the "long-term" privacy concept and to ensure a trusted data flow
between an hypotetical data owner and an hypothetical data analyst warranting the privacy
of data owner but also his correctness in the data sharing. On this issue, an evolution is
performed in [45]. In this article, a real service for the end-user is provided. Indeed, here,
a secure and efficient privacy-preserving solution for exploring genomic cohorts in a real
operational scenario is described. The solution exploits Homomorphic Encryption to stores
and computes genomic data avoiding, as described, some well-known attacks and threats.
This solution is not grouped in Cloud Computing pool services but, implicitly, provides a
service secure managed software for end-users that can be also deployed in in a not-trusted
environment without affecting the privacy of users. As we have seen, the healthcare use-cases
are very common in this kind of service, because, as we have already said, healthcare is
one of the most sensitive fields in ICT Applications. The solution proposed in [46] faces
the contacts-tracing problem, during the COVID-19 Pandemic, exploiting a Homomorphic
Encryption Scheme to ensure the privacy of each person that uses the app designed. The
operations that verify the contact between two patients are performed over encrypted data in
a totally transparent way. Even in this case, the service is not provided according the Cloud
approach. Moreover the solution that we propose is more general and applicable on more
use-cases.

In the paper [47] we have another example of homomorphic encryption implemented within
a healthcare case and developed to researchers and medics. In the situation presented, in par-
ticular, the data encrypted and elaborated are genethic data. This kind of data are elaborated
in order to diagnostic particular diseases. The peculiarity of this implementation is the use of
a Multi Key Homomorphic Encryption Scheme. In the architecture designed the genetich
data are provided and exploited by several different hospitals. This kind of Homomorphic
scheme allows the presence of more public key and more permissioned users enabled to
perform computations on data or decrypt them.

A strong evolution is actuated in CryptDICE system [48]. The solution proposed in that work
is innovative and, in contrast to the solutions we have mentioned above, it’s collocated in
a real Cloud Architecture. Indeed, the research in question, presents a flexible and generic

data access system that runs on top of the main models related to Cloud Computing. It
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represents a framework through which it’s possible to manage the data in a advanced way
allowing the secure storing and the secure computation. It exploits more than one Encryption
Scheme including an Homomorphic one in order to implement several ways to reserve data
according to the application level use-case. The architecture designed is sophisticated and we
can consider it like a Platform as a Service example. It is a framework provided to developer
to realize secure application according Cloud standards. This research is strictly related to
our work even if we want to increase the abstraction providing a ready service for end-user.
Indeed, the final consumer will be not necessarily a developer, but we imagine he will be a
generic tenant that wants to stores and elaborate data. Moreover our architecture, that we’ll
discuss in Section 4.3, can be considered plug and play because it’s deployable in any classic

Cloud Infrastructure always ensuring the privacy of tenant.

4.3 HE-Enabled Cloud/Edge Architecture

The system architecture depicted in Figure 4.1 shows how our homomorphic engine works
around two main layers: Edge layer for data management; and Cloud layer for processing

and service provisioning.

4.3.1 Edge Layer

The Edge layer is in charge to manage the collected plaintext data. In this layer, we have
the implementation of the Homomorphic Encryption Scheme. Each Edge device generates,
at first boot, the Key Pair useful for the Encryption and the Decryption of the collected
plaintext data sending the Public Key to the Cloud server in order to allow the Cloud Side
computation. The Edge devices are considered trusted and authenticated for each request
carried out towards the Cloud layer. The data will be collected at the Edge layer through
the end-user interface or IoT components that can detect the data through integrated tools.
In the architecture, the devices within the Edge layer are strictly related to the customer
tenant that is involved in the service providing. They are secure devices that are managed
and administrated only by it. This approach ensures that the plaintext data is never collected
by a third-party Cloud entity. The Edge layer through secure communication interacts with
the Cloud layer that stores the data already encrypted through the typical tools used in data
management. Figure 4.4 describes the main tasks of layers considering a real possible tenant
like a hospital. The Edge layer, as shown, hosts the data received by all possible cases inside

the hospitals. It could receive data from IoT devices and healthcare wearable devices (even in
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Figure 4.1: Homomorphic engine architecture.

tele-health scenario) that measure vital parameters of patients (e.g., heartbeat, blood pressure,
oxygen saturation, etc.) but it could also receive data inserted from Doctors’ reports and
analysis, and also from the hospital administration that wants encrypt, stores and elaborate
administrative data (e.g., therapies prices, revenue and so on). The Edge devices present in
the tenant are responsible to acquire the data, encrypt and send them in a secure fashion to
the Cloud layer and its position is not necessarily in the Hospital. The encryption will be
actuated through the key pair generated at the first boot. After the key pair generation, but
before the first data uploading, the tenant can retrieve the public key by the Edge layer. The
key generation is dependent on the HE algorithm considered in the implementation phase
which will be discussed in Section 4.4. Figure 4.3 describes, in detail, the components present

within the considered layers. The Edge Layer hosts three main components:

¢ The Data Interface is the software interface that manages the data uploaded by the
tenant. This component is a generic component that in the implementation phase can

be developed to manage different human-readable formats.

* The Encryption Component encrypts the data updated through the Data Interface
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Component. It exploits the key pair that has already been created. It abstracts the

possible used encryption algorithm.

¢ The Client transmits the data over a network (e.g., Internet) to the server placed in the

Cloud layer

The communication channel that connects these components is abstracted. For this reason, the
components do not necessarily have to be inside the same physical devices. The components

can be deployed in different devices always belonging to Edge layer.

4.3.2 Cloud Layer

The Cloud Layer includes a system architecture that manages the data involved without
knowing its nature. The Cloud is totally agnostic about the state of the data. The same is
valid for data processing.

The Cloud Layer functionalities in the proposed architecture are mainly two:
¢ The first is related to the collection and storage of the data transmitted by Edge layer.
* The second is the providing of actual service to the tenant.

The former functionality is accomplished thanks to the elements described in Figure 4.3. The

latter are two:

* The modeler receives the data transmitted by the Client and, based on how the data
received are structured (according to a specific format), it performs an insert task in the

database.
e The database hosts the received data.

As Figure 4.2 shows the other main functionalities in which the Cloud Layer is involved

include:

¢ The User Interface by which the tenant employees can access to the service. It could be
accomplished in different ways. In the typical SaaS Cloud Model, the User Interface is a
web user interface. This element allows the actual interaction with the service provided

by the final user.

¢ The Homomorphic Engine represents the other side of the HE scheme. It is constituted
by the operations that are possible to perform on the data. The architecture proposed

by us does not indicate a priori the operations to be performed. The processing could

39



4 — Secure Elaboration in Cloud Computing via Homomorphic Encryption

Cloud Layer '

Database

v

Homomaorphic Engine

Secure

Secure
precessing 2

Secure
processing n

o

e
{;.:‘mcessing 1
-

User Interface

]
X

Tenant Employee

Figure 4.2: Cloud Layer detail service providing.

Edge Layer

Figure 4.3: Layers detailed components in insert phase.

=)
& Om
B =)
2 33 0
3 o O 2 o =
o - g-ﬂ - g
& 29 -
e N S

40

Cloud Layer ‘5

2
g g
& > &
o 5
- o
N A N A



4 — Secure Elaboration in Cloud Computing via Homomorphic Encryption

be different and based on what kind of elaboration the service wants to provide users.
Each elaboration could be integrated next with respect to the first deployment. For
example, they could be implemented through a serverless FaaS approach by which the
provider can deploy different elaborations. Obviously, the main requirement is that

each processing can communicate with the database that hosts the encrypted data.

These parts of the architecture do not hold the Private Key involved in the process, since
it will never be able to decrypt the stored data. The communication between Cloud and
Edge layers has to be secured, authenticated and encrypted. The detail of the security in
communication channel and the management of accesses is out of the scope of the work
described here.

From the point of view of the service provider, the process placed within the Cloud layer
abstracts the Cloud mechanisms below. In summary, the final Software provided as a Service

is, in turn, abstracted also for the Service provider.
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Figure 4.4: Use-case architecture detail.

44 Implementation

This Section describes a prototype implementation of the previously described architec-
ture. In particular, its development is focused on the libraries used for Encryption function-
alities. In our implementation, we want to exploit two different libraries and two different
algorithms, both accomplished through the Python3 programming language. They are the

following;:

¢ Python-Paillier [49, 15]. As the name suggests, it is a library that implements the
Paillier algorithm in the Python language. It is one of the most famous HE schemes.
It is a probabilistic algorithm based on a modular n-th residue problem. It is partially

homomorphic and, in particular, it is homomorphic with respect to the sum operation.
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¢ PyFhel [50] is another important Homomorphic Encryption library based on Microsoft
SEAL Backend. It is a piece of Microsoft framework that implements HE at low level.
The algorithms implemented are the BFV [36] algorithm for the operations on integer

numbers and the CCKS one [37] for the operations over real numbers.

In our implementation, we imagine a real healthcare use case in which a medical facility or a
medical doctor exploits the service provided in order to perform some statistical computations
over encrypted data. For example, we figured out that the administrative employees of the
medical facility update the data through a CSV file in order to store them in an encrypted
way and to perform some operations over them. Another example could be a medical doctor

that from a patient’s home carry out some vital parameters measurements.

441 Edge Layer

In the Edge Layer, the implementation regards the first process involved in the flow which
is the key pair generation and the process for the Encryption of the collected data. As we
have described in the Section 4.3, the Edge layer hosts three components. The Data Interface
for the data uploading, the Encryption and the Client. The first and the third ones, in this
phase, are implemented through a Docker Container in which a Python Script is executed.
The Data Interface was accomplished through the Flask Framework to expose a Web Server
that can collect data. It takes the data uploaded and uniforms them like a JSON discoverable
in the Encryption phase. The Client consists of a script in which an HTTP request towards
the Cloud layer is carried out. As we have above mentioned, the main focus of our work
is related to the HE scheme. For this reason, the Encryption Component was implemented
through the two libraries above described.

First of all, as described, the Edge Layer is involved in the key pair generation implemented

through the function provided by the libraries.

from Pyfhel import Pyfhel, PyPtxt, PyCtxt

» HE = Pyfhel()
5 HE. contextGen (p=65537)

5 # Key Generation

6

8

9

HE. keyGen ()

#Store KeyPair
HE.savepublicKey (pk_file)
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10 HE. saveContext(contx_file)

Listing 4.1: PyFhel Key Generation

As we can see in the Listing 4.1, the key pair generation, with the PyFhel library, consists of
the creation of a context to which the modulus is passed to. The creation of context allows for
key pair generation. After that, they are stored in the filesystem in order to use them when
necessary. Once the public key was generated, it is available for the tenant and it will be

useful when it wants to get the result of computations over encrypted stored data.

)

from phe import paillier

5 import pickle

5 pub, priv = paillier.generate_paillier_keypair ()
pickle .dump( pub, open( "pub.key", "wb" ) )

7 pickle .dump( priv, open( "pub.key", "wb" ) )

Listing 4.2: Python-Paillier Key Generation

The key pair generation in python-paillier library is almost the same. Even in this case, we store
the keys in a filesystem in order to retrieve them when necessary. The Encryption operations
performed by the Encryption component foresee the encryption of the data collected and
uniformed by the Data Interface component. This component exploits the function provided

by the libraries to encrypt the data that is sent to the Client component.

4.4.2 Cloud Layer

The implementation of Cloud layer was focused on the two functionalities. The first one
is related to the insertion phase. This task is performed thanks to two elements: Modeller and
Database. The Modeller is the component that takes the data transmitted by the Edge layer
and starting from them, creates a model for the database storage. Moreover, the Modeller is in
charge to perform the data insertion within the Database. This component is a Web interface
developed through Flask framework. The Database component is implemented through
the NoSQL DBMS MongoDB deployed in a Docker container. In our specific use-case, the
considered model is organized in a single collection as shown in Listing 4.5.

The specific type of each field can change based on which library is used to encrypt the data
in the insertion phase. Furthermore, the Cloud layer is connected to the final service provided
to the tenant. In particular, it hosts all the components useful for the final service providing.

As Figure 4.2 shows and as we have described in Section 4.3, the components involved in the
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flow are three. The first is the Database that hosts the encrypted data. Its implementation has
been already discussed. The communications between MongoDB and the other components
of the architecture are managed through the python MongoDB driver pymongo. The second is
the Homomorphism Engine that hosts all the homomorphic functionalities and the third is
the User Interface that exposes the elaborations’ result. The homomorphic processing carried

out in our implementation are basically two:
* A cumulative sum on a set of filtered results.
¢ A cumulative average on a set of filtered results.

For each functionality, we must distinguish the two libraries used.

In the case of python-paillier library, we have our numeric data stored as an array of two
elements. One element is the ciphertext and the other is the exponent used in the key
pair generation phase. These parameters are then passed to the constructor in order to

re-instantiate the EncryptedNumber object.

cur = db[collection]. find (filters_applied)

3 sum = 0

for elem in cur:
ciphertext = int(element[homomorphic_field][0])
exponent = element[homomorphic_field][1]
encryptedelement = paillier .EncryptedNumber(public_key, ciphertext, exponent)

sum = sum + encryptedelement

return sum

Listing 4.3: Python-Paillier Cumulative Sum

In Listing 4.3 the first homomorphic processing is implemented using python-paillier
library. As we can see, at the beginning, the data is retrieved from the database through a
pymongo query. The field homomorphic_field represents the field on which the computation is
carried out and it is passed by the user through the User Interface component. The same is
for applied filters. They represent the filters, chosen by the user, applied to the inserted data.
After the cursor is iterated and each EncryptedNumber stored, the cumulative sum is carried

out.

cur = db[collection]. find (filters_applied)

sum = 0

3 for elem in cur:
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ciphertext = elem[homomorphic_field ]

elem_he = PyCtxt ()
elem_he.from_bytes(ciphertext, encoding='int")
elem_dec = HE.decrypt(elem_he)

somma = somma + elem_he

return sum

Listing 4.4: PyFhel Cumulative Sum

Similarly, Listing 4.4 shows the implementation of the first functionality via the PyFhel
library. The flow is almost identical. The only difference is the ciphertext type. In this case,
the Encrypted number is stored on dabatase as a bytes stream. Indeed, we get that bytes
stream, encode it and retrieve the Encrypted PyFhel Object. At this point, we can sum all
the elements queried and returns the final cumulative sum. The cumulative average was

developed accordingly.

4.5 Experiments

In this section, we’ll see how we have evaluated the performance of the designed architec-
ture and of the related implementation. For the experiments, we have imagined a tele-health
scenario, as depicted in Figure 4.5. The data are updated through the Edge Layer, as described
in Section 4.3, that is placed in the patient’s home. As we have explained, the data model is
generated by the component Modeller. In our test settings the model of the data uploaded is

the following:

{
"ID_User": "Patient 's ID" ,
"First_Name": "Patient's Name",
"Last_Name": "Patient's Last Name",
"Sex": "Patient's Sex",
"Date_Of_Born": "Patient's Born Date"
"Medical_Records_ID": "Medical Records' ID",
"Hospitalizations ": "Number of minutes of patient's hospitalizations",

"Medicare_Payments ": "Total Cost of treatments"

Listing 4.5: Schema Data Updated

The number of documents updated are 100000. The Aggregated operations have been
carried out on Hospitalization and Medicare_Payments fields. The Encryption functionalities,

as we have described, are deployed both on the Edge side and on the Cloud side. In this
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scenario, we have simulated Edge devices with a Raspberry PI 4 with RAM Memory of 4GB.
The Cloud Layer is simulated through an OpenStack infrastructure deployed on a Physical
Server. The Virtual Machine created on that infrastructure has the following characteristics:
RAM Memory 16GB, CPU of 10 cores and it runs Ubuntu 18.04.

We have evaluated the performance both of the insert phase and of aggregated elaboration.
As said, the first one involves the Edge Layer, the second one involves the Cloud Layer. As
we have seen in Section 4.4, the aggregated operations implemented (sum and average) are

divided in two asynchronous phases:
* Query to the Database
¢ Homomorphic Aggregate Operation

For this reason, we have evaluated how each phase influences the final response time. In
the performance tests, in order to evaluate the system, we have evaluated the aggregated
sum. We have considered different portions of the dataset. In particular, we have tested

respectively the 25, the 50, the 75 and the 100 percent of the dataset.

loT Devices
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Figure 4.5: Experiment settings.

Moreover, we have also tested the insert time of the portions of the dataset considered
in order to evaluate the average time for the insertion and the encryption of the data. Each

test was performed 31 times in order to evaluate the performance considering the first query
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Figure 4.6: Time response of the system in Aggregation Sum operation.

response time affecting the whole dataset and the average query response time affecting
the MongoDB Query Cache. This kind of evaluation is important because for a frequently
changing data set the first query response time is very relevant, whereas for a rarely changing
data set the average query response time of the following queries (on cached data) is very
relevant. The sum test was performed also a single time in order to evaluate the query on
not cached data. As we can see from the figures, in each case considered and evaluated, the
PyFhel Libraries is more efficient with respect to the Pailler library. The reason is related
to the implemented algorithm. The PyFhel, as we have already discussed, exploit BFV and
CCKS Algorithm that are more sophisticated. Moreover, the considered library exploits the
continuous support of the Microsoft framework, and for this reason, it could result in more

updated and more maintained.

4.6 Remarks

The massive use of Cloud computing pool of services requires everyday better security in
data management. Although Cloud Computing is a powerful and now indispensable tool,
the security weakness is blinding. The work that we have proposed here can potentially
solve one of the most important and studied security weaknesses of Cloud Computing. The
solution proposed, with the help of Edge Computing in a Cloud-Edge continuum context,
describes an accurate and applicable secure solution for data storing in a database and its

elaboration.
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The tests carried out on the solution prove that the response times could result tolerable.
In future work, we think that new algorithms and other interesting libraries could be imple-
mented. Moreover, the architecture designed in this work does not bind all the homomorphic
elaboration proposed here. We can imagine joining in this architecture and in the service
provided even more sophisticated elaboration that, for example, involves Machine Learning

operations on Encrypted Data.
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CHAPTER B

Cloud-Edge Workflows for Environmental Monitoring

5.1 Problem Statement

Cloud Edge Computing is an innovative paradigm in services computing field that has
emerged as a pattern that combines the capabilities of cloud infrastructure with the agility
and proximity of edge devices. This dynamic approach is revolutionizing the way we process
and analyze data, offering an array of innovative possibilities across various domains. In
particular, Cloud Edge Computing and associated workflows have become invaluable tools
for addressing environmental challenges and achieving sustainability goals.

The environmental sector faces an ever-increasing volume of data generated by diverse
sources, such as remote sensors, IoT devices, satellites, and drones. These sources provide
crucial insights into climate, natural resource management, conservation efforts, and environ-
mental monitoring. However, the sheer magnitude of environmental data presents unique
computational and logistical challenges.

This is where Cloud Edge Computing comes into play. As we deep in 1, 2, Edge Com-
puting allows to extend computing capabilities to the border of the network, closer to where
data is generated, and as we saw in detail, this approach reduces latency, enhances real-
time processing, and optimizes bandwidth usage. It allows for the seamless integration of
cloud resources, edge devices, and workflows tailored to the specific needs of environmental
applications.

The proposed work tries to exploit workflows in Cloud-Edge to perform an environment
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forecasting leveraging Cloud and Edge infrastructure combined in order to overcome the
weaknesses of the single infrastructure. To do that, two workflows were realized, in which
the inference with a feed-forward neural network and a transformer is carried out.

The contribution of the work is the following:

¢ Design an Edge-Cloud architecture able to host two Workflows to make a distributed

inference

¢ A Practical Implementation of the Workflows with Pegasus WMS

5.2 State of the art

During the last few years, several research works tried to combine Artificial Intelligence
and distributed systems to optimize several factors in the whole computation and to exploit
more distributed resources. The work proposed in [51] distributes Deep Neural Networks
inference over distributed computing paradigms like Cloud, Edge, and end devices geo-
graphically distributed. The inference is distributed across all the paradigms used (Cloud,
Edge, IoT) and an early-exit approach is exploited. It evaluates, in the inference phase, the
correctness of the inference for each layer starting from the end device until the cloud. It
can combine multiple end-layer devices. The solution described in [52] realized an inference
distributed splitting the Layers of the Neural Network in a bootstrap phase and distribution
according to specific layers. It proposed an architecture and a specific flow with the following
tasks: Model Partitioning, Configuration, and Distributed Inference. The solution logically
concatenates different nodes in order to spread the model partition and distribute the in-
ference. In [53] the authors proposed a solution to split the Convolutional Neural Network
(CNN) structure into smaller parts with the aim of reducing memory usage. The simulation
results performed on VGG16 and ResNet18 networks for the classification of CIFAR10 images
demonstrated a reduction in both the quantity of memory consumption and the number of
computational operations.

In [54], the authors proposed a distributed inference framework called EdgeFlow. The
solution is designed to split the inference tasks among multiple Edge devices. The results
showed that the proposed solution is able to reduce the inference time by 40.2% compared
with other solutions.

In [55], the authors proposed a solution that not only distributes a Deep Neural Network

(DNN) across multiple edge devices but also optimizes computation resources and memory:.
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The solution has been validated by simulation of six edge devices running YOLOv2 DNN.

In [56], the authors proposed a Spark cluster for distributing the inference in TensorFlow.
In particular, they compared the performances of four different configurations: i) a single
Raspberry Pi 4B; ii) a cluster composed of two Raspberry Pi 4B; iii) a cluster composed of two
Virtual Machines (VMs); and iv) a desktop computer. To validate the proposed solution they
tested InceptionV3 on CIFAR10 and ImageNetV2. However, due to errors, all Spark-based
clusters failed to perform the execution.

In [57], the authors proposed a solution to move the Machine Learning (ML) inference
into IoT devices. The idea is to create a hierarchical structure that has accuracy and prediction
comparable with a cloud-based solution. The experimental results showed that the accuracy
of the hierarchical-based solution is the same as the cloud-based but the energy use and
latency can be reduced by up to 63% and 67% respectively.

Although all aforementioned works treated different aspects of the distribution of ML
inference, none of these consider a framework that is able to distribute the workflow between

Cloud and Edge resources.

5.3 Motivation and Use Case

The Cloud-Edge Continuum, as mentioned earlier, combines two essential paradigms for
service provisioning and deployment. It encapsulates the convergence of cloud computing
and edge computing, providing a comprehensive approach to data processing and compu-
tation. This innovative architecture is a pivotal response to the dynamic requirements of
modern applications, where low latency, real-time processing, and efficient resource utiliza-
tion are paramount. Thanks to this new framework, we can harness the advantages of the
cloud, such as computational resources, in combination with the benefits of edge computing,
including low latency and enhanced security.

At its core, the Cloud-Edge Continuum bridges the gap between the vast computational
capabilities of the cloud and the immediacy of edge devices. It seamlessly orchestrates data
flow and processing tasks between the cloud and edge, enabling applications to leverage the
strengths of both domains.

In our proposed solution, we introduce a Workflow concept within the Cloud-Edge
Continuum environment to offload Artificial Intelligence (Al) inference tasks between cloud
and edge infrastructure. This novel approach capitalizes on the low latency of edge computing

for data collection and the robust computational capabilities of cloud infrastructure for
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intensive inference tasks.

The adoption of a Cloud-Edge Workflow for Al inference in hydrogeological basin
datasets is driven by the pressing need to address critical water resource management
and environmental challenges. Hydrogeological basins, intricate systems of groundwater and
surface water, play a pivotal role in sustaining ecosystems, providing drinking water, and
supporting various industries. Consequently, the utilization of Al is essential for resource
monitoring, environmental management, and disaster prevention.

In our proposed solution, we exploit a specific dataset related to our use case: the LAMAH
dataset [58]. This dataset, covering the Danube River’s basins across three different countries,
offers diverse information, from geophysical data to historical water levels. Leveraging a
Cloud-Edge Workflow enables scalable Al inference, facilitating the efficient extraction of
intricate patterns and trends from this extensive dataset.

Furthermore, our solution emphasizes resource optimization, particularly in remote or
resource-constrained areas. The distributed approach of the workflow maximizes resource
efficiency, reducing energy consumption and costs associated to data transmission and cloud-
based processing. The proposed solution performs Al inference in order to forecast one of the
columns provided by the LAMAH dataset: the runoff of the basin expressed in the dataset as
Qobs.

As of the time of writing, there is no existing solution that leverages the Cloud-Edge
Continuum and Workflows for distributing Al inference processes. Through this approach,
we aim to enhance the management and orchestration of Al inference across a variety of

heterogeneous devices.

5.4 Design

In this section, the solution proposed will be described. In particular, its architecture
will be deep and the workflow designed will be depicted and described. As mentioned, the
proposed solution will create a Cloud-Edge Workflow for the inference of the water runoff of
the baisins. LAMAH dataset provides different kinds of data for about 800 basins [58]. In our
solution, after deep, a workflow for the forecasting of runoff in all basins is proposed. The
work, in particular, as mentioned, will perform the inference of the label Qobs that describes
the water runoff of each basin. Runoff forecasting is a regression problem that tries to foresee
the amount of water flowing out by the basin on a specific day. Before the design of the

architecture, some works related to the cleaning of the dataset and the analysis of data were
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performed. Indeed, the dataset is very huge and several features belong to it. These operations
were performed in order to carry out the training of the models exploited in the distributed

inference.

5.4.1 Preliminary Works

The preliminary works performed before the design of the architecture were related to

the model used for the inference of the data. In particular, two models are considered:
¢ A Forward Deep Neural Network with two hidden layer
¢ A Transformer model for the time-series data prediction

The models were trained by exploiting each basin dataset. Only 10 basins are considered
for the training and 10 different models have been trained. Indeed, a different model for
the basin was trained. This choice is related to the workflow design, as specified in the
following sections, but also because a unique trained model should not be able to generalize
the forecasting problem. As shown in Figure 5.1 and 5.2, Transfomer model reach a lower

error on a test set after the training part.
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Figure 5.1: Error representation for feed-forward model

5.4.2 Architecture

The High-Level Architecture is described in Figure 5.3. As depicted by the image, two
different levels are considered. The lower level is the Edge layer that interacts and collects
the data victim of the inference. The higher layer is the Cloud Layer in which, obviously, the

Cloud Infrastructure is hosted. Each Layer is part of the infrastructure
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Figure 5.2: Error representation for Transformer model

5.4.3 Workflows Design

The designed workflows split the inference processes into different chunks that can be

distributed among Cloud and Edge Infrastructures.

h
Inference
Workflow

.
LT

Figure 5.3: Solution Architecture

1. Workflows Objective: The primary objective of the two designed workflow is to dis-

tribute the inference process by dividing it into smaller partitions in order to offload

that among Edge and Cloud.

2. Workflow Structure: The workflow’s structure is tailored to partition the inference
process. In particular, the workflow starts with inference data and retrieves the correct

weights to load splitting the model into different parts. The Workflow’s Jobs will be
depicted in detail about both workflows.
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Transformer Inference Workflow

The workflow is graphically depicted in Figure 5.4.

Job Descriptions:

a. Preprocessing (Job ID0000001): This initial job involves the conversion from the raw

data collected to the input of the next jobs and the input of the models

b. Preinference (Job ID0000002): Although this job doesn’t explicitly involve partitioning,
it could be responsible for preparing the models and data structures required for the
partitioned inference. In particular, during this job, the right weight set is loaded.

Indeed, as specified, different weights are trained for different basins.

c. Generate Partitions (Job IDO000003): This job plays a pivotal role in the partitioning
strategy. It takes the trained model from the previous jobs and generates multiple
partitions of the model. These partitions will be exploited for the inference in the next

jobs.

d. Inference Jobs (Job ID0000004 to ID0000007): Each of these jobs is an inference task,
and it processes through different partitions of the model generated in the previous job.
By splitting the inference into these separate jobs, it is possible to offload each job to a

different infrastructure (e.g. Cloud or Edge)

e. Inference Decoder (Job ID0000008): This job performs the final inference that involves
the Decoder of Transformer and that involves the Decoder Input and the Encoder

Output

f. Conversion (Job ID0000009): The final job takes the processed data and converts it into

a more usable format for further analysis or reporting.

Classical Feed Forward Network Inference Workflow

The workflow is graphically depicted in Figure 5.5.

Job Descriptions:

a. The jobs related to preprocessing, preinference and conversion of the final output and

generating partitions have the same logic already described for Transformer Workflow.
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b. Generate Partitions (Job ID0000003): Unlike transformer workflow, here, the Generate
Partitions job splits the model into homogeneous partitions. Indeed, in classical feed-

forward neural networks the layers are quite homogeneous among the model.
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Figure 5.4: Workflow for Inference with Transformer model

5.5 Implementation

In this section, the practical implementations of the designed workflows will be described.
The carried-out implementation has been focused on the workflows that, as already specified,
will be deployed in a Cloud-Edge Continuum environment. The workflows have been

realized through Pegasus WMS [59].
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Figure 5.5: Workflow for Inference with Dee

5.5.1 Pegasus
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p Feed Forward Neural Network

Pegasus Workflow Management System (WMS) is an open-source tool that empowers
scientists to create custom abstract workflows using high-level APIs. For the execution of

these workflows, Pegasus utilizes HTCondor, which is an open-source software framework
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designed for distributed computing. HTCondor’s primary function is to manage and sched-
ule workloads across a cluster of computers or a grid of machines. In collaboration with
HTCondor, Pegasus offers a range of functionalities that enable the transformation of an
abstract workflow into a tangible representation in a .dag format. This transformation al-
lows HTCondor’s DAGMan to efficiently allocate resources and schedule jobs within the
HTCondor cluster.

The HTCondor cluster foresees three different roles within a cluster:

1. Submit Node (Scheduler): The Submit Node serves as the entry point for users to submit
their computational tasks to the HTCondor system. Users provide job descriptions,
and the Submit Node interfaces with the HTCondor Central Manager to manage and
schedule the job queue. It does not directly execute the tasks but takes charge of job
submission and monitoring. To ensure seamless functionality, both Pegasus WMS and
HTCondor binaries must be installed on this node, as Pegasus utilizes HTCondor

utilities to present the final workflow.

2. Central Manager (Master): The Central Manager assumes a central role in the HTCon-
dor cluster. It maintains an overview of the status of all machines in the cluster and
oversees the matchmaking process. In the HTCondor system, each worker node period-
ically shares its characteristics with the central manager. The central manager gathers
information from the scheduler and handles the task of matching jobs to available

resources. It is instrumental in resource allocation and job distribution.

3. Execution Node (Worker): Execution Nodes represent the worker machines within the
HTCondor cluster. These nodes are responsible for the actual execution of computa-
tional tasks scheduled by the Central Manager. Execution Nodes can have varying
configurations, and they run user-submitted tasks in isolated environments, ensuring
that tasks do not interfere with each other. HTCondor involves different architectures
for the execution nodes (e.g. arm64, x8086, etc). This makes him a perfect tool to realize

a Cloud-Edge environment.

5.5.2 Workflows implementation.

Pegasus exploits its own YAML structure to define the workflow. The YAML workflow
file Here, the YAML used to implement in Pegasus the Workflows described in Section 5.4

will be shown and briefly described.
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Listing 5.1: Feed Forward Neural Network Worfklow YAML Structure

x-pegasus: {apilang: python, createdBy: submituser, createdOn: '10-13-23T07:52:51%Z'}
pegasus: 5.0.4
name: gobs_distributed_prediction
jobs:
- type: job
name: preprocessing
id: ID0000001
arguments: [inference_220.csv, output-0.pth, metadata_model.pickle]
uses:
— {lfn: metadata_model.pickle, type: output, stageOut: false, registerReplica: false}
- {lfn: inference_220.csv, type: input}
- {lfn: output-0.pth, type: output, stageOut: false, registerReplica: false}
- type: job
name: preinference
id: ID0000002
arguments: [metadata_model.pickle, trained_model.pth]
uses:
— {lfn: metadata_model.pickle, type: input}
- {lfn: trained_model.pth, type: output, stageOut: false, registerReplica: false}
- type: job
name: generate_partitions
id: ID0000003
arguments: [trained_model.pth, 4, metadata_model.pickle]
uses:
— {lfn: trained_model.pth, type: input}
- {1fn: partition-2.pickle, type: output, stageOut: false, registerReplica: false}
— {lfn: partition-0.pickle, type: output, stageOut: false, registerReplica: false}
- {lfn: partition-3.pickle, type: output, stageOut: false, registerReplica: false}
- {lfn: partition-l.pickle, type: output, stageOut: false, registerReplica: false}
- type: job
name: inference
id: ID0000004
arguments: [output-0.pth, partition-0.pickle, output-1.pth]
uses:
- {lfn: output-1l.pth, type: output, stageOut: false, registerReplica: false}
- {lfn: partition-0.pickle, type: input}
— {lfn: output-0.pth, type: input}
- type: job
name: inference
id: ID0000005
arguments: [output-1.pth, partition-1l.pickle, output-2.pth]
uses:
- {1fn: output-l.pth, type: input}
— {lfn: partition-l.pickle, type: input}
- {lfn: output-2.pth, type: output, stageOut: false, registerReplica: false}
- type: job
name: inference
id: ID0000006
arguments: [output-2.pth, partition-2.pickle, output-3.pth]
uses:
— {lfn: partition-2.pickle, type: input}
— {lfn: output-2.pth, type: input}
- {lfn: output-3.pth, type: output, stageOut: false, registerReplica: false}
- type: job
name: inference
id: ID0000007
arguments: [output-3.pth, partition-3.pickle, output-4.pth]
uses:
— {lfn: output-4.pth, type: output, stageOut: false, registerReplica: false}
- {1lfn: output-3.pth, type: input}
— {lfn: partition-3.pickle, type: input}
- type: job

name: conversion
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id: ID0000008

arguments: [output-4.pth,
uses:
{1lfn:

{lfn:

- output—-4.pth, type:
jobDependencies:

id: ID0000001

children: [ID0000004,
id: ID0000002
children: [ID0000003]
id: ID0000003
children: [ID0000005,
ID0000004

[ID0000005]
ID0000005

[ID0000006]

ID0000006

id:
children:
id:
children:
id:
children: [ID0000007]
id: ID0000007

children: [ID0000008]

output-converted.txt]

output-converted. txt,

ID0000002]

ID0000004,

type: output, stageOut: true, registerReplica: false}

input}

ID0000007, ID0000006]

Listing 5.2: Transformer Workflow YAML Structure

x-pegasus: {apilang: python, createdBy: submituser, createdOn: '10-13-23T09:05:32%Z'}
pegasus: 5.0.4
name: gobs_distributed_prediction_timeseries
jobs:
- type: job
name: preprocessing
id: ID0000001
arguments: [inference-input.csv, input_encoder.pth, input_decoder.pth, metadata_model.pickle]
uses:
- {1fn: metadata_model.pickle, type: output, stageOut: true, registerReplica: false}
— {lfn: input_encoder.pth, type: output, stageOut: true, registerReplica: false}
- {lfn: inference-input.csv, type: input}
- {lfn: input_decoder.pth, type: output, stageOut: true, registerReplica: false}
- type: job
name: preinference
id: ID0000002
arguments: [metadata_model.pickle, trained_model.pth]
uses:
- {lfn: metadata_model.pickle, type: input}
- {lfn: trained_model.pth, type: output, stageOut: false, registerReplica: false}
- type: job
name: generate_partitions
id: ID0000003
arguments: [input_encoder.pth, input_decoder.pth, trained_model.pth]
uses:
— {lfn: partition-positEnc.pickle, type: output, stageOut: true, registerReplica: false}
- {lfn: input_decoder.pth, type: input}
— {lfn: partition-inputEnc.pickle, type: output, stageOut: true, registerReplica: false}
- {lfn: partition-inputPrepEnc.pickle, type: output, stageOut: true, registerReplica: false}
— {lfn: input_encoder.pth, type: input}
- {lfn: partition-inputDec.pickle, type: output, stageOut: true, registerReplica: false}
- {lfn: trained_model.pth, type: input}
— {lfn: partition-inputPrepDec.pickle, type: output, stageOut: true, registerReplica: false}
- type: job
name: inference
id: ID0000004
arguments: [input_encoder.pth, partition-inputPrepEnc.pickle, output-preparingEncoder.pth]
uses:
- {1fn: input_encoder.pth, type: input}
— {lfn: output-preparingEncoder.pth, type: output, stageOut: true, registerReplica: false}
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- {1fn: partition-inputPrepEnc.pickle, type: input}

type: job
name: inference

id: ID0000005

arguments: [input_decoder.pth, partition-inputPrepDec.pickle, output-preparingDecoder.pth]

uses:

— {lfn: output-preparingDecoder.pth, type: output, stageOut: true, registerReplica: false}
- {1lfn: input_decoder.pth, type:

— {lfn: partition-inputPrepDec.pickle, type: input}

type: job
name: inference

id: ID0000006

arguments: [output-preparingEncoder.pth, partition-positEnc.pickle, output-posEnc]

uses:

- {lfn: output-posEnc,

- {lfn: output-preparingEncoder.pth, type: input}
— {lfn: partition-positEnc.pickle, type: input}

type: job
name: inference

id: ID0000007

arguments: [output-posEnc,

uses:

- {lfn: output-posEnc,

— {lfn: partition-inputEnc.pickle, type: input}
- {1lfn: output-Encoder.pth, type: output, stageOut: true, registerReplica: false}

type: job

name: inference_decoder

id: ID0000008

arguments: [output-Encoder.pth,

output-Decoder.pth]

uses:

— {lfn: partition-inputDec.pickle, type: input}

- {lfn: output-Decoder.pth, type: output, stageOut: false, registerReplica: false}
— {lfn: output-Encoder.pth, type: input}

- {lfn: output-preparingDecoder.pth, type: input}

type: job
name: conversion

id: ID0000009

arguments: [output-Decoder.pth,

uses:

- {lfn: output-converted.txt,

- {1fn: output-Decoder.pth, type: input}

jobDependencies:

id: ID0000001
children: [ID0000003,
id: ID0000002
children: [ID0000003]
id: ID0000003
children: [ID0000006,
id: ID0000004
children: [ID0000006]
id: ID0000005
children: [ID0000008]
id: ID0000006
children: [ID0000007]
id: ID0000007
children: [ID0000008]
id: ID0000008
children: [ID0000009]

output, stageOut: true, registerReplica: false}

partition-inputEnc.pickle, output-Encoder.pth]

input}

type: output, stageOut: true, registerReplica: false}

input}

output-preparingDecoder.pth, partition-inputDec.pickle,

output-converted.txt]

ID0000004, ID0000002]

ID0000005, ID0000008, IDO000007]

The structure of the YAMLs provided in Listing 5.2 are the following
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1. Metadata:

* x-pegasus: This section contains metadata about the workflow, including the

creation language, creator, and timestamp.
2. Pegasus Version:
* pegasus: 5.0.4: Specifies the version of Pegasus used for the workflow.
3. Workflow Name:

® name: gobs_distributed_prediction_timeseries: The name of the work-

flow, indicating its purpose related to distributed time series prediction.
4. Workflow Jobs:

¢ The workflow consists of several jobs, each with a type, name, ID, and a list of

arguments. These jobs are organized in a sequence, serving various purposes.

a. Preprocessing (Job ID0000001): Prepares data and produces output for

use in subsequent jobs.

b. Preinference (Job ID0000002): Preprocesses data in preparation for infer-

ence.

C. Generate Partitions (Job ID0000003): Creates multiple data partitions,

likely for parallel processing.

d. Inference Jobs (Job ID0000004 to IDO0000007): Perform inference on

different data partitions.

e. Inference Decoder (Job ID0000008): May assemble results from previ-

ous inference jobs.

f. Conversion (Job ID0000009): Converts processed data into a more usable

format.

5. Job Dependencies:

¢ The workflow specifies dependencies between jobs to ensure the correct order and

coordination of tasks.
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5.6 Remarks and next steps

In this study, we have successfully designed two Cloud-Edge Workflows capable of pro-
cessing raw data collected from Edge devices. These workflows enable distributed inference,
allowing each job to be flexibly deployed on either the Edge or Cloud infrastructure, catering
to various computing requirements.

Our work includes the practical implementation of these workflows, which was seam-
lessly managed using the Workflow Management Systems, Pegasus. This practical imple-
mentation demonstrates the feasibility and effectiveness of our approach in a real-world
context.

Looking ahead, our research opens up avenues for future investigations. An experimental
evaluation of the workflow with varying job distributions between the Cloud and Edge
infrastructure can provide valuable insights into performance optimization. Additionally, the
next steps could involve the development and implementation of new models, considering
different datasets and use-cases. These extensions will not only enhance the versatility of the

workflows but also address the evolving needs of Cloud-Edge computing applications.
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Secure Two-Factor Authentication (2FA) on Cloud Computing

Nowadays, the increasing complexity of digital applications for social and business
activities has required more and more advanced mechanisms to prove the identity of subjects
like those based on the Two-Factor Authentication (2FA). Such an approach improves the
typical authentication paradigm but it has still some weaknesses. Specifically, it has to deal
with the disadvantages of a centralized architecture causing several security threats like
denial of service (DoS) and man-in-the-middle (MITM). In fact, an attacker who succeeds in
violating the central authentication server could be able to impersonate an authorized user or
block the whole service. This work advances the state of art of 2FA solutions by proposing a
decentralized Microservices and Blockchain Based One Time Password (MBB-OTP) protocol
for security-enhanced authentication able to mitigate the aforementioned threats and to fit
different application scenarios. Experiments prove the goodness of our MBB-OTP protocol

considering both private and public Blockchain configurations.

6.1 Problem Statement

Nowadays, we live in an era where the digital identity (DI) plays a fundamental role to
securely access various kinds of services in our social and working life also enabling non-
repudiation [60]. More in general, a DI univocally represents an entity (e.g., a person, organi-
zation, application, or device) into a digital system that allows performing non-repudiable

activities within a system.
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Thus, it is essential to use advanced security tools and methods aimed at guaranteeing the
traceability of each action and the integrity of the data accessed. A consolidated approach to
manage the DI legitimating applicaiton user’s access is the Two-Factor Authentication (2FA)
[61]. It requires two distinct forms of identification to authenticate the end user requesting to
access an application and it typically involves the generation of a One-Time Password (OTP)
in addition to the end user’s credentials usually used to access the system. However, the OTP
generation is a thorny task that could compromise the security of the whole system. One of
the most notorious examples of OTP generation algorithm is the Time-based OTP (TOTP)
[62], which is based on the Timestamp value of the request and on a shared secret that is
generally stored in a centralized server managed by a trusted authority. The latter is limited
in terms of security, as it can be vulnerable, among others, to man-in-the-middle (MITM)
and denial of service (DoS) attacks. In fact, an attacker who succeeds in violating the central
server could be able to generate an OTP and impersonate an authenticated user.

The main purpose of the worked shown in this chapter is to approach the generation and
distribution of OTPs in a decentralized fashion to reduce the dependence from any Single
Point of Failure (SPoF) and make the DI management system more robust against possible
attacks. Furthermore, we considered the advantages offered by the Blockchain technology to
develop a distributed 2FA protocol. Indeed, Blockchain is a consolidated solution for ensuring
the integrity of data in a distributed network. In our view, Blockchain can be successfully
adopted to replace the traditional central trusted authority, that is legally responsible for
the OTP distribution, with a cooperative trusted environment that implements the same
functionalities.

Following the above key concepts, we propose a decentralized Microservices and Blockchain
based One Time Password (MBB-OTP) protocol for security enhanced authentication. In
particular, we present a decentralized 2FA system that generates OTPs manipulating different
pieces of information (i.e., user identity, request timestamp, and a shared secret). By adopting
the microservices architectural concept each microservice hosts only a portion of the "secret"
and execute sub-tasks of the whole OTP generation process.

The advantage of MBB-OTP is twofold: i) it is not exposed to MITM attacks: by splitting
the 2FA service into different and independent microservices, in case of violation of one of
them, the attacker would get totally decontextualized information without affecting the end-
user security; ii) it can potentially mitigate DoS attacks using the microservices architecture
principles: a compromised microservice can be easily replaced by a non-corrupted one.

The major contributions of this chapter are the following;:
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* we present an analysis of existing OTP solutions;
* we discuss the vulnerabilities of the classic authentication and OTP generation systems;

¢ we propose the MBB-OTP protocol , that is designed as a decentralized solution that

makes use of Blockchain.

¢ we provide a preliminary assessment of the MBB-OPT protocol, analyzing the impact
of Blockchain and highlighting the required trade-off between security, efficiency and

costs.

The remainder of this chapter is organized as follows. A brief overview of the most
recent OTP generation techniques and their security vulnerabilities is provided in Section
6.2. Starting from the traditional 2FA architecture and the TOTP algorithm, the design of the
MBB-OTP is discussed in Section 6.3. An prototype implementation is discussed in Section 6.4.
Experiments assessing the MBB-OTP in both private and public Blockchain implementations

are discussed in Section 6.5. Section 6.6 concludes the chapter.

6.2 Related Work

In recent years, the evolution of digital services has brought to the development of more
and more advanced mechanisms to prove the identity of subjects. Currently, there is no
one-fit-for-all authentication protocol and its choice depends on the requirements of each
specific application. This section highlights the state of the art, limitations and drawbacks of
the most used approaches.

An important research that discovers all main solutions for OTP management including a
secure web authentication with mobile phones, a piece of framework for securing sensitive
input and a user authentication protocol resistant to password stealing and password reuse
attack is described in [63].

Some researches have proven some weaknesses of 2FA centralized management, such
as MITM, DoS and consequently masquerade attacks. Thus, several works have tried to
improve the security in the 2FA implementations. Mainly, they tried to solve the main
weakness present in the generation and transmission of the OTP.

To achieve a faster and secure OTP generation for Internet of Things (IoT) devices (includ-
ing smartphones) authentication, different cryptographic algorithms have been proposed.
In particular, AES cryptography has been adopted to encrypt the seed [64], formed by user-

name and timestamp, and Elliptic Curve Cryptography and the isogeny property have been
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analyzed [65] to improve the generation of OTP and IoT device authentication avoiding the
use of the same keys for different communications. However, performance evaluations are
not considered so the value of the research can not be fully appreciated.

The evolution of 2FA is the Multi-Factor Authentication (MFA) in which researchers
enriched the typical 2FA with an external IoT device to complete the process [66]. Although
this approach is valuable, because the transmission of double OTP is carried out through two
different protocols and different technologies increasing security, it is unpractical in many
cases as each user has to bring an external IoT device to complete the authentication. For the
reasons above described, some researchers have focused their attention on the abstraction
of the OTP lifecycle in order to provide multi-tenant OTP Cloud services with the same
architecture. For example, in [67] a One-Time Password-as-a-Service (OTPaaS) solution is
proposed. Although the idea is innovative, it is not verified how security is improved.

In [68] a 2FA violation is described. In particular, a network violation is analysed, high-
lighting how the 2FA violation is possible as a result of the hijacking of software installed on
the client machine for OTP generation. This would not be possible with our implementation
because the request is managed in a decentralized manner, protected by an Identity Provider.
As mentioned above, the request of a new OTP is an authenticated action and, thanks to
the distributed nature of the architecture, it is generated on the server in response to a user
autentication request. The weakness of the transmission of OTP through Short Message
Service (SMS) has also been analyzed and it was proved to be susceptible to MITM attacks. In
this regard, solutions to reduce the risk of MITM attack through a micro-services architecture
is discussed in [69] and [70].

This approach helps to drastically improve the security of 2FA protocols, and we pro-
gressed the research further by implementing a decentralized architecture, the micro-services
paradigm and Blockchain technology.

Several solutions have been proposed in recent years to integrate the intrinsic features of
Blockchain of decentralization, data non-repudiability and certification along with 2FA, but
all comes with some limitation or compromise.

A 2FA-based system leveraging Ethereum to validate the user according to the possession
of a Private Key, whilst the Public part is stored on the server, has been analyzed in [71]. This
solution can be impractical in most the scenarios when a user wants to access a system from a
mobile device and he/she has to carry the Private key in an insecure manner. Moreover, this
solution does not involve the actual generation of the OTP in the Blockchain, but it simply

stores a secret key. A 2FA solution implemented using the Message Queuing Telemetry
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Transport (MQTT) protocol and Blockchain is discussed in [72]. In particular, the OTP is
verified thanks to the Ethereum Blockchain and the Public key. However, such a solution is
valuable, it is pretty theoretical and it is not verified experimentally. Furthermore, it implies
that each user is bound with an Ethereum address and involved in almost a transaction.
Another implementation of the 2FA implementing Blockchain technology is proposed [73].
Here, the user sends a key as a transaction to the server using a public Blockchain such as
Ethereum, whereas, the server, having verified the key, generates an OTP encrypted with
the user’s public key. Only the user will be able to decrypt the message to obtain the OTP
and can access the system. Although such a solution increases security in OTP generation,
it forces each user to interact directly with the Blockchain. In [74], authors proposed OTP
generation mechanisms without a trusted entity with the use of private Blockchain. This
approach is interesting but the Blockchain utilization is limited to the OTP verification and it
is not involved in OTP generation.

Differently from the aforementioned solutions, our MBB-OTP protocol is user-friendly
because it is transparent to the end user which has all the technical details abstracted from

the application.

6.3 The MBB-OTP protocol

The typical centralized OTP generation approach presents several weaknesses. As shown
in Figure 6.1, it groups all the steps in a single service exposing applications to MITM attacks.
Moreover, if a hypothetical attacker violates the system, he/she could easily simulate the
login of any user and his/her OTP generation.

Figure 6.1 identifies three conceptual phases and related processes in the OTP manage-

ment:

* The Authentication process receives an access request from the end user and it manages
all the authentication, authorization and accounting functionalities. It provides the

input to the generation of the new OTP.

* The OTP Generator process runs the actual OTP generation algorithm. Starting from a

shared secret, it generates the temporary password to access the application.
* The Sender process delivers the generated OTP to the end user.

Our MBB-OTP protocol applies the microservices architecture paradigm [75] in the whole

OTP lifecycle using three loosely coupled fine-grained and lightweight services, each one
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Figure 6.1: Centralized OTP management.

responsible for one of the three main phases identified in the aforementioned typical 2FA
approach. Moreover, the MBB-OTP protocol involves the use of Blockchain to ensure the
integrity of tasks performed by each microservice. Therefore, MBB-OTP abstracts any specific
application which uses it: different applications could potentially use the same MBB-OTP
implementation. In fact, as we can observe in Figure 6.2, the Application block is independent
with respect to the other component blocks.

The MBB-OTP architecture mainly identifies the following component blocks:

¢ The Microservices: all the conceptual phases identified in the classical approach are

implemented through different and independent microservices.

¢ Blockchain Gateway: it allows all microservices to write data about the tasks they

perform in the Blockchain.

¢ Certification Authority: it manages the certificates that ensure secure communication

between all the microservices.

Moreover, the protocol requires that the communication between the microservices has to be
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Figure 6.2: MBB-OTP protocol architecture.

secured. Indeed, a Public Key Infrastructure (PKI), through a Certification Authority manages
all the certificates of the microservices in order to sign and encrypt the information exchanged
between microservices. The Certification Authority releases, after the deployment of each
microservices and during the configuration of the whole MBB-OTP system, a certificate
ensuring that all communications are trusted. The integrity of each completed microservice
task is ensured by the Blockchain network. In fact, the Blockchain plays an important role
because it stores a shared secret that acts as a "seed" for the OTP generation. All the steps
required by the MBB-OTP protocol to securely generate and deliver the OTP are shown in
Figure 6.3:

1. The end user sends an access request to the application that requires an authentication

with OTP.
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Figure 6.3: MBB-OTP protocol sequence diagram.

. The application asks for the generation of a new OTP.

. The Authentication Microservice (AMS) communicates with the Blockchain Proxy to

write the seed for the OTP generation in the Blockchain. The information written in
the Blockchain is signed with the Private Key of the AMS. The seed can be publicly
available in the Blockchain because it is not a password on its own, and it needs to
be combined with other elements to become an OTP. Furthermore, the seed is stored
using the hash digest of a combination of user id and timestamp, so it is not possible to

identify the seed of a requesting user without having the full set of attributes associated.

. The AMS notifies the OTP Generation Microservice (OTP-GMS), providing the request

timestamp and the key to retrieve the seed in the Blockchain. The information is

encrypted and the communication is secure thanks to the PKI infrastructure.

. The OTP-GMS retrieves the seed from the Blockchain through the information previ-

ously received from the AMS. After that, the OTP-GMS generates, using the received

timestamp, the OTP with the TOTP algorithm, initializing it with the retrieved seed.

The OTP-GMS writes in the Blockchain the OTP generation process status to ensure the
integrity of the flow.

. The OTP-GMS sends the generated OTP to the Sender Microservice (SMS), encrypting

the messing through the PKI infrastructure.

. The SMS verifies the OTP Generation process status by retrieving the information from

the Blockchain. This ensures that the OTP request is legitimately coming from the AMS
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and it followed the entire flow as expected. In case the SMS is invoked without a valid

Generation process status present in the Blockchain, the service would be refused.

9. The SMS requires to the AMS the User Information, such as email address or mobile

phone number to deliver the newly generated OTP.

10. The SMS sends the OTP to the end user who can complete his/her authentication to

access the application.

Once the end user submits the OTP to access the application, the latter verifies it. The
verification process is analogous to the initial OTP generation steps. The AMS retrieves the
OTP generation timestamp and the Blockchain access key value from the Database used for
authentication. Then, it sends them to the OTP-GMS that gets the seed and along with the
timestamp generates an OTP. In the end, it sends back the OTP to AMS that can verify the
validity with the submitted one.

The MBB-OTP protocol drastically reduces the risk of identity violation. Unlike the
centralized 2FA approach, it separates all phases, making each component independent.
For example, the OTP-GMS simply takes the seed and the timestamp to generate the OTP,
sending that to the SMS. It does not store and it does not know any information about the

end user requesting the OTP.

6.4 Implementation

In this Section, we discuss a prototype implementation of our MBB-OTP protocol. Each mi-
croservice is implemented through the programming language Python 3, the Flask framework
and the Gunicorn Python Web Server Gateway Interface (WSGI) HTTP server. Furthermore,
each microservice is deployed within a Docker container to take the advantage of the virtual-
ization technology allowing service portability, resiliency, and automatic updates that are
typical of a distributed system acting either at the Cloud or the Edge [76]. The secure commu-
nication between the microservices is accomplished through the HTTPS protocol based on a
certification authority created and managed through the OpenSSL tool. The implementation
details of our prototype components are described below. The AMS component accomplishes
Authentication, Authorization and Accounting (i.e., AAA functionalities). This microservice
communicates with a DataBase Management System (DBMS) to retrieve registered user
information. This is required to ensure that the entire process flow runs only if the requesting

user is authenticated and recognized. The database implementation is out of the scope of the

74



6 — Secure Two-Factor Authentication (2FA) on Cloud Computing

work presented in this chapter and it can be carried out either with SQL, NoSQL, or NewSQL
solutions. Moreover, the AMS communicates with the Blockchain Gateway through REST
calls and writes a random seed on Blockchain as a key-value pair.The key of the Blockchain
entry is the hash digest of concatenation of the user id and the timestamp. The value is the
seed. Once the Blockchain transaction is committed, the AMS sends to the OTP-GMS, in the
form of a REST call, the request timestamp and the hash digest of the Blockchain transaction
by which the seed is stored. The pseudo-code about how this component works is provided
in Algorithm 1. The OTP-GMS component leverages the TOTP algorithm using the seed
stored in the Blockchain that is retrieved through a REST call to the Blockchain Gateway.
After that, the component sends the OTP through a REST call to the SMS component. The
pseudo-code about how this component works is provided in Algorithm 2. The SMS compo-
nent is responsible to deliver the OTP to the end user requesting to access an application. This
component can be configured with multiple communication protocols (e.g., SMTP, MQTT,
mobile push notifications, and so on). The Blockchain Gateway component can be implemented
either with Hyperledger Fabric Private Blockchain or Ethereum Public Blockchain according
to the specific application scenario and security policy. In fact, some application might require
the adoption of a private authentication service, others might tolerate the use of a public one.
The first one uses Fabric 2.2 with an architecture based on four peer nodes distributed in
four remote servers and four orderer nodes. The peer node receives updates and broadcasts
them to the other peers in the network. The orderer node is responsible for consistent Ledger
state across the network, it creates the block and delivers that to all the peers. The Public
Blockchain implementation leverages the Infura web-based Application Program Interface
(API) to interact with Ethereum. The Smart Contract is written in JavaScript (in the case of
Hyperledger Fabric) and Solidity (in the case of Ethereum) programming languages, and it
is designed to store the hash digest of the user id and the seed in the form of free text. The
Smart Contract data structure includes two attributes: Hash User Id (String type), representing
the anonymized user identification code; and Seed (String type), representing the value used

as input for the TOTP generation.

6.5 Experiments

Blockchain represents an additional element in our MBB-OTP protocol with respect to
a traditional 2FA one. For this reason, in this paper, we specifically focused on preliminary

experiments aimed at assessing the overhead introduced by the private and public Blockchain
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Algorithm 1 OTP Request

Class Authenticator

method RequestOTP(username)
user_id <— get AuthenticatedUser(username)
seed < generateSeed|)
hashForSeed < generateHashForSeed(user_id, current_timestamp())
hashForLog < generateHashForLog(current_timestamp(), user_id)
saveSeedToBlockchain(hashForSeed, seed)
saveLogToBlockchain(hashForLog, msg)
sendToOtpGenerator(hashForSeed)

Algorithm 2 OTP Generator

Class Generator

method GenerateOTP(hashForSeed)
seed < getSeedFromBlockchain(hashForSeed)
OTP < generateTOTP(seed, current_timestamp())
hashForLog < generateHashForLog(current_timestamp(), hashForSeed )
saveLogToBlockchain(hashForLog, msg)
hashForLog < generateHashForLog(current_timestamp(), user_id)
sendOtpToSender(hashForLog, OTP)

in our protocol implementation. Specifically, we tested and compared the OTP generation
time and resources usage in terms of CPU and inbound/outbound network traffic. With the
private Blockchain approach, according to our MBB-OTP protocol the seed is stored in a
private Blockchain by the AMS and retrieved by the OTP-GMS to generate the OTP. Such an
approach obviously does not include any cost in terms of money. Whereas, with the public
Blockchain approach, the seed is sent to a public Blockchain node to be added to the queue
for immutable storage and mining. Time-to-mine and Ethereum (ETH) cryptocoin currency
transaction cost are subject to Ethereum network traffic. In this case, the longer is the time
required to mine, the higher is the cost to be paid for the transaction.

The testbed was arranged using a remote server with the following features: Intel® Xeon®
E3-12xx v2 @ 2.7GHz, 2 core CPU, 4 GB RAM running Ubuntu Server 18.04. For private
Blockchain, tests have been performed with 2 CLI, 4 peers and 4 orderers distributed across 4
different hosts. For public Blockchain, all tests have been performed using Ropsten Ethereum
public Blockchain test network, leveraging 300+ available nodes with a real server load status.
Tests have been executed for 100, 200 and 300 read and write operations, considering 95%
confidence intervals and the average values. A summary of experiments setups is reported in
Table 6.1.

Figure 6.4 shows the execution time difference expressed in seconds between the two

system implementations to generate the OTP. On the x-axis, it is reported the two approaches
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Table 6.1: Summary of experiments performed.

Parameter Value
Contract address 0xal032b39180538D7el17
23AedC39154C89A113BE5

Test executed for each scenario [100, 200, 300]

Confidence interval 95%

Gas used by transaction 46,000

Gas price (Gwei) 200

Average cost per transaction (ETH) 0.0092326
——

10 | 1s ]

5,87

Private Blockchain Public Blockchain

u Save seed to Blockchain Get seed and generate OTP W OTP notification

Figure 6.4: Execution time comparison for a single OTP generation (average) between private and
public Blockchain.

for OTP generation. On the y-axis it is reported the processing time expressed in seconds. It
is possible to observe that the time required to generate the OTP is five times greater with the
Public Blockchain approach, due to the mining time required to store and retrieve the seed in
the Public Blockchain. Instead, the average time required to notify the newly generated OTP
is similar in both implementations.

Figure 6.5 shows the execution time difference expressed in seconds between the two
system implementations to generate the OTP. On the x-axis, it is reported the differences
to perform 100, 200 and 300 requests for OTP generation. On the y-axis it is reported the
processing time expressed in seconds. From the graph, it is possible to observe that the time
required to generate the OTP is largely different in the two implementations, and it shows
a linear behavior. This is due to the mining time required to store the data in the public
Blockchain that is considerably different from the private Blockchain approach.

Figure 6.7 shows the CPU usage % difference between the two system implementations
for the OTP generation. On the x-axis, it is reported the differences to perform 100, 200
and 300 requests. On the y-axis it is reported the CPU usage %. It is possible to observe
three different scenarios: a server that does not use the Blockchain, but it stores the seed in

a local MySQL DBMS instance that is compared with both private and public Blockchain
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Figure 6.5: Execution time comparison between private and public Blockchain implementations for
OTP generation.

implementations. It can be appreciated that the CPU usage % is kept in low range values and
it is comparable in the three scenarios.

Figure 6.8 shows the inbound network difference for the three main Hyperledger Fabric
components deployed in host 1. On the x-axis, it is reported the differences to perform 100,
200 and 300 requests, whereas on the y-axis it is reported the Inbound network consumption
expressed in KB/s. Hereby, it is possible to observe that the network traffic grows up as the
number of requests increases with a linear behavior.

Figure 6.9 shows the outbound network difference for the three main Hyperledger Fabric
components deployed in host 1. On the x-axis, it is reported the differences to perform 100,
200 and 300 requests, whereas on the y-axis it is reported the Inbound network consumption
expressed in KB/s. Hereby, we highlight that peer0.orgl has a considerable amount of
outgoing network traffic. This is expected and is due to the block propagation required to

share data with the other peers participating in the Private Blockchain network.
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Figure 6.7: CPU usage % comparison between Private Blockchain and Public Blockchain approach
implementations for OTP generation.
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Figure 6.8: Inbound network comparison between Private Blockchain components required for the
OTP generation.
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6.6 Remarks

The increasing complexity of digital applications for social and business activities has
required ever more advanced security mechanisms to prove the identity of subjects. T-OTP
is one of the most common 2FA systems designed to achieve such an objective, but it based
on a centralized architecture that represents a SPoF being consequently exposed to MITM
attacks. To address such concerns, we proposed the MBB-OTP protocol that allows us to
combine the security advantages of a decentralized 2FA system with the features of data
non-repudiation and immutability that are typical of Smart Contracts. This protocol can be
seamlessly implemented in any human-to-machine and machine-to-machine communication
well-fitting the recent Cloud, Edge and IoT scenarios.

The solution has been prototyped and tested with both private and public Blockchain
approaches. In the first case, although the trusted network needs to be built with a reasonable
number of nodes to guarantee sufficient level availability and reliability, we observed low
response times. Instead, in the second case, considering a high level of availability and
reliability thanks to the larger number of nodes, we observed an acceptable degradation of
response times.

Experimental results highlighted that the CPU usage % remains roughly unchanged
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if using a DBMS such as MySQL to store the information, a private or public Blockchain,
demonstrating that the MBB-OTP protocol can be implemented in any scenario without
any performance degradation in terms of CPU usage. Obviously and as expected, the time
required to store and retrieve any data to/from the public Blockchain heavily affects the
overall performance, but waiting one minute to obtain a strongly secured generated OTP can
be considered acceptable, considering the obvious security and robustness advantages.

The current MBB-OTP protocol, compared to traditional 2FA ones, mitigates MITM attacks
and it can also potentially mitigate also DOS attacks by considering replicated microservices
that can replace corrupted ones. In future works, we also plan to deepen such a mechanism,
also considering intrusion detection systems. Furthermore, we plan to better investigate the

performance of AMS, OTP-GMS and SMS considering different application scenarios.

6.7 Mobility Use-Case

The solution above mentioned has been implemented in a practical use case related to
sustainable mobility. In particular, as described below, MBB-OTP protocol has been realized
to manage a Bike long-rent service for Messina citizens. The physical authentication has been
carried out through a 2FA that leverages the innovative protocol shown above. Sustainable
mobility is a key objective for many Smart Cities. Hence the use case presents an application
for sustainable mobility that aims at encouraging citizens to use low-impact vehicles instead
of private cars. Through a partnership between the University of Messina and the Municipal-
ity of Messina city (Italy), we developed MuoviME, a digital application to assign citizens
electric bikes, free of charge for a limited period of time. The key issue we addressed in
developing such an application is security, both in terms of secure authentication of citizens
that access the service and tracking of the whole assignment process, from the user’s bicycle
request to its restitution. To achieve this goal, we implemented a solution for the physical
recognition of the user based on two-factor authentication (2FA) and Blockchain technology.
The use case summarizes the secure-by-design approach, implementation details, and some

experimental results on service efficiency.

6.7.1 Use case definition

Smart Cities have become a concrete reality all around the world. They enable innovative
services for citizens to improve their quality of life, but also allow public administrations

and private stakeholders to improve their processes and increase their business. Although
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the advantages in promoting Smart City services and applications are evident, their actual
implementation is limited by security issues [77]. In the last years, some researches tried
to improve the security for Smart City digital environments. In particular, a huge number
of Information and Communication Technology (ICT) platforms and tools were born to
manage all main aspects of a Smart Cities like Access Control Management (ACM) and
Authentication, Authorization, Accounting (AAA) policies. However, investigated results are
hardly to be coupled with efficient or worthy applications, especially whenever these involve
public administration and e-government processes [78].

In this use case, we try to overcome these issues presenting a new digital service that
aims at pushing sustainable transportation in a Smart City by using electric bicycles instead
of private and public vehicles powered by carbon-based fuel. Through a partnership with
the Municipality of the Messina city (Italy), we developed a solution able to assign citizens
electric bicycles, free of charge for a limited period of time. In particular, we implemented
our solution addressing security issues both in terms of physical recognition of the user that
accesses the service and for tracking of the whole assignment process, from the request of the
user to have a bicycle to its restitution. To achieve such a goal, we adopted the 2FA (two-factor
authentication) and the Blockchain technology integrated in the municipality processes for
bicycle management. The Blockchain component ensures the integrity and the secure tracking
of each step involved in the process [79], [80]. Specifically, this section discusses the design of
the web platform to instantiate the services for requesting electric bike (e-bike), and for their
assignment and access management. Furthermore, we provide implementation details, and
some experimental results on the effective adoption of the developed solution in the Messina

city use case.

6.7.2 MuoviMe Services Design

In this section, we present the design of MuoviME application for the long-time renting
of electrical bikes to citizens in a Smart City. MuoviME comes from the requirements of the
Italian project "Messina - A scuola e al lavoro con il Trasporto Pubblico Locale. Iniziative
per promuovere la mobilita” sostenibile" that aims at promoting sustainable mobility in the
city of Messina (Italy). The project includes among partners the University Messina and the
Municipality of Messina. In particular, the project has the main purpose of discouraging
the use of carbon-fuel powered vehicles and promoting activities that increase sustainable
mobility within the city.

To achieve such a goal, we thought to a public web platform where each citizen can
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submit a request to have, if available, an electrical bike assigned for free and for a limited
period (e.g., max 90 days). Thus, we designed such a platform considering that the efficiency
and the success of the offered service strongly depend on the overcoming of several security
issues. Specifically, the platform must always be available and tolerant the failures that are
typical of a centralized system, thence avoiding any possible bottleneck. Furthermore, the
platform has to implement a strong authentication system able to guarantee the association
between the digital identity of a citizen and the physical access to the assigned bike from
the same citizen. In fact, at the time of delivery of the bike, the user, who will get it, must be
authenticated, authorized, and recognized with the digital account that made the request.
Moreover, the platform must guarantee that each phase of the bike rental process, is tracked
by a third distributed system in order to ensure the whole process integrity. In our case, such
a system is represented by Blockchain. In the following, we present the reference architecture

we designed for the whole bike rental system workflow.

6.7.3 Architecture

The management of electric bikes in the MuoviMe application has been designed consid-
ering the benefits of a microservices-based approach [81]. In particular, the whole solution
has been organized as a set of independent microservice components that interact each other
and that can be deployed and dynamically managed taking the advantage virtualization in
terms of resource optimization. Moreover, the microservices approach allows us to avoid
the presence of a Single Point of Failure in the system, increasing the fault-tolerance of the
service and its fast restore in case of attacks or technical issue [75].

The main microservice components of the MuoviMe architecture are shown in Figure

6.10. They include:

* The Web Server, that is globally reachable, through which each user can authenticate

itself and access the MuoviME application.

* The OTP Management Module for the management of the 2FA needed by the user for
the renting of the e-bike.

* The Blockchain Gateway allowing the communication with the Blockchain. It can

abstract different kinds of Blockchain, i.e., either private or public.

¢ The Database Module ensures persistence data of Web Server and it interacts with OTP

Management Module for the generation of OTP.
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Figure 6.10: Reference architecture

6.7.4 Workflow

The actors involved in the MuoviME application are:

* The End User. The person who makes a new e-bike rental request. He/she interacts
with the system in order to make a new request. This request is authenticated through

the provided authentication platform.

¢ The Officer. He/she has the responsibility to validate or invalidate the e-bike rental
request performed by end user. Only if the Officer validates the request, the MuoviMe

workflow can go ahead.

Before the start the e-bike rental workflow, an initialization phase is required. Indeed, in
this phase, the officer generates the key-pair useful for signing the validation or invalidation
of each request. The generation has to be carried out only with the presence of the platform
administrator. Indeed, once generated the key, the administrator signs the key generated in
order to certify it. The workflow, from the initial request of the end user to the delivery of the

bike is described in Figure 6.11 and consists of the following phases:

1. The End User makes a new request through the Web Platform. The request involves

personal data of the User, identity document and so on.
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Figure 6.11: Use-case flow

2. The Web Server stores the request involving the end-user information inside Database.

3. The Officier checks the request submitted by the end-user and all the pieces of involved
information: if the request is valid, he/she can validate the request. This step is not syn-
chronous. The Officier can choice to validate more than one request in a single session.
The request validation is signed with the private key generated in the initialization

phase.

4. Once the request is validated, the platform, through the Blockchain Gateway (Figure
6.10), writes the information contained in the request in a Public Blockchain. In this
phase, the platform makes a request to the OTP module requiring a new OTP for
the delivery of the requested e-bike. The OTP generation is realised according to
an innovative approach [1]. Indeed, the OTP module (Figure 6.10) is deployed in a
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distributed fashion and it interacts with the Blockchain in the generation process. The
OTP module is organized in microservices allowing to not be subject to Man in the
Middle or DDoS attacks. Furthermore, the OTP module uses the Blockchain to store the

seed used in the generation of the OTP for the user.

5. The End User receives the OTP through which he/she can collect his/her e-bike at the

designated collection point.

6. The end user goes to the collection point to collect the requested e-bike. The system
after the evaluation of OTP, through the exposed Web Server, records the delivery and

all the information related to it.

Once the period of use is completed, the end-user has to give back the e-bicycle. In particular,
he/she has to bring back it to the recollect point in order to make available again the bicycle

used to new users.

6.7.5 Use case implementation
Microservices and web platform

As we said the architecture is focused and based on microservices. The implementation

strategy is based on the Linux container concept [82]. In particular, the implementation of
containers for each module considered in the architecture took place through the Docker
container engine. Docker is a powerful tool widely supported by a community of developers.
Indeed, the official registry containing all the images, always knows as "Docker hub", pro-
vides a huge number of images useful to deploy a various of services. In our case through
Docker we have deployed the Web Server and the Database module. In particular, to develop
the Web Application, we have used the Content Mangement System Drupal.
Drupal is characterized by a strong modulation. Moreover, it allows integrating custom mod-
ules, using PHP language, for the implementation of advanced functionalities. The Database
module was implemented and deployed through the MySQL 5 Docker image. As said in
Section 6.7.4 the Database module supports both Web Platform (e.g, Drupal Instance) and
OTP Module.
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End-User Functionalities

The main functionalities for end user were implemented through the available Drupal
modules, whereas advanced functionalities were developed through an ad hoc custom
module. For example, the Principal component of User Interface is provided by Drupal and
by external modules supported by the community. Authentication and Authorization features
are accomplished by native module of Drupal (core). The authentication is implemented
through well-known and classical techniques. In particular, it could be implemented through
a Lightweight Directory Access Protocol or relational database. Other important graphic
functionalities were developed in Drupal by well-known external modules (e.g., web form).
As said for the advanced safe functionalities a custom ad hoc module was developed. The
latter implements several functionalities. First of all, the it integrates new tables in the Drupal
default database that store important information about request, user and all workflow
phases.

The integrated tables are three:

* Submitted Requests is the table that stores all pieces of request information useful for the

validation and delivery of the e-bike.
e Sellers Updates keeps track of all digital warehouse.
* Officier stores the key-pairs of Officiers.

The first table is populated when the web form for the new request is submitted by an
end-user. This mechanism is possible thanks to a powerful tool provided by Drupal, i.e., hook.
This is an interface that allows a custom module to reuse both data and services provided by
other installed modules. In this case a hook intercepts the submission web form and stores
in the table some pieces of information related to the Submitted Requests. The second table
is updated with the same mechanism. A specific web form is provided for the seller and
each submission inserts a new row in the table Sellers Updates. The table is updated when a
disclaimer delivering email has been send decreasing the number of submitted bikes. Another
important hook that is used in our custom module is the "hook menu" of module menu. This
hook allows creating a new path of the web site through a callback function that runs when
the path is called in the browser. This hook allows integrating in the custom module several
Representational State Transfer (REST) Application Program Interfaces (APIs) that can be
called from the front-end. Moreover, the modules allow integrating javascript code. As we

will discuss in the following, javascript code enables Asynchronous JavaScript And XML
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(AJAX) calls allowing key-pair generation and validation.

KeyPair Generation

The KayPair Generation is implemented client-side through a javascript code embedded
in our custom Drupal module using the AJAX approach. In particular the javascript PGP
library is used to implement the geneartion of KeyPair with Elliptic Cryptography. The curve
"ed25519" is used for the key-pair generation. The private key generated is ciphered with
the Advanced Encryption Standard (AES) algorithm, using a password got by user-interface.
After the creation and the encryption of private key an AJAX call communicates with the
"officier /generation" endpoint exposed in the custom module developed through the "hook

menu". The back-end stores the private key encrypted in the Officier Table.

Validation

The validation execution is the same of the key generation one. We have a javascript code
that carries out a REST call thorugh AJAX, in an endpoint created with the "hook menu". The
analogue callback function registers the validation or the invalidation storing the related data
in the BlockChain transaction. In the validation the officier inserts through the user interface
the password of KeyPair previously generated and signed by administrator, and decrypts
the Private Key previously got by back-end and stored inside the database. With the private
key the officier signs a JavaScript Object Notation (JSON) document in which the results of
validation and the possible motivation are contained. The signature is stored in database

through another exposed REST API.

Blockchain Communication

The Blockchain Gateway (Figure 6.10) is a container that acts as a proxy for communica-
tion with the adopted Blockchain system (either private or public). It is implemented through
a python server built through the flask and guncorn frameworks and containerized, once
again, through the Docker system. In particular for the implementation of private Blockchain
Hyperledger Fabric was used whereas for the public Blockchain Ethereum Blockchain was
considered. The Public Blockchain implementation leverages the Infura web-based Applica-
tion Program Interface (API) [83] to interact with Ethereum. The Smart Contract is written in
JavaScript (in the case of Hyperledger Fabric) and Solidity (in the case of Ethereum) program-

ming languages. The Blockchain Gateway ensures integrity of Officier decision through a
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Smart Contract that is structured to store hash digest of the officier id and the information

about request validation.

6.7.6 Use case evaluations

In this Section, experiments are discussed. In the MuoviMe application, the Blockchain
system could represent an overhead source that has to be carefully assessed since it plays
an important role in the OTP generation process. In fact the response time introduced by
Blockchain in the OTP Generation could negatively affect the user experience on the whole
system. For this reason, experiments focused on the OTP Generation scaling up the system
from the point of view of number of users who simultaneous send e-bike renting requests
to the MuoviMe application. Specifically, we assessed the mean response time of the OTP
module that, as explained, interacts with Blockchain system for the delivery of OTP. In partic-

ular, we compared the use of both private and public Blockchain systems. The difference in
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Figure 6.12: OTP time response.

execution time expressed in seconds between the two system implementations for generating
the OTP is shown in Figure 6.12. The two approaches for OTP generation are shown on the
x-axis. The processing time, expressed in seconds, is reported on the y-axis. We can observe
that the public Blockchain approach takes five times longer to generate the OTP. This is due to
the time required to mine the seed and obtain it from the public Blockchain system. Instead,

both solutions take about the same amount of time to alert the freshly created OTP.
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6.7.7 Use case remarks

In this section, MuoviME, a solution to promote sustainable mobility in the city of Messina
(Italy), was presented, highlighting techniques for the physical recognition of users in the
Smart City context. With our solution, the state of the art regarding access control by users
in a Smart City has been advanced. Going into detail, the project, carried out in collabora-
tion between the University of Messina and the the Municipality of Messina distributed
several e-bikes to citizens promoting and encuraging concrete sustainable mobility policies.
Specifically, we developed a web platform that that carried out the whole workflow of e-bike
request and assignment in a totally digital fashion, exploiting advanced encryption and
Blockchain technologies to guarantee strong authentication and integrity, over the time, of
the information entered during the request and during approval. The Use-case described
has brought concrete results. Environmental benefits was proven starting from the distance
travelled by users.

As expected the use of a public Blockchain increases the overhead in the workflow and in the
OTP generation. Anyway, the Public Blockchain represents a strong distributed solution and

waiting for a minute could be consider acceptable.
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Decentralized Identity Management Osmotic Computing Based

Nowadays Osmotic Computing is emerging as one of the paradigms used to guarantee
the Cloud Continuum, and this popularity is strictly related to the capacity to embrace inside
it some hot topics like containers, microservices, orchestration and Function as a Service
(FaaS). The Osmotic principle is quite simple, it aims to create a federated heterogeneous
infrastructure, where an application’s components can smoothly move following a con-
centration rule. In this work, we aim to solve two big constraints of Osmotic Computing
related to the incapacity to manage dynamic access rules for accessing the applications inside
the Osmotic Infrastructure and the incapacity to keep alive and secure the access to these
applications even in presence of network disconnections. For overcoming these limits we
designed and implemented a new Osmotic component, that acts as an eventually consistent
distributed peer to peer access management system. This new component is used to keep
a local Identity and Access Manager (IAM) that permits at any time to access the resource
available in an Osmotic node and to update the access rules that allow or deny access to
hosted applications. This component has been already integrated inside a Kubernetes based

Osmotic Infrastructure and we presented two typical use cases where it can be exploited.

7.1 Introduction

In the Software Architecture field, one of the most disruptive novelty has been introduced

by the use of the Micro Service paradigm. Nowadays, This new pattern has been used in
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the majority of the Cloud Native applications and this popularity is still increasing thanks
to the full compatibility with new other trends related to the containers and the container
orchestrations. Consequently to this, some infrastructure patterns have been evolved with
the aim of exploiting all the potentiality of Cloud, Containers and of course Micro Services.
One of these patterns is called "Osmotic Computing". This pattern is based on ad advanced
shape of the Cloud-Edge continuum that allows federating nodes that can host different
pieces of an entire application organized in very small microservices and microdata inside
Linux Containers, called Micro Elements (MELSs).

In a typical Osmotic Infrastructure, MELs smoothly move around the Osmotic Nodes
following scheduling rules that can depend on performance, security and availability aspects.
These aspects have been already analysed in previous works[84][85], but no one paid attention
to the fact that if the MELs migrate, according to the Osmotic Paradigm rules, the accessing
rule to the MEL might also need to be up to date. In general, any resource access management
is demanded by an Identity Access Management (IAM), which defines roles and roles access
to the resources. The IAM is typically a central node with its own SQL database. This kind
of architecture is hard to integrate into any Osmotic Infrastructure, which typically is based
on a distributed architecture. All the challenges we may meet using a classical IAM in an

Osmotic Infrastructure are due to these architectural differences, and they could be:
* impossibility to spread the IAM among different nodes in a peer to peer fashion;
* impossibility to working with some nodes offline;
* impossibility to maintain consistency over the IAMs.

The novelty of our work is represented by the presence of Identity Access Management
tailored over an Osmotic Infrastructure that tries to overcome the just mentioned limits,
for doing that we will design, implement and test a distributed peer to peer infrastructure,
able to work partially offline with a soft consistency, equipped by a set of API that allows
to dynamically change the access to any MELs according to the requests of the Osmotic
Infrastructure.

The remainder of the chapter is organized as follows. The state of the art is analyzed in
Section 7.2. The design of the Osmotic IAM is discussed in Section 7.3. An IAM’s prototype is
argued in Section 7.4. Two different use cases that might benefit from this IAM are discussed

in section 7.5. Conclusion and lights to the future are summarized in Section 7.6.
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7.2 Related Work

In the last years, several studies were focused on Security in microservices. The increase
of applications based on this architectural paradigm was one of the main reasons to deepen
the security in this field. In the research work carried out [86] a recap of last year’s studies
about security in microservices architecture has been made. In particular, the need to make
microservices creation and deployment secure emerges from the work. The research shows
that the hotter topics about security in microservices are related to triple-A management.
Even [87] solutions about security management in Microservices are treated. The paper has
analyzed the security in this kind of architecture at different layers describing how each issue
is treated according to the literature produced at that moment. Among the aspects faced, the
solution proposed for mutual authentication by Docker Swarm and Netflix is described. The
work also talks about the authorization mechanisms used in the microservices architecture. In
this field, it proposes some solutions in order to manage the authentication and the authoriza-
tion of final users in a microservices-based architecture. The solution proposed in the research
exploits a token approach by which transmitting the authentication and the authorization
among the microservices interested. A similar issue is treated in [88] which the main solutions
for end-user authentication and authorization inside microservices use-cases are described.
The main solutions, even in this case, foresee the utilization of a token (an example proposed
is the JSON Web Token) or, more in general, to consider a dedicated microservice for user
authentication and authorization management (an SSO service). The solution proposed, even
in this case, is not really innovative and considers the Identity Manager a central element.
Other researchers have also discussed the authorization and authentication aspects of mi-
croservices. In particular, [89] a solution for authentication and authorization management in
microservices is proposed. The architecture described in that work, exploiting the well known
defined XACML flow, aims to implement a solution in Machine-to-Machine communication
in which the authorization policies are managed. The peculiarity of the solution proposed
is the total microservices approach used. Each element, already known in the eXtensible
Access Control Markup Language (XACML) standard, is containerized through the already
validated Docker technology. The work is interesting because realizes and tests a practice
solution in which microservices can manage authentication and authorization not only in a
system provided for the end-user. However, it has some limits. It does not face the problem
of the Identity Manager in this context. It remains a central element even in the microser-

vices architecture proposed. Security analysis in the microservices context was deepened in
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the work [90]. In particular, in that paper, the security was analysed according to different
layers. On top of the layers evaluated also the application layer was studied. The solution
of authentication and authorization in microservices applications was discussed and some
solutions were tested and compared. The solutions considered were a little recap of the most
used techniques already discussed. They were related both to the network layer (like IP
validation) and to the application one (like secret transmission). The test does not consider
some important elements like an advanced authorization management system.

Another interesting work was realized [91]. In this work, a new authorization policy language
is developed. It is conceptually based on the XACML standard. It simplifies that standard
even using the JSON format to define the rule and the policy. This system allows imple-
menting the main authorization functionalities in a microservices architecture through the
"delegation" concept that characterizes the solution presented. Exploiting this new concept,
the process of authorization validation can be distributed, among different microservices,
without sharing sensible data, within the whole architecture making the solution really scal-
able and more secure. The case considered does not deep the distribution and the position
of Identity Manager inside the architecture. This element should be discovered since the
evolution of last year’s microservices has faced.

One of the most recent papers, [92], have studied all the research in the security field within
microservices-based systems. It reveals and recaps the main topic of the research considered.
They are mainly related to authorization and authentication problems like we have already
seen.

The work presented in [93], described a new Computational Paradigm strongly based on the
Microservices concept, that is Osmotic Computing. That paradigm tries to federate heteroge-
neous environments (like Cloud and Edge Computing) in order to make transparent a unique
"place", to deploy services, called membrane. This federation foresees a possible migration
among the nodes federated in the membrane. This paradigm has introduced also an evolution
of classical Microservices named MicroElements. MicroElements are characterized by the
presence and management of Persistence Data and they are the central element of Osmotic
Architecture. Some researchers have focused on the security of the MicroElements inside the
Osmotic Infrastructure. The [94, 95] basic principles of Osmotic Computing are defined and
the problem of authentication and authorization is presented. In particular, the paper points
out the problem related to an authentication distributed in all the federated nodes. The work
proposed in our paper wants to solve this problem through the solution proposed.

In this regard, other researchers have focused their work on decentralized management of
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identity and access. For example, the research carried out [96] tries to design a decentralized
identity system that is based on classical credentials and that exploits Blockchain. It is a
conceptually good starting point for Decentralized Identity Management but it is not enough.
It is based on classical credentials that are not many safe, and it is based on Blockchain.
We can find an evolution of decentralized identity management [97], a distributed Identity
Management is considered. In particular, this work takes inspiration from the Self-Sovereign
Identity approach [98]. to realize a distributed identity and access manager blockchain-based
in which personal data are encrypted through homomorphic encryption. The solution is
interesting but it seems a little bit not convenient for the end-user. Moreover, they are not
oriented in Microservices and Osmotic approach unlike the solution proposed by us.

A recap of the more important research on decentralized identity is described in [99]. The
work shows all the most recent research about decentralized identity management blockchain-
based. All the solutions seen within that paper are interesting but all of them are based on
blockchains that could represent a third part element inside the Osmotic Infrastructure. The
solution proposed in our paper is strictly Osmotic compliant and allows to manage authenti-
cation and authorization without third party elements respecting the Osmotic Architecture

itself.

7.3 Design

Typically IAMs, are deployed using an architecture similar to the one shown in Figure
7.1. In the figure, we represented two different nodes. The first node acts as a centralized
IAM, composed of a set of access rules and user and service data stored in a database, a set of
APIs for authenticating users and a proxy server used to forward the requests from the client
to the correct service that instead are stored in a second node, usually located in a private
network area. Typically access rules are represented like a sentence with the following shape:
"( Subject) can (action) on (object)", in these cases the actions is typically involved in CRUD
(Create Read Update Delete) set operations and the object is any available resource. The
subject depends on the security pattern followed, for example, RBAC or ABAC. This topic
is out of the scope of this work and for simplicity, we will consider starting now an RBAC
based IAM.

In this scenario, users use the IAM’s API to authenticate themself using their credentials,

and the IAM’s proxy to reach the services. The proxy will use the authentication information
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Figure 7.1: Centralized IAM Architecture

provided by the client and the access rules stored to decide if they can reach the requested
resource or not. This flow is well described in the sequence diagram in Figure 7.2. As we
see there are no interactions between the clients and the real requested resources, all the
messages in fact arrive at the Proxy and only the authorized ones are forwarded to the
resource. In an Osmotic Infrastructure MELs are spread among different Osmotic Nodes as
well as other Osmotic Components. Often, Nodes are not reachable between them, due to
network disconnection or security reasons related to the Osmotic Membrane [93]. Due to
that, tailoring a centralized IAM in this scenario is a high risk, since it may affect the usability
of some applications inside the Osmotic Infrastructure. For these reasons, we designed a full
distributed IAM as shown in Figure 7.3.

In this new scenario, we have many Osmotic Nodes, and in all of them, an IAM is installed.
The IAM is still composed of the elements seen before, a database containing the user’s and
resource data, a set of access rules, a set of APIs and a proxy service.

This time, the IAM is equally distributed among all the Osmotic Nodes, in a peer to peer
model. Each node must be able to work even if any of the others are unreachable, for this
reason, each IAM is in charge to guarantee secure access only to the local services installed in

the same node where the IAM is, and eventually to the others only if they are reachable, in
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Figure 7.2: Authorization and Access Flow

this way a service becomes unreachable only if the entire node is unreachable. The different
IAMs instances need anyway to be synchronized because they need to know the rules to
access to service they are not hosting at this moment but they could later. To guarantee this
consistency, access rules, user and resource data are stored in a peer-to-peer database that
accompanies the proxy. The consistency between the database can be guaranteed using must
use a multi-version concurrency control pattern (MVCC). Finally, the data updates happen
using the APIs the IAM is provided. These APIs can be consumed by the MELs or by the
Orchestration Engine, this depends on the implementation of the Osmotic Infrastructure,
nevertheless the implementation, each API instance is authoritative only for the Node where
it is installed, this behaviour prevents any conflict during the data synchronization without
compromising the usability of neither infrastructure and applications.

This approach requires that we know the IP addresses of the Osmotic Nodes where the
services we need to contact are hosted, for usability constrain we cannot accept this. For
this reason, we put in our architecture a further layer represented by a Load Balancer. This
service can be deployed in replica in an SDN in order to guarantee high availability. The Load

Balancer just redirects the requests coming from a client to the correct service’s authoritative
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Figure 7.3: Distributed IAM Architecture

node, guaranteeing transparency to the final user. Finally, thank to the use of this element
we can easily reach any available Osmotic Node without caring about their real IPs. From
a client-side point of view, this new full distributed approach is transparent, in fact, the
same flow described in Figure 7.2 is still valid. In the distributed approach, in fact, the client
still contacts a single access point which is the Load Balancer, this element will forward the
request to the correct resource authorities proxy, which will manage the authentication and

resource’s access flow.

7.4 Implementation

Following the designed architecture shown in Figure 7.3, now we are going to implement
it, in order to obtain a full working prototype.

About the Osmotic Infrastructure, we trust in an Edge Kubernetes infrastructure. Thanks
to this engine we can easily deploy MELs using Pods, and we can orchestrate Pods using the
Kubernetes APIs. We managed the Osmotic IAM as a multi-container pod instanced like a
daemon, namely a Pod deployed in every node of the cluster.

We implemented the IAM using a distributed peer-to-peer database and a full stateless
process able to interact at any time with the local database instance. This process is in charge

of exposing API to interact with the security roles stored in the database and to proxy the
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requests towards the requests MELs (once their access is permitted).

7.4.1 Database

Finding a database able to meet our requirements is not easy, since most common and
used SQL and NoSQL databases horizontally scale only using a master-slave model, like
MySQL and MongoDB for example, and often this means that all the writing operations
pass through the master and all the reading operations might need to be approved by the
Master. This approach does not fit our model since we need for writing and read to/from
any node at any time. A good choice for our requirements is represented by CouchDB by
Apache. CouchDB is a document-oriented database, that can be deployed inside a Cluster
using a peer-to-peer approach. Each peer can contain a part of or an entire dataset, but it does
not require keeping a stable connection with the other peers continuously, data in fact are
considered eventually consistent, because peers will synchronize them as soon as possible,
without disallowing updating during network disconnection periods. Once the peers are
reachable again, they will use a consensus protocol that exploits the MVCC data model to
keep the last updated documents.

Finally, we are going to use CouchDB to store the accessing rules the resource and the

user information.

7.4.2 API Set and Proxy

API and Proxy are both web services that need to interact with the same data components
and with the same transient data, for this reason in the implementation phase we merged the
API server and the Proxy into a single service that acts all the JAM operations we described
until now. This service needs first of all to authenticate and authorize users, and therefore
to update users’ data information inside the CouchDB instance hosted in the same node.
The service authenticates using a Role-Based Access Control and Cookies to maintain a
connection state. The APIs involved in this are identified as Authorization API.

Authorization APIs are used to guarantee secure access to the Security API. This new set
of APIs is in charge of updating the Access Rules which the node is authoritative.

Finally, Authorization and Security API are used by the Proxy for processing a request
coming from the internet. First of all, the Proxy fetches the cookie provided in the request and
sends it to the Authorization API which will reply by providing the role of the user who owns
the cookie, this role will be forwarded to the Security API with the address of the requested
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resource, next the reply will tell the Proxy if the request is authorized or not. Finally, the
proxy will forward the request to the resource or will reject it, sending it to the client in the
first case the service’s response or an error response in the second case. We implemented this

component exploiting NodeJS, Express, Nano and SuperLogin packages node.

1. Express]S is a very famous framework used to manage an HTTP server using Node]JS;
it is used to authenticate and authorize users, expose API for updating the accessing

rules and finally for proxying the requests to the MELs.
2. Nano is the official CouchDB'’s Javascript library that allows database interaction;

3. SuperLogin is a quite popular microframework for Identity Management based on
CouchDB and Node]JS; it works also like Express middleware, enabling the authentica-
tion and authorization policies (customized by us in order to interact with the dynamic

rules).

7.4.3 Deployment

The distributed IAM needs of course to be integrated with the Osmotic Infrastructure
realised using Kubernetes. The proxy and the CouchDB node instance are strictly dependent
and they cannot work if the other one is stopped. For this reason, we used a multi-container
Pod to deploy the IAM, composed of the CouchDB instance, the Proxy instance and a single
run configurator that ensured that the proxy and database are well configured.

As we mentioned before, we need to deploy a single IAM instance in any Osmotic Node,
for doing that Kubernetes provides a sort of Deployment Method called DaemonSet. "Like
other workload objects, a DaemonSet manages replicated Pod groups. However, DaemonSets
attempts to join a one-pod-per-node model across the entire cluster or a subset of nodes.
When you add nodes to a node pool, DaemonSets automatically add Pods to the new nodes

as needed"[100].

7.4.4 Load Balancer

The Load Balancer is strictly related to the Osmotic Infrastructure implementation, in this
case, Kubernetes provides the Kube-Proxy which is installed on each Kubernetes cluster’s
node and acts as a proxy for UDP, TCP and SCTP communications. It is used as the entry

point for reaching the Osmotic Services, for this reason, any other further design choice like
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the use of a service’s authoritative IAM is demanded from the IAM itself instead of from the
Load Balancer.

The final result is shown in Figure 7.4.
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7.5 Use Cases

In this chapter, we are proposing a solution for guaranteeing secure access to any applica-
tion deployed inside an Osmotic Infrastructure. To keep secure access to these applications,
we designed a Proxy that through a series of rules shared among all the nodes and stored in
a local database that in an RBAC fashion allows or denies access to the resources.

The first concern about Osmotic Computing regards the policy dynamic, in fact, in an
Osmotic Infrastructure any access rule might fast change due to service or network constraints,
for this reason, we provided our Proxy with a set of APIs that allows adapting the proxy to
the new rules.

The second constraint in Osmotic Computing is network disconnection. In a fully dis-
tributed environment, sometimes some nodes could be isolated from the other ones, but this
should not limit the use of the node itself. Since nodes share policies and data they should
also be able to synchronize them as soon as they can interact again each other. For overcoming
this limit, our JAM has been also designed in an Osmotic fashion, decoupling it into as many
replicas as the nodes are and using a peer-to-peer database able to maintain an eventual

consistency and to synchronize it with the other database peers as soon as possible, without
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denying the usability.
In this section, we will present two simple use cases where Osmotic Computing is applied

where the just-mentioned problems might present and how our solution solves them.

7.5.1 Smart City Use Case
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Figure 7.5: Smart City Use case

Nowadays, Smart Cities are characterized by many common features, like distributed
access points, environment monitoring, tourism and security tech-services. Smart video
stream services are for example, used to show some important city areas, museums, or parks
directly from the smartphone or video panel spread around the city. Cameras and video
streams are also used to maintain some areas under control, and usually, these cameras are
used by the Municipality’s policy or any other security department [101]. Of course, in the
first case, access to the camera can be guaranteed to any public with or without authorization,
instead, in the latter case, only the public with proper authorization should access the video
stream. These policies are quite static, but what happens if, under the eye of a public camera
a crime happens, showing on a grand scale sensitive contents? Unfortunately, this could be
the case of some terrorist attacks that happened in the last year in Europe, where the images
traveled around the World and have been shared on some social like Youtube and Facebook.
As proof of concept, consider Figure 7.5; we are describing an Osmotic node installed near a

city area with a cross street. This osmotic node is running a smart camera that records the
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scenes and a video stream analyzer that recognizes the recorded events. The streaming video
is shown on the city’s public Facebook page. Unfortunately, an incident happens; hence the
video stream analyzer recognizes this event and immediately updates the Osmotic Proxy
installed in the same Edge node, restricting the video stream access only to Public Security
City’s officers and disabling the video stream on the city webpage. The use of an Osmotic
IAM could have solved this kind of inconvenience; in fact, as soon as a suspicious event
would have been detected in the video stream, automatically, the access to the video stream
resource would have been updated, and the camera would have been used only by a strict

number of people involved in the city’s security avoiding any dispersion of sensitive content.

7.5.2 Rural Area Use Case
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Figure 7.6: Rural Area Use Case

A rural area or countryside is a geographic area that is located outside towns and cities,
where typically the provided services are very poor, and the connectivity is quite limited. An
interesting research topic that is born in the last years regards the possibility of enriching these
areas with cheap Edge-based services able to provide first-need raw services for healthcare,

industrial automation, and document sharing. In this kind of space, typically are deployed
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meta-industrial services, or first-need services, like document sharing with other areas in the
same environmental conditions.

The work we developed in this chapter finds a concrete case in this situation. As we already
said in our work, Identity, and Access Management is traditionally centralized. The approach
proposed in our work goes beyond this concept. By decentralizing these operations, our
solution can represent a valid alternative to the reality we are considering. A hypothetical
private resource can be protected in a Rural Area even if the Network service is not always
efficient. In the typical situation in which Authentication and Authorization are centralized,
the Network service absence could affect the resources’ private access. Indeed, the typical
systems, in this situation, do not allow resource access because they cannot verify the correct
roles of the users and, in general, the authorization operations cannot be performed. In a
real use-case in which our solution is applied, the Authorization could not be conditioned
by the global reachability of the local nodes. For example, we can imagine different systems
IoT-based like a typical Smart Agriculture context that descends private data to the Edge
Layer. The data detected could not be available for all entities that can physically access the
Edge because, for example, they could be related to a particular Business advantage. Figure
7.6 shows the concrete context. In Area 1, for example, the user wants to access a particular
resource reachable in his area only through a local connection because Internet access is not
available. In typical situations, the Identity and Access Management are not able to determine
the authorization attributes or the roles of the user, and it is not able to understand if the
user can or not access the resource because, normally, the Identity and Access Manager are
centralized and placed in a remote server only reachable via the Internet. As shown in the
Figure, the architecture proposed in this work solves this issue.

The Osmotic IAM solution we have described in this chapter could be applied on the Edge
Layer, relegating to the latter Authentication and Authorization operations. Even if the Local
Edge devices are not reachable worldwide, they can anyway authenticate and authorize the

permitted users.

7.6 Remarks

Osmotic Computing is a very interesting research topic that aims to integrate Cloud, Edge,
Fog and IoT in a unique Computation environment where applications are free to move
following different concentration rules based on many internal and external parameters.

This goal is really ambitious because can enable many different use cases related to Security,
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DevOps and Smart Cities, but due to its complexity, many limits are still not solved at
all. Two of these limits regards the access policies for the application and users and the
resilience to network disconnection, the Osmotic Computing paradigm, in fact, foresees that
an application can evolve, changing the node that hosts it, the active configurations (Micro
Data) and the consumers. From an architectural point of view Osmotic aims to distribute the
applications among different nodes with the equal role, but different characteristics. This fully
peer-to-peer design could fall into partial network disconnection, where only a few nodes can
communicate with each other and in many cases, this represents a reason for some trouble. To
overcome all these limits we presented a new Osmotic Computing Component which acts like
a Distributed Identity and Access Management. The IAM is itself a peer to peer component
thought to be run in every node of an Osmotic Infrastructure. It is designed to be resistant to
any network disconnection, in fact, each IAM instance works independently from the other
ones, but synchronizes with others” access rules and data as soon as the network allows,
therefore it keeps working at any time and guarantees authorized access to the Osmotic
Application at any time. To guarantee dynamic access policies for accessing the Osmotic
Applications, we enriched the IAM with a set of APIs authoritative for the node where they
are hosted, these APIs allows updating any rule inside the JAM and they can be consumed by
the Osmotic Engine, by the application or by external but trusted clients. Immediately, once a
rule is updated the IAM reflects it in the Proxy used to access the resources, and in parallel,
these rules are sent to the others node to keep synchronized over the entire infrastructure.
This chapter is an entry point for several future works we are already planning in the field of
Osmotic Computing and Security. First, in this work we have taken for granted the use of any
Osmotic Engine, citing some work proposed in this field, but we aim to work on an entire and
well-tested architecture where the Osmotic IAM directly interacts with the Osmotic Engine
we are currently developing. Furthermore, this work opened the possibility to think about
a way to decentralize sensitive data by the use of local edge databases peer and cloud peer
databases, thus we are planning to use some concepts of our design to keep private data safe

on edge and synchronize them only when needed.
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CHAPTER 8

Federated Learning Solutions to Decentralize Computation on Safe Data

Federated Learning represents among the most important techniques used in recent
years. It enables the training of Machine Learning-related models without sharing sensitive
data. Federated Learning mainly exploits the Edge Computing paradigm for training data
acquired from the surrounding environment. The solution proposed in this chapter seeks to
optimize all the processes involved within a Federated Learning client through transparent
scaling across different devices. The proposed architecture and implementation abstracts the
Federated Learning client architecture to create a transparent cluster that can optimize the
complicated computation and aggregate the data to solve the heterogeneous distribution

issue of the data in Federated Learning applications.

8.1 Introduction

Although Cloud Computing has been a great innovation over the years, changing the way
computational resources are provided, over time some of its limitations have been molten.
Cloud computing in particular has shown weaknesses concerning data security and data
privacy. This issue becomes even more important when we think about use cases such as
healthcare, which are very common in this paradigm. For this set of reasons, over the past
few years, research trends have been pushing the paradigm of Edge Computing, which
contrasts precisely with the centralization of the Cloud by trying to overcome its limitations.

Edge computing, in fact, moves computation to the borders, near where data is generated
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or collected, i.e. IoT devices. Considered the main purpose of Edge Computing, it makes
use of devices with limited resources. Over time, however, advances in technologies are
improving these devices, making them increasingly high-performance. This is therefore
driving research and new architectures to move computation right into Edge Computing so
that all its advantages can be exploited. The main advantage is the security ensured by Edge
Computing and by its nature.

For this reason, Google introduced in 2017 an innovative technique that allowed the training
of Machine Learning models without compromising its users’ data privacy named Federated
Learning (FL).

In the classical approach, to train a Machine Learning model, the data was shared with a
Cloud Infrastructure increasing the risk that the latter could be violated. In this new approach,
each Edge Device trains a local model and all the models will be aggregated without sharing
data with Cloud. Various advances have characterized federated learning, which, however,
still has some open problems. Some of them are caused by the several computational con-
straints still present in Edge Device.

For this reason, in this work, we propose a new approach to the Federated Learning archi-
tecture design in which each client is not necessarily a single Device. Our solution tries to
decouple the data analysis flow present in each Federated Learning client, distributing the
main tasks across more physical devices. Our solution can overcome the problem of compu-
tational constraint in Federated Learning because, the single client is, in our solution a cluster
of different physical devices. In this research we propose a new architecture, implement it
and we tested it in order to prove the advantages this new approach can bring. The major

contributions of this chapter are the following:

* we consider the current solution in Federated Learning, especially about Clustering

approach;
* we discuss the challenge of Federated Learning current architectures;
* we propose our new approach in Federated Learning client design

* we implement the solution proposed testing it and comparing it with the current,

single-node, approach.

We made our experiments for different dataset sizes (from 500 samples up to 10000), con-
sidering a FL client composed of two different devices (the training node and the data node).

Results showed that the benefits of our approach increase at the increasing of the dataset
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size. The rest of the paper is structured as follows: a review of the literature is presented in
Section 8.2; a description of the proposed solution is presented in Section 8.3 followed by its
implementation Section 8.4; an assessment of the proposed system is presented in Section 8.5.

Finally, conlusions an light on the future are presented in Section 8.6.

8.2 Related Work

8.2.1 Background

Federated Learning (FL) is one of the most innovative techniques developed in the last few
years. It was designed and created by Google in 2017 in order to perform Machine Learning
activities over data without sharing them with a Central Server Infrastructure [102]. Indeed,
this innovative approach distributes the training of a Machine Learning model among the
Edge Clients got by users themselves. Each user’s device trains a partial model that an
aggregator entity will aggregate. The first aggregation algorithm introduced was Fed Avg [16].
The latter exploits the Distributed Selective Stochastic Gradient Descent [103]. This approach
aggregates the partial models trained by all devices performing an average of the weights
trained to get a global model that is re-transmitted to each client.

According to the first definition of FL, the aggregator entity is a Central Server, often placed
in a Cloud Infrastructure. Several research works have decentralized the aggregation of
partial models to exploit the advantages of a decentralized architecture [104][105]. This new
approach eliminates the central aggregator node envisioned in the first definition of FL in

order to avoid a single point of failure, optimize network communications, etc.

8.2.2 Decentralized FL

The decentralization strategy moves the aggregation process from the central server to
the edge nodes themselves.
Different architectures and different strategies have been tried to optimize the traditional
federated learning architecture distributing the aggregation process according to different

patterns [106].

¢ Hierarchical Architecture. It introduces different layers to decouple the aggregation of
the nodes involved by maintaining a central node for the final aggregation [107] [108]

[109].
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* Regional architecture. It is similar to Hierarchical Architecture but the aggregation is
no longer placed in a central node, but it is performed within the edge layer assigned

to the respective regions [110] [111].

¢ Full Decentralized Architecture. This pattern involves the aggregation process in the
final edge nodes themselves. Each top layer where aggregation used to occur is now
removed and aggregation is implemented in the nodes themselves, which according to

different strategies exchange the trained partial model, i.e., the weights [112].

Decentralized architectures, as seen, also delegate to end nodes operations that were previ-
ously in charge of the centralized aggregator node, like the aggregation itself. This increases

the computational load of the edge node located at the extremes of the architecture.

8.2.3 Clustering

One of the most used approaches in the literature (strictly related to the solution proposed
in this chapter) was the Clustering of FL clients. This kind of approach tries to aggregate a
specific number of clients in order to overcome some well-known problems like the band-
width usage in the communication of the models and the Non-independently and identically
distributed data (Non-IID) [113] [114]. The cluster can be designed according to several crite-
ria. These could be, for example, the location of nodes, their energy impact or the distribution
of data [115]. Other works create dynamic clusters in order to improve the accuracy of the
model and optimize the aggregation operation [116]. However, all research work on this
subject deviates from our solution, which is at a lower level. In contrast to the works cited
above, our proposed solution does not consider each physical node necessarily a trainer. As
we will see in detail, the cluster we envisioned wants to abstract the federated node itself so
as to optimize training, aggregation, and side operations. The starting point of this work is a
research that tries to abstracts the Edge Devices according a Edge as a Service paradigm that

is considered propaedeutic to Decentralized Federated Learning [117, 118].

8.3 Solution Proposed

The architecture proposed consists of a cluster of N nodes representing a single FL client.
The solution, therefore, aims to propose a new approach to the design of the main component

present in a Federated Learning architecture.
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8.3.1 Architecture

The proposed new approach tries to distribute the computational load over several
physical devices through the use of precise architecture and precise workflow. Clustering of
each FL client allows for exploitation of more computation and allows better management of
collected data and trained local model.

In the cluster, two types of nodes are considered:
¢ the training nodes that actually train the local model.
¢ the data nodes for collecting and managing data involved in the training model.

In order to distribute each task inside the devices belonging to the same cluster we packed
each function inside a container [119]. In this way, the number of devices for each type is
not defined a priori but could be managed with respect to the specific use case. The cluster
provides more computational resources for each operation.

The training nodes can better exploit the hardware for training operations while the data
nodes can only take care of data collection and their pre-processing.

The replica of data nodes, within the cluster, allows for uniform data collected avoiding that
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Figure 8.1: FL. Architecture with clustered clients
training with Non-independently and identically distributed (Non-IID) data could degrade
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global model accuracy. The Figure 8.1 depicts how the nodes are organized.

Three main components characterize the training node:
* The Trainer is the component that carries out the local model training.

* The Model Manager is the component that manages the local model trained (e.g transmit

the locally trained model parameters to the other FL components for the aggregation).

¢ The Data Aggregator is the component that triggers the training phase when the dataset

is prepared. Moreover, it aggregates and uniforms all the data coming from Data Node.

The Data Node, as we said, is in charge to collect data and preprocess them in order to
prepare the dataset through which the training phase will be accomplished. As Figure shows,

it can be enriched by an IoT Device and it is constituted by three main components:
* The Model Aggregator that carries out the local models” aggregation of other clients.
¢ The Inference Component that makes the inference with the global aggregated model.

* The Preprocessor manages the collected data in order to prepare them for the training

phase.

The Figure 8.1 shows another important component: the Shared Data Object. This represents
the entity by which, within the cluster, the Nodes share data with each other. Hence, it is in
charge to store the dataset preprocessed by Data Nodes and exploited during the training

phase.

8.3.2 Flow

In our solution, as we can see from the proposed architecture we imagine a precise
workflow that includes the components described. This workflow generalizes the main
steps we have in federated learning. As we have seen, the literature has introduced many
algorithms for optimizing the training of the local weights of each device and in their
aggregation across the entire federated architecture. Our proposed solution is transparent
with respect to these solutions. It investigates at a low level the management of operations
leading to the training of the partial model. For this reason, we have defined a specific flow
that generalizes them and which, in our solution, we distribute optimally. We can summarize

the flow in the following steps:

1. The data collection performed by IoT Layer

111



8 — Federated Learning Solutions to Decentralize Computation on Safe Data

2. The preprocessing of collected data for the training phase

3. The aggregation of all data collected

4. The training of a partial model that will be shared among the whole architecture
5. The aggregation of the partial model received by other FL clients

Subsequent to the steps described, it is necessary to include any eventual inference that
would occur through the aggregate global model.

The proposed solution decouple these steps so that they can be optimized, parallelized, and
distributed over multiple computational resources. The components described are in charge
to perform this steps in order to carry out a total local training. To do this, the architecture
components described act by implementing the flow through synchronous communications

that enable the creation of the local model. The Figure 8.2 shows just how the flow unfolds

loT Device
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component fit the
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Figure 8.2: Steps involved in a local training

and how each step is performed by the components described above. The proposed solution
therefore not only builds an architecture, but establishes a protocol that orchestrates all the
steps within the cluster.

As previously discussed, the work carried out in this chapter allows to overcome the unbal-

anced Non-IID dataset in Federated Learning. Indeed the Figure 8.2 shows us, among the
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other steps, the aggregation of Collected Data. In this kind of aggregation, all Data collected
by different Data Nodes are aggregated in order to prepare a dataset that can be uniform with
respect to the other partial dataset of Federated Learning architecture. This kind of approach
is analogue to a solution seen in literature [114]. Unlike that solution, the partial dataset is not
provided by a Cloud Infrastructure but it’s provided by different Data Nodes of the cluster.
The Data Aggregator components can establish how the dataset will be trained in order to

uniform the size ensuring homogeneity across the whole FL architecture.

8.4 Implementation

In this section, we will see how the described architecture was implemented and what
technologies were used. In our work, we carried out a prototype implementation of the above
architecture. Specifically, we realized a cluster of edge nodes capable of training a partial
model by completing the entire flow starting from data collection and ending with training

the model itself.

8.4.1 Infrastructure

The infrastructure in which the implementation was implemented consists of micro-
processors, which as is well known, represents the main devices used in Edge Computing.
Specifically, we considered in our implementation, a Raspberry Pi 4 with 4 GB of Ram for the
implementation of a Data Node and a Jetson Nano (Developer Kit) with 4 GB of RAM and
integrated GPU for the Trainer Node.

Both devices were equipped with a Linux distribution, Raspberry OS and Ubuntu 16.04,
respectively. The devices equip an arm 64-bit architecture. The cluster implementation was
done through the configuration of a Kubernetes cluster. Kubernetes represents one of the
major solutions in container orchestration within a device cluster. In particular, k3s Kuber-
netes distro has been used [100]. k3s was a lightweight Kubernetes distribution developed
by the Rancher organization. Due to its lightness, k3s is strongly recommended for Edge
Devices. However, it looks like very flexible because it supports all kinds of architecture. In
our case, we exploit k3s in order to create an Edge Devices Kubernetes Cluster. Inside our
cluster, we have deployed all the components above described. As we have shown in Section
8.3, another important component in the architecture is the Shared Data Object. The latter is
the main element by which the cluster can be considered like one single Federated Learning

client. Indeed, the Shared Data Object allows the physical nodes to share all the contextual
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data, like the collected IoT Device Data, the preprocessed data and so on. GlusterFS tool was
used to realize that. GlusterFS is a network filesystem that allows the creation of distributed

and replicated filesystems among different devices connected with each other [120].

8.4.2 Architecture Components

Architecture Components, that has been described in Section 8.3, were each implemented
as a microservice within our cluster. In particular, each component was built as Container
Image and it was deployed as a Kubernetes Deployment inside our cluster. The components
are almost always implemented as HTTP servers because, as we have said, the cluster perform

a synchronous flow to train a local model. In particular we have

* The Trainer was implemented using TensorFlow framework and Keras APL. The compo-
nent takes the data from Shared Data Object after they are written from Data Aggregator.

It load and trains an existing model saved on Shared Data Object.

* The Model Manager is a Python script that sends the new local model trained to
another entity. It can be a cloud aggregator server or, in a decentralized fashion, another

Federated Client. It is triggered by Trainer component

* The Data Aggregator is implemented as a infinite loop that check the new data written

by Preprocessor component.

¢ The Model Aggregator is realized as a script that implements the Aggregation Algo-
rithm. This step can be implemented, according to the literature, in several ways but

the actual implementation is out of the scope of the work proposed here.

* The Preprocessor Component is the component that preprocesses the data acquired via
IoT devices. Even in this case the practical implementation depends by each use-case.

We won't deep that.

The inference component was implemented too. It is not present within the whole Flow. It is
implemented, even in this case as a HTTP Server. It’s not called by internal element but it is
external exposed.

Listing 8.1: Training Deployment YAML

apiVersion: apps/vl
kind: Deployment

metadata:
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name: training-app
namespace: arch
spec:
selector:
matchLabels:
app: training-app
template:
metadata:

labels:
app: training-app

spec:

containers:

— name: training-script
image: alecatalfamo/training:0.1
imagePullPolicy: Always
volumeMounts:

- mountPath: "/home/app/gluster"
name: task-pv-storage
nodeSelector:
device: jetson

volumes:

- name: task-pv-storage
persistentVolumeClaim:

claimName: gluster-claim-2

The Listing 8.1 shows one of the YAML files used to deploy all the architecture inside
the Kubernetes cluster. The code shows us, in particular, the deployment of the Training
Component inside our Trainer node. As we said, the train component, in our prototype is
realized through a Jetson Nano. For this reason we can see that we have specified a particular
node for deployment labeled in our cluster with "device=jetson". The other elements of the
Listing are the main paramenters foreseen in the Kubernetes Deployment APIL. Obviously, all
the components implemented were developed using Kubernetes and a YAML file. We report

exclusively the case of training for simplicity. The structure is the same for other components.

1| def watchdog() :
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while True:
if checkAllClassesFiles (N):
for cla in classes:
pathWrittien =
arrayWrittenPaths[cla]

pathTrain =
arrayTrainingPaths[cla]

copyFilesToTrainingFolder
(pathWrittien , pathTrain)

try:
startFit ()

except Exception as ex:
print(ex)
print (" Fit Problem")
continue

else:

continue

Listing 8.2: Data Aggregator triggering function

The Listing 8.2 shows a part of Data Aggregator. In particular, it shows the main function-
ality of this component. The listing shows part of the implementation of the Data Aggregator
component, and in particular the function of watchdog. It takes care of calling the Trainer only
when in the Shared Data Object, which in our case is represented by a folder replicated via

GlusterFS, there is a specified and pre-configured number of files.

8.5 Performance Evaluation

The main innovation of our work is the distribution of the main tasks involved in a
Federated Learning Client. The main advantage of our solution lies in the distribution of
the tasks involved in Federated Learning. Our performance tests will focus on the overhead
that can be introduced by the necessary networking. We will also go on to measure the
benefits, mainly in terms of timing, that distribution can bring to model training. This in fact
represents one of the most onerous tasks for an Edge device that, as mentioned, is usually
limited in computational resources. To test the performance of our solution, we considered
our prototype implementation, which as we recall consists of a Raspberry PI 4 of 4GB and

a Jetson Nano (Developer Kit) equipped with a GPU and with 4GB of RAM. In order to
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test we have implemented a Neural Network Model for binary recognition. In particular,
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Figure 8.3: FL Architecture with clustered clients

as we can see in Figure 8.3, we have tested the epoch training time comparing the situation
in which all the tasks are distributed in two nodes and the situation in which we have one
single node that manages all the tasks. We have tested the training, increasing the number of
samples used for the training. In particular, we have compared the situation in which the
deployment is carried out in a single node and the situation in which these are distributed
across two nodes: The Data Node and the Trainer Node. As we can see the result obtained
is an increase of the training time for the single node context. Obviously, this comparison
can appear not meaningful, but we have to say that the trend can improve if we increase the
node in the cluster. We have tested a cluster of two nodes. We can imagine implementing, as
said, even clusters with a greater number of nodes. The Figure 8.4 shows what is the average
memory per node, used during the training of the local model. In particular, we can see
that the average of used memory per node, is lower in our solution in which all the flow is
managed by a cluster. In our node indeed we have more processes that have to manage all
the flow and the cluster but the average used memory in a node is still less respect to the
solution in which we have a single node. The Figure 8.5 expresses a similar concept. If we
consider, as a percentage, the memory used compared to the total memory available, we
can see that the tests confirmed what was already guessed. Our solution provides a greater

quantity of computational resources for the management of the whole flow.
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8.6 Remarks

The most challenging issues in Federated Learning are strictly related to the Edge Com-
puting devices and them nature.
In the proposed work, we can try to give a solution for some of them. The research proposes
an innovative architecture in which the concept of Federated Learning Client is abstracted.
With our solution, the client of Federated Learning architecture is decoupled and all the tasks
involved are distributed in a smart way. This solution can bring more resource computational
and can overcome the unbalanced distributed dataset issue that is frequent in Federated
Learning and that can deteriorate the final accuracy of global model. The test performed in
our work prove the positive trend in time response about the local model training.
In future works we plan to perform other tests about our solution, in particular, about the
computational resource spent in our solution. Moreover, we wants to analyze the energy
impact that our solution bring. In next works we want also to study the possibility to create a
dynamic cluster FL architecture in which the clusters client are not established a priori but
they can dynamically change in order to improve specific criteria of the model (accuracy,

time, and so on).
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CHAPTER 9

Conclusion and Future Works

The thesis deep Cloud Computing issues proposing several solutions to overcome the
classical Cloud approach in order to solve the main Cloud Computing threats. It is divided

into three parts:

¢ The first part treats the Security issues of Cloud Computing
* The second part cares about the issues related to the centralization of Cloud Computing

* The third part is focused on the issues that intersect the Security and the Distribution of

the central approach.

For each part different solutions have been found, designed, realized and evaluated. In
particular, for each point, two sides are considered: the user data and the computation. In
Chapter 3 and 4 the first part is introduced and the Security of data management is deep. In
particular, in this chapters, the security of data storage and secure elaboration has been the
main topics. In Chapter 5 was deep and a solution for the distributed inference on Cloud-
Edge environment is realized by exploiting different Workflows on Cloud-Edge Continuum.
This solution introduce a complex operation like Artificial Intelligence Inference distributed
among the Cloud and the Edge to overcome the problem related to the centralization of
the processes typical in Cloud Infrastructure. In the end, the last three chapters investigate
solutions for the issues that involve both Security and Distribution of Data and Computation.
In particular in chapter 6 a solution for the Two-Factor Authentication is introduced. It

allows to protection user access by distributing the logic of One-Time Password management
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avoiding different security threats like the Distributed Deny of Service (DDoS). In chapter 7
another distributed solution is provided. In particular, here, a distributed Identity and Access
Manager was designed and implemented. This kind of approach exploits Edge devices to
perform a distributed and replicated authentication in network constraints environment,
too. The last chapter of this final part was the chapter 8 in which a distributed solution
for federated learning was introduced. In particular, in this chapter, an architecture for the
clustering of each Federated Learning client was described, implemented and evaluated.
For future works, new solutions related to the total distribution of Machine Learning
will be investigated. In particular, new solutions for decentralized Federated Learning and
Distributed Training will be the object of the next studies in order to avoid at all, the use of a

central infrastructure overcoming the computational limit of Edge tiny devices.
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